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Summary

In March 2015, Microsoft patched a remote code execution (RCE) vulnerability
(CVE-2015-0097) in Microsoft Office. In July 2015, Eduardo Prado released a Proof
of Concept (PoC) exploit for this vulnerability here. It did not take long for attackers
to repackage this PoC and use it in attacks in the wild. We observed a few variants
of attacks exploiting CVE-2015-0097 which are using the same PoC to create a .doc
exploit. This vulnerability could also be exploited using other Office file formats.

Due to the nature of the vulnerability, it does not require common exploitation
techniques like a heapspray or ROP chain to gain code execution on a machine. In
this blog, we describe how this vulnerability is being exploited in the wild and the
details of the malicious binaries it drops post exploitation.

Vulnerability Details

CVE-2015-0097 is a RCE vulnerability that Mitre describes as a “Microsoft Word
Local Zone Remote Code Execution Vulnerability” [1]. Unlike memory corruption
vulnerabilities, this vulnerability results from a logic bug in Microsoft Office
applications. Office can open documents as HTML files via the
MSScriptControl.ScriptControl.1 control. If the document contains valid HTML (in
this case, appended to the end of the document), the HTML is launched in the Local
Security Zone. Scripts embedded within the HTML content then write to disk with
the ADODB.Recordset Active X Control. By writing scripts to the users Startup
directory as shown in Figure 1, the attacker’s scripts achieve full RCE and
persistence.
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Figure 1. VB ScripFigure 1. VB Script drops the HTML Applicat drops the HTML Application file in the Stion file in the Startup directtartup directoryory

Execution Flow

This exploit works in multiple stages to infect the machine. Below are the different
stages involved to achieve code execution.

1) HTML in Local Security Zone

The original document uses MSScriptControl.ScriptControl.1 controls to open
appended HTML content. The HTML content is opened by the Microsoft HTML
Object Library (mshtml.dll) in the Local Security Zone.

2) Javascript

Microsoft Word passes the first script to jscript.dll as shown in Figure 2 and 3.

Figure 2. Going tFigure 2. Going to proco process Jaess JavvaScripaScript ct code in jscripode in jscript.dllt.dll

Figure 3. Arguments pushed on the stackFigure 3. Arguments pushed on the stack

The Javascript code uses document.location.href to find the current username.

3) VBScript
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Microsoft Word then gives the VBScript code to vbscript.dll as shown in Figure 4
and 5.

Figure 4. Going tFigure 4. Going to proco process VB scripess VB script ct code in vbscripode in vbscript.dllt.dll

Figure 5. Arguments pushed on the stackFigure 5. Arguments pushed on the stack

The VBScript writes a script to the users Startup folder with the ADODB.Recordset
ActiveX control (which is allowed because the script is running in the Local Security
Zone), as shown in Figure 1. This next stage script is fetched from the attacker’s
server as “recordset.txt”, and saved as “hkcmd.hta”.

These samples use hard-coded paths to access the Startup directory, shown below.
The exploits could easily be modified to target additional Windows environments.

4) HTA in Startup

The script “hkcmd.hta” dropped in the startup directory contains:

This establishes persistence for the attacker. When the victim machine is rebooted,
it executes the VBScript within this HTA, which downloads and executes a fresh
script from the attacker’s server.

5) config.vbs payload
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The config.vbs script downloads and executes a binary from the attacker’s server.
The script saves and executes the binary as %temp%\svchost.exe.

The only parameters that vary in the wild are the attacker's server IP address and
the final stage payload.

Payload Details

One of the variants we observed is a Word Document named mamat khau wifi thuongt khau wifi thuong
dung.doc (Vdung.doc (Vietnamese languageietnamese language)) that is used to drop PlugX malware on a system.

The payload is a RAR SFX file named KB3002659.exe. This RAR SFX file contains
the following three components:

1. AhnI2.exe - Legitimate AhnLab Internet Security Software digitally signed by
AhnLab, Inc.

2. AhnI2.dll - Malicious PlugX DLL
3. AhnI2.asf - Encrypted file used by PlugX DLL.

AhnI2.exe is legitimate GUI-based security software from the Korean Security
Company, AhnLabs. Since all three components are dropped on the file system in
the same path, the malware uses DLL load-order hijacking to get Ahnl2.exe to load
the PlugX DLL.

The PlugX DLL performs the following actions:

1. It first patches the return address of the call to LoadLibraryW from AhnI2.exe,
which was used to load this DLL.

It adds a jmp trampoline at the return address which points back into the code
section of PlugX DLL. This is done so that after the PlugX DLL is loaded, the code
execution returns to the DLL instead of the main legitimate executable, which was
used to load it. This also prevents the GUI of AhnI2.exe from ever being launched.

In Figure 6, we can see the code section in AhnI2.exe, which is used to load
AhnI2.dll.
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Figure 6: CFigure 6: Code section from AhnI2.ode section from AhnI2.eexxe which loads the PlugX DLLe which loads the PlugX DLL

In Figure 7, we can see the code section after it was patched by AhnI2.dll.

Figure 7: CFigure 7: Code section from AhnI2.ode section from AhnI2.eexxe afte after it is paer it is pattched bched by PlugX DLLy PlugX DLL

2. Next, the PlugX DLL reads the contents of the AhnI2.asf file and executes it.

The code of AhnI2.asf uses a lot of control flow obfuscation. It decrypts the
embedded contents using a simple decryption routine as shown below:

This decryption routine is a deobfuscated version of the actual subroutine.
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After decrypting the first stage, control is transferred to it and executed. It is used
to decompress a embedded executable using RtlDecompressBuffer(). The
decompressed executable uses XV as a marker instead of MZ and PE.

It then launches svchost.exe process and injects code in it. Network callback is
performed over SSL to callback domain: vietapps.vietimes.org. It uses the public
DNS server (8.8.8.8) for performing the DNS query.

The appendix summarizes the decrypted PlugX Config File corresponding to this
payload.

PlugX is a well-known Remote Access Tool, which has been used in several APT
campaigns. More details of this are documented in previous FireEye blogs, here and
here.

Products Affected

Though FireEye has only observed this exploit being served in the form of doc, it’s
possible this exploit can be delivered in other Office file formats such as rtf, ppt, xls,
and wps. According to [2] and [3], the vulnerable versions of the Microsoft
products include:

1. Microsoft Excel 2007 and 2010
2. Microsoft Word 2007 and 2010
3. Microsoft Powerpoint 2007 and 2010

Mitigation and Prevention

The patch for CVE-2015-0097 is already available, so the most effective mitigation
against this vulnerability is to keep Microsoft Office Suite patched with the most
recent update.

Conclusion

Attackers are quick to adapt the latest exploits for popular applications like
Microsoft Office and use it with customized versions of well-known malware like
PlugX. Since the PoC is available publically it is possible that more attackers will use
it in their campaigns.
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Appendix

{'c2.password': u'TEST',

'c2hosts': [{'conntype': 'TCP',

'hostname': 'vietapps.vietimes.org',

'port': 443}],

'config.urls': [],

'dns.servers': ['8.8.8.8'],

'install.type': 0,

'memo': u'MS07',

'mutex.name': u'Global\\PPDrXvsnAXozQjJvVXZHB',

'options': {'delete.file': True,

'do.keylogging': True,

'hide.service': True},

'process.inject.targets': [u'%windir%\\system32\\svchost.exe'],

'process.inject.targets.SP': [u'%windir%\\system32\\msiexec.exe'],

'proxies': [],

'reg.hive': 'HKEY_CURRENT_USER',

'reg.subkey': u'Software\\Microsoft\\Windows\\CurrentVersion\\Run',

'reg.value.name': u'K1',
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'screenshot.options': {'bit.depth': 16,

'directory': u'%AUTO%\\K1\\screen',

'enable': False,

'encoder.quality': 50,

'period': 10,

'retention.time': 3,

'zoom': 50},

'service.description': u'Windows scwYEsgwc Service',

'service.display.name': u'scwYEsgwc',

'service.name': u'scwYEsgwc',

'sogu.config.encoder': 'sogu.20140719',

'sogu.config.size': '0x36a4',

'sogu.detection.method': 'static:trailing.compresed.config:compressed.buffer',

'work.directory': u'%AUTO%\\cKEmxKtOBi'}

The configuration file above summarizes some of the activities performed by the
PlugX payload.
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