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Although the development and integration of technology into military forces and
strategy is often depicted as a simple matter, the role of technology in war is contro-
versial. Debate exists about the relative importance of technology when compared to
other factors such as training or morale, in achieving victory in battle. Scholars also
offer competing explanations about how and why certain technologies are integrated
into military organizations while others are ignored. The pace of technological
change also is not uniform: some technology and procedures become fixtures in mil-
itaries while others become obsolete quickly and are discarded. To complicate mat-
ters further, some observers today believe that the world is witnessing a revolution in
military affairs, a relatively rare event when technologies are combined to produce a
fundamental transformation in the way war is fought. This chapter explores these
issues and describes some changes that the revolution in military affairs is produc-
ing in mifitary organizations. It also offers some observations about the emerging
technological trends that are likely to transform future warfare.
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have been immature (the corridor-and-doors theory); there may have been no mission
crying out for UAVs (form follows function); there may have been no visible failure in the
existing technology (form follows failure); or, finally, the technology may have been thwarted
by pilots hostile to the notion of aircraft without pilots (non-rational explanations).

No one of these theories is completely satisfying. Their very range, however, should
prompt us to look more closely at how and why military technologies come into existence.
There are distinctive national styles, for example, in military technology: the Israeli
Merkava tank differs subtly from American M1 Abrams. These changes reflect differences
in design philosophy stemming from where the two countries believe they will fight (the
slow Israeli tank is designed for the rocky Golan Heights; the much faster Abrams tank can
exploit its high speed best in desert warfare). The Israelis have given exceptionally high
value to crew safety. They accepted mechanical inefficiency by placing the engine in front
of the crew space rather than (as is normal) behind it. In armoured warfare, most hits
occur on the frontal armour of the tank, and the engine can thus absorb the impact of a
hit. The Americans, by purchasing a fuel-hungry high-powered turbine engine, assumed
that they could readily resupply their tanks with fuel in vast quantities on the battlefield.

National styles in technology may reflect political assumptions about war at the time that
a design was frozen. In 2006, for example, the United States was poised to buy large num-
bers of the Joint Strike Fighter (JSF), a short-ranged fighter bomber. This decision reflects a
political assumption, namely, that the United States would fight its wars within a few hun-
dred miles of its opponents, and, presumably, with extensive access to secure fixed bases.!

BOX 7.1

The M1A2 vs the merkava -

R— T e e e SR e

M1A2 Merkava (Mk3)
Weight (fully armed) (tons) 69.54 62.9
Length (gun forward) (metres) 9.8 8.8
Height (metres) 2.9 2.8
Width 3.7 37
Range (miles) 265 311
Crew 4 4
Road speed (km/hour) 90+ 55
Main armament 120 mm 120 mm
Engine Gas turbine Diesel

Although similar in some respects, the Merkava is very different from the M1 in others. It is much slower
(perhaps half as fast): the Israelis value absolute speed much less than the ability to manceuvre under
fire, particularly over the lava-strewn Golan Heights. They also lack the super-fast infantry fighting vehi-
cles to keep up with the tanks. There is a rear hatch on the Merkava that allows the evacuation of wounded
or resupply of ammunition without exposing the crew—again, requirements derived from the peculiar
problems of keeping a firing line on the Golan Heights. Finally, the Israeli engine is at the front of the tank,

where it can absorb an incoming round—a sacrifice of mechanical efficiency for crew protection. The M1
gets a similar effect by unusually good (and expensive) armour.

Sources: http://.army-technology.com/projects/merkava/specs.html; http://www.army-technology.com/

ces? The technology maY

projects/abrams/index.html specs. Note: the stated speed for the M1A2 is considerably too slow.
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Military technology also reflects processes of interaction. Tanks did not grow to be
today’s 60-ton monsters because of the growth of their power plants or guns. Develop-
ments in armour were 0 blame. Tank armour 0nce consisted of rolled homogeneous steel.
Today, it may consist of a variety of substances—exotic metals such as depleted uranium,

composites that include alternating layers of metal and ceramics, and sandwiches of metal
and high explosive. Thes of ever more powerful antitank

e changes reflect the development

weapons———depleted uranium rods and so-called shaped charges (explosives configured to
create a jet of hot rmetal that burns its way through armour). Even in peacetime, measure
ure rule the choices designers make. These interactions create kind of
evolutionary process, by which a weapon system settles into its own ‘ecological’ niche.
Birds and lizards evolve an amazing variety of counters to their predators, who in turn
come up with arange of adaptations that enable them to find and devour their prey. S0 t00
with weapon systems. As in nature, interaction may yield odd outcomes, where one kind

of highly sophisticated adaptation to a par atform utterly

ticular environment makes a pl
unsuited to a different battlefield. The first two generations of stealth aircraft, for example,
evolved to avoid detection through the use of adroitly shaped surfaces that would disperse
or absorb radar energy:

they were difficult (not impossible) to detect using the radar tech-
nology of the time. Their odd shaping, however, made them slower and less manceuvrable
than other aircraft; they have therefore become night-ti

me-only systems that would be

vulnerable to optical detection
In assessing military technology one should look at invisible techno
gave the German tanks an edge over their French counterparts in the Second World War,
for example, was not superior armous, guns, or engines, sO much as a piece of technology
barely noticed by outside observers—the radio (Stolfi 1970). Often, the most important
elements of a military system are not the ones most evident to the casual observer, yet

mastery of such technologies may weigh most in battle. American forces in the south-west

Pacific in the Second World War struggled not only with the Japanese, but also with
disease. The insecticide DDT, as won the fight for New
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during the day.
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Guinea.
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One should consider the role of systems
described a Second World War warship this way:
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Kkouts sat
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Anglo-Egyptian infant es of the Khalifa crumpling under the fire of L gssentlal cas
a i 1 >
seconds’ difference irI:tLY ‘gmg t}}e Henry-Martini rifle), or quite subtle—aorl;l itcheners
effective cangeofatank e flight time of an air-to-air missile, or a few hundr datter Of_a few
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Mapping Military Technology
It can be difficult enough 10 understand military technology when it remains static: the
ratsea,suchas Patrick O’Brian or C.S.Forester,

authors of novels about the Napoleonic erawa
have a considerable challenge (which those two meet wonderfully well) in describing the
e problem of under-

complex technology of early nineteenth-century naval warfare. But th
standing military technology is more difficult because it changes continuously. Indeed,
since the middle of the nineteenth century, change in military technology has become a
constant, through what Martin van Creveld has called ‘the invention of invention’. The

traditional picture of soldiers suspiciously rejecting new technology in favour of old
standbys was always Over

done: before the TFirst World War, for example, the armies of

Europe embraced the machine gun and the aeroplane. Their difficulty lay, and lies today,
in recognizing what broader changes new technology may entail. For powerful institu-
tional reasons, military organizations tend to fit new technologies into old intellectual and
operational frameworks.
One question to askin

is a change in quantity or a
might appear. Marginal increase
few design parameters, arc quant
themselves should not bring about ra

ingly quantitative change is, in fact,

rather less effective lethality than a good long bow;

increases in speed over their coal-powered counterparts;

missiles provided only marginal improvements Over awe
of these changes, however, foreshadowed tremendous upheavals in the conduct of war.

Mastery of the long bow could take a lifetime. Mastery of the musket took a few months of
drill, and its incidental qualities——the noise, smoke, and flash, none of which had direct
effects on the enemy—made it a more fearful, that is, psychologically effective, weapon. Oil
propulsion reduced the size of crews, increased the speed of ships, and, perhaps most
de the world’s oil fields prime strategic real estate. Air-to-air missiles
mature aircraft cannon, t0 the point of engaging

assessing technological change is whether what one s witnessing
change in quality. It is a more complicated question than it
s in speed, protection, mobility, or payload, to take just a
itative: they may have cumulative effects, but in and of
dical changes in war. Sometimes, however, a seem-
qualitative. Early firearms, for example, delivered
oil-fired ship engines offered moderate
and the first generation air-to-air
li-aimed burst of cannon fire. All

importantly, ma
improved far beyond the capability of

targets well beyond visual range.
Contemporary observers will often get it wrong. Military organizations (the US Navy in

ular) had experimented with satellite-based navigation systems since the early 1960s

partic
(Friedman 2000). It took the experience of the Gulf War in 1991, however, to make average
1diers realize that the Global Positioning System could transform all

sailors, pilots, and s0
aspects of navigation from art to science, or rather mere technique. By contrast, the advent
of nuclear weapons in the late 1940s and 1950s convinced some professionals that all
military organizations would have to be radically restructured to accommodate the new
weapons. As it turned out, however, only selected military organizations needed to adapt
their tactics and structures to the new devices (Bacevich 1986). Military organizations and
platforms do not change at a uniform rate. Some aspects of military technology change
very little over the decades. Visit an aircraft carrier’s deck, and one is struck by how little
many procedures have changed in half a century. Steam catapults——themselves solid pieces
of mid-twentieth-century engineering——loft jet aircraft off angled decks devised shortly

after the Second World War. The crews, i i
e S . $,in multicoloured jerseys, each of which i i
s (oro}fl;r))r;jzf IEUCLI a}s1 their fathers did during the Korean war. I;Csl:dl;1 iﬁ:i?s
e e el o ﬂl?lcm .t e movemen_t of aircraft using model aeroplar;es on ;
e e inated glass grids show the status of all aircraft. There are
S e urate e?nd powerful bombs, far better intelligence flowin,
battalion of paratroopers reafil}lfctt;l Izrz)sprzrllllarkal'ﬂg ?;rable. Pl v Ofi
e an airfield and seize it. Their ai
4 tge : Whosilef S;filzrzi(zzlazd ﬁrst fielded in 1956, are crammed with rriir? lcr:::;ilc_la?)os
o M e s e esign goes back to the Second World War.3 The proif 1’a_f
ining mﬂitar},’ procefs ;y1:§ag1;setglen remagls, in its essentials, the same. o
N a considerably greater extent. A
armouted batt pf)(;rdzzrlrllfie, bears some resemblance to the clashes of the Seljcr)ifi \c/l\::lr;
e et dusin:ogrle.:d b.easts rflanoeuvring over open ground, generatin
e m,u v}vllrh ing in a mélée where the advantage goes to the quickez(r5
TR ic as char%ged, too. Today’s armoured battle might take
i Th.m'agmg devices that are in many ways better than optical
e Syrz; o ;Isl lis a f'ar cry even from the night battles of the 1973pYom
P t; using cru'de infrared projectors attacked after daylight;
(aind e po,w " ;:r: ;Z nS(I)) ;rcllpo;‘t;nt dif{(erence in visibility between da};
s T . of the tanks today are much
e Shiﬂ\;f;;l(;l}l\fzr, as is tank size. Those are important quantitat?\tza;}zrthan
e g}ga(;:ybof their weapons. A well-calibrated gun, with eveglis;
T dista; e fy laser range finders and ballistic computers) can
P ce of several kilometres—a significant change in th
Sometimes theregare. ch -
P dedl s exampla;nigsesn that fundamentally alter war fighting. The first night of an
S;cond World War, Korea, )and \Of‘iZt:lc:;llplIitei}:l diffetr S e e
Ceore o g o - e or two nights a competent ai
s I‘:Z[ li ;;rfeizf.enc; systerr%, rather than wearing it cI:ut b; 2elilli)fr(c))rcceessc anf
the arommals ot Sereiored o I:g ighter aircraft. Precision weapons—now ubiquitous 9
e L rleil—m‘ean that an initial attack can, in theory at leasl'i1
s A = e tha:e.: that airpower can do more efficiently that which it d'd’
R andg , a '1t never could have done before. Thus, for exampl .
planning, a well-conducted air strike can cripple apn:tiVZﬁ’h
s

telecommunicati

ons system, in part b .

cent - y attacking targets o
res) that previously were not susceptible to mafs attfck e Ay ke

® One of the.problems of understanding the
rfc)le of military technologies is the con-
stant process of change that takes place.

s Another difficulty is that some technology
InquSIﬁW to have an effect, while some is
2 | ch more immediat i in i
; : e and
OISe difficult issue concerns the relation- i 5 st st
ship between qualitative and guantitative

change.
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The Revolution in Military Affairs Debate
the result (some soldiers and historians would argue)

When a set of changes comes together,
at greater or lesser speeds, and

is a revolution. Normally, military technology merely evolves,
unevenly. Occasionally, however, several developments will come together and yield a

broader transformation. Thus, in the middle of the nineteenth century the combination of

the telegraph (which allowed real-time links between civilian authority and military com-
manders, and between commai ), the railway (which

ders in large military organizations
permitted mass movements of troops and their sustenance during winter or while con-
ducting sieges), and the rifle (which made infantry engagements lethal at greater ranges
than ever before) transformed war. The mass conflicts of the wars of German unification
and the American Civil War involved industrialized masses, and spelt the end of battles
conducted in compressed periods of time and narrowly defined locations. They foreshad-
owed the slaughter of the First World War, as a few prescient observers noted.

Since the late 1970s,2 number of observers have suggested that a revolution in military
affairs is under way. Soviet writers—senior military officers, including the then Chief of
the Soviet General Staff, Nikolai Ogarkov——suggested that modern conventional weapons
would soon have the effectiveness of tactical nuclear weapons. Long-range sensors, includ-
ing powerful radars mounted on aircraft, combined with precision weapons, would allow
the detection and destruction of armoured units long before they ever approached the
battlefield. Soviet military leaders believed that the United States, with its superior tech-
nological base, would drive these developments, and that their consequence would fall

very much to the disadvantage of the Soviet Union, reliant as it was on waves of armoured
forces that could move into Europe from their mobilization areas in the western USSR.
if less well-articulated, aspirations for

In the West, a number of technologists had similar,
weapon systems that would combine accuracy, range, and above all ‘intelligence’—the abil-
ity to home in on, or even select, their own targets. It took the 1991 Gulf War to convince a
duct of war had occurred. The

broad spectrum of officers that very large changes in the con
lopsidedness of that war, the undeniable effectiveness of precision weapons, and the emer-
ilitary technologies (stealth, for example, which is actually

gence of a host of supporting m
a cluster of technologies) convinced many observers that warfare had changed fundamen-

tally. The developments first noted in the Gulf War continued in a decade of smaller scale
military engagements thereafter, including repeated American and British strikes against
Traqi targets, and NATO operations against Yugoslavia as a result of the wars in Bosnia in
1995 (Operation Deliberate Force) and in Kosovo in 1999 (Operation Allied Force).
Attacking both by night and by day, and using primarily guided weapons, the United States
and (to a lesser extent) its allies conducted operations with extraordinary accuracy and neg-
ligible combat losses. Similarly, the combination of special operations forces, unmanned
and aircraft delivering precision weapons (and unguided ones for that mat-
ter) had a devastating effect on admittedly ragtag Taliban troops in Afghanistan in 2001.
These and American regular ground and air forces occupied Iraq, and crushed the regime
of Saddam Hussein, and its admittedly fragile and obsolescent military, in less than three

aerial vehicles,

weeks in 2003.

An adequate conceptual description of th
ML . ‘ e changes, however, remained elusi
Ve hairman Si zhsey iznrzr;cfan Joint ’Ch1efs of S'taff, Admiral William Owens?:iselzz;izzs
e aChievements(ygcems as the ultimate potential of the new technologies
ik Hens and Offley 2000). By integrating long-range pre—’
N ve 1nt?lhg?nce, sur\.reillance, and reconnaissance, and \’Iastl
e e etorzir(;cessmg information and distributing it, he believed thz
e ) Eundr :deljt and destroy any enemy target over swathes of the earth’s
LS sl e o y two hundre.d miles. Some in the military scoffed at this
T L );,e Emfl 1r11g jco the persistence of what Carl von Clausewitz termed
ikl Oflili y 1mr.naculajce military operations against feeble oppo-
ot O "1;0 aircraft in knocking out Serb tanks in 1999 being a
enisecerofiniaiaucns eclared thz?t enormous bureaucratic impediments—tghe
S vice cultures, in particular—stood in the way of his d
| ream
In truth, the revolution in military affai i
e ary affairs debate remains unsatisfying. Cl
" Chinges emer(g);l;l;zt‘;lar;z;e rrleqlc;tatl.og of new technologies does noiydefcribiﬁz’l:;gz
T e forcese. : he rmhj[ary tests that have occurred thus far involved the
il e o tl e F{nlted States and its allies against far smaller oppo-
R defgnc,e ll)lgzs avia’s gross national product was barely a fifteenth the
serve as indicators, perhaps, bu?ni:;z)}(l)ef Z?;Cl(:rne Olf1 i A
serve s i : roof ge change. It is possible th. i
e toybelfcf?)l;lsel;;: Ii)icgilirrle(i., but it Wlll require evidence gaﬁhered in Zt;flecvl? 111:;1061;
oot ot Is1 .tht is more likely that it would require the pressure of magor
O e e arena of conventional armament to press modern arm]ed
Ay e tﬁes t.o their fl.llleS't. At the moment, such competition does not
Bt ol ot }37 e rise of China in opposition to American dominance in th
o LS B e occasion for a real revolution to make itself known. O )
, at least three broad features of the new technological era in w;arf:rie'c :l?e’

rise of quality over i
quantity, the speciation of mili
. sy m
L N ilitary hardware, and the centrality of

The rise of quality over quantity

Historians wi i .
middle ofsthvzl‘]clw(iflst(i:zie the period extending from the French Revolution to at least th:
) century as the era of ma; cast the
During this ti . ss warfare (e.g. already Howard i
wartini;e a: 1:;3 tt})le domm.anF form of military power was the m:ss a::ll . rl975~' » ff.)'
i dustry’ Thos i C(?nscrlptlon, and uniformly equipped with the rozil, etcrmfted -
dively co;ﬂd e; eCr()l:ntlges that COl'l¥d mobilize men and military Prodllzctiolrllcni = h;;‘ Y
(like the Soviget Un:iioe the most military power—and this was true of the lar es(;St e
firep ot e nz and tie sdmallest (like Israel). Broadly speaking, the biggger thpofW =
] = y from the days of the eigh ’ e torce
believed th . ighteenth century when mili ..
at armies could not operate beyond a certain optimal size a11111(11 lw:ral:y at_l;thorme;
> en the way o

war andC()ntemporary econ ]lliC i(:l te ”Iel)l tection of « v Q y W
Oono S d a d O i ivi i
i ) . n f societ fI'OIn idespread
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(see Moskos et al. 2000). The near-annihilation in 1991

BOX 7.2

—
[0}
-

The age of the mass army is over

150
of the Iragi army, the world’s fourth largest, marked the appearance of a world in which
® modestly obsolescent technology had become merely targets for more sophisticated Second World War Fighter Ai
=z weapons. Around the world, states abandoned compulsory military service and shrank the aptighter Aircraft °
; size of their armed forces, even in those countries (China and Turkey, for example) where
2 they actually increased their defence expenditures substantially. Several converging devel- Spitfire P-51 5105 = =
opments produced these changes: the growing incompatibility between civil and military Date entered service July 1938 7 ro o
culture, the increased expense of military training and technology, and the vulnerabilities Weight (fully loaded, Ibs) 5,800 2‘;%' 1942 Sept. 1939 July 1940 z
created by large forces. But nothing mattered more than the emerging importance of the zazgz (miles) 395 9’503 5,523 5,313 g
technological edge in combat. Afm: m(;]:]fh) 364 387 ‘31;2 1,160 o
A simple gedanken experiment confirms this. Ask any group of field grade army officers 8 % 303 in. 4%x20mm  2x7.92mm e :
which side they would prefer to command: an American armoured battalion task force of machine guns  cannon machine guns 51: Z?7 " =
54 M-1 tanks plus small numbers of infantry and other supporting arms, ot an Iragi ‘ 2 x 20 mm 5 XC 22)”25:”5 :
Republican Guards division of over 300 moderate-quality T-72 tanks, with the full Engine horsepower 1,030 1,150/1,590 (1:a1n(r)]cc)) 3 getedn ;
: : : 940 =
-

Many aspects go into
the performance of i
s of e Eee— : : an aircraft: the statistics here are b 1
suggestive. The Japanezteh::r‘ntlzd: climb and turn rates, for example. But :2::‘: w thle Sptidiogy
: 4 acted tremendous ; nomalies here are
in the Pacific region. Th range out of the Zero, whi
. The " , which the:
e VU|ner:b%Ztati?::a?§tiO:d design—and by stripping out armour)/Trr‘:a(-:‘:ees‘ilftor Oper;t;ons
- at when hit w y was a highly
an airplane; once the powerf ‘ as often destroyed. The P- -
: : ul Merlin engin - - The P-51 was a hulking brut
ity than its competitor ; gine was installed—a power pl ) ute of
s—l plant with 50
he Allies had a long-range fighter that could escort bors(te)recert‘t rtlore il
rs to the heart of

al artillery and support. They will choose, unanimously, the American
armoured task force.* The combination of superior technology and better trained and led
soldiers means that, in certain kinds of combat, force ratios hitherto thought utterly unac-
ceptable—T1 to 3, or even worse—could nonetheless yield victory to the seemingly hope-
lessly outnumbered side. To be sure, this observation may not apply equally to all forms of
combat, or might not hold true in particular situations, but the broad truth remains: to a

degree far greater than, say, during the Second World War, quality now trumps quantity. S(:i:;:z: . ofr deliver bombs as well as cannon fire. More subtle diff

That quality, moreover, lies in the combination of manpower and technology. Superbly ey ;’er:ketrsr:;e;ior ,standardized weapons, as opposed to t;ee:;c:fs gor example, the American and
trained troops in mediocre tanks and aircraft might do well against medjocre troops in nal styles of weapons design, to include a strong pn-orirt?i?:gss F: i
correspondingly magnificent weapon systems, butin the real world such match-ups rarely Al

panoply of division

occur. The old systems of estimating military power no longer apply, be they the crude tab-
ular comparisons of forces that appear in the newspapers or weekly news-magazines, or
the seemingly scientific calculations of attrition-drive

n Pentagon models. The emergence
of quality as the dominant feature in military power has rendered obsolete, if not absurd,

thr‘ee parts: the evolution of the actual implemen
ung:les;tlf)(;ér:fs; ;2(31 ;(}fdcreation of la.rger sl;stems tcff iﬁiﬁ::rt;lizzll:::llc,)lg:gey Fmereence of
i o e esneti\;izpmerll(t is the British runway-attack muniti(;n JP-233. This
e e g roc ets and over 200 scattered mines from a Iow—ﬁ i

e Royal Air Force developed tactics and practised skills suiteycil':(%

1 ’,S S“’Stems ()l calcu g 1at1\/e mllltz 5 I its Capabl—htleS) Wllell put to tlle test in tlle Gulf vvar llOWeVeI, 1t plo‘/ed Ileaﬂ& useless aIld
l |a| ng re. bl

indeed dangerous for pi
e ei e ;Eiiﬁ (:»;Ilh; hafl to fly low eTnd straight over Iraqi runways. JP-233, a
ol e o as, in truth, designed for a single scenario, that is con\;e .
S — témp;; rarllr);l)scz1 was t.o slow down a surge of Soviet fighter plal’nes ear? _
e o .ty 1sab1'1ng Warsaw Pact airbases, allowing outnumberele
i R S Wan y ox}zler time. Ir'1 Iraq, however, the numerical (not to men
e e o son the other side; Iraqi airbases were far larger than th .
e f, anlng'that RAF pilots had to make longer (and h "
r defended perimeters. Iraqi bases also had numerous ru;:;;mor;
s an

The speciation of weapons
| In the nineteenth century, and for most of the twentieth, the armed forces of the world
shared similar weaponty. There have always been minor differences: even an early twentieth-

| century Mauser differed from a Lee Enfield or Lebel rifle. More important differences
began to emerge in the First World War when, for example, the Allied states invested heav-

ily in tanks, where the Germans did not; and certainly by the Second World War, when the
d Great Britain developed heavy bombers that were imitated by neither

United States an
their enemies nor their chief ally, the Soviet Union. The British, moreover, concentrated on taxiways (unlike their W
aircraft optimized for night bombing, with heavy payloads and sophisticated night navi- which, however, being O‘irrj‘i:vniaCt;ouzterpartS) syt incnsion o e
. . . : ered an ittle i
where the Americans concentrated on daylight bombing The day of the simple high-explosive b?nziaiis‘?cfl’ e e
, if not over, close to it. Antitank missi ‘
p missiles

gation, but little defensive ability,
of industrial targets.

war, basic weapon system
weapons had evolved much like a sop
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e’ SR 1}? ‘! v de enl 0 ' e twen ;:h. cd u1 Vs : ha(i armour and then to penetrate the sophistic tC d ’ eSIgn?d B Wl
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the number of floors it has penetrated before

oncrete and dirt, but actually count

C

detonating (presumably) at the right one.
Military technology has diversified in another way. Whereas in the past all powers of the

first rank had similar kinds of weapons systems, that is no longer the case. Only one coun-

try, the United States, can afford a large, stealthy, long-range bomber like the B-2. Relatively
d large sophisticated surface warships. Most countries, by contrast,
ot guarantee success to one side

can afford surface-to-surface ballistic missiles. This does n

or the other, but it means that to the extent they still occur, arms races are more likely to be
asymmetric. Thus Syria, which once hoped to achieve conventional parity with Israel in
the late 1970s and early 1980, has stopped trying to match the Israeli Air Force in the air.
instead, on sophisticated Russian-made air defences and thousands of surface-to-

surface missiles and rockets of varying types and quality.

A third form of military evolution has to do with the development not of weapons
but of meta-systems of extraordinary complexity. Networked sensors and
command and control, such as the air operations centres that managed Allied air forces in
the Gulf and Yugoslav Wars, are one example, but others will surely emerge. The US Navy’s
Cooperative Engagement Capability, which allows all the ships in a task force to share a
common picture based on the sum of all data in the system, is a prototypical example. S0

too are the space command and cont ary staffs to track most

rol systems that allow milit
ose orbit, and to coordinate the movements of spacecraft. Increasingly, these
systems reflect less a traditional system of military command and control—in which
information flows up and decisions down—but a far less hierarchical sharing of informa-
tion and with it a certain dilution of authority as traditionally understood.
Engineers use the term ‘systems integration’ to describe the art of putting together a
complex of technologies to achieve a purpose. Not all countries excel at it: the United
States and several European states have, as the triumph of their aerospace industries
indicates. Japan has found it more difficult, while China and Russia have mixed records
(Hughes 1998). Conventional military power rests, increasingly, on the ability of states to
put together combinations of sensors and weapons and to make them function together in
a fluid environment. Other forms of military power (terror or low-intensity warfare at one
level, weapons of mass destruction at the other) do not demand these qualities.

few countries can affor

It relies,

systems per sé

objects in cl

The rise of commercial technology

Some percentage of military technology has always derived from the civilian sector. The
famous Higgins boat of the Second World War, for example, which landed hundreds of
thousands of Allied soldiers on beaches around the world, was a modification of a small
craft originally designed for work in the Everglades swamps of Florida.3 More broadly,
civilian technologies have, from time to time, had an enormous effect on the conduct of
war. The telegraph and the railway were, of course, both civilian technologies. Following
the Second World War, however, to an unprecedented degree the armed forces of the
developed world created vast research establishments operating on the cutting edge of
technology; military inventions lian realm more than the

tended to spill over into the civil
other way around. The transistor and modern jet engines, to take two radically different-
litary research and development. This held true at the

i The Internet originated in the United States

sized technologies, emerged from mi
beginning of the information age as we

Department of Defense’s ARP.
Projects Agency to enzr;sle ih ANET—a system developed by the Advanced Research
space-based sensi ¢ the transmission of messages in the event of nuclear war. Similarl
nsing emerged out of Western and Soviet efforts to exploi g
purposes. exploit space for military
The informatio i ;
particularly in then age ;s fundamentally different in this respect. Civilian technolo
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Cessm;’, Whih u;bg: fg)rll.)reakmg the ciphers of foreign nations) to massive parallelurlty
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Asymmetric challenges

There is an apparent strategic paradox in the increasing technological edge of advanced,
conventional powers who find themselves baffled or even defeated by irregular opponents.
Israel’s unsuccessful decade-long war (from 1991 to 2000, although preceded by skir-
mishes beforehand) with Hizbollah guerrillas in southern Lebanon is a dismaying exam-
ple of how a vastly superior force, armed with high tech weapons, can find itself defeated
by an adroit opponent who knows how to play on the sensitivity of a democracy to its own
casualties, and on world concern for civilians caught in a crossfire. American forces in Iraq
following the overthrow of the Saddam Hussein regime in 2003 were bedevilled by a
robust insurgency that, through the use of IEDs (improvised explosive devices), suffered
far heavier casualties than it did during the swift, violent, and overwhelming march to
Baghdad. These experiences, like those of Russia in Chechnya in the preceding decade,
have caused some to suggest that guerrilla or irregular warfare can reduce or eliminate the
importance of technological advantage on the modern battlefield.

This is not quite true. Modern guerrillas and terrorists make use of cell phones,
electronic triggering devices, and extremely sophisticated explosives for their bombs;
those countering them use even more sophisticated forms of electronic sweeping and
neutralization, unmanned aerial vehicles looking for those who plant IEDs, and preci-
sion guided missiles to destroy specific vehicles or rooms in a building. In the hard
urban fight for Falluja in November 2004, US Army and Marine forces took casualties
in the scores, not the hundreds that would have been characteristic of city fighting
even during Vietnam. The Israelis experienced similarly Jow losses in their operations
in the urban environment of the West Bank and Gaza in years preceding. Technology

sity conflict, and technological competitions—between
{la in ambush and convoy ready to fight
laces and those seeking to prevent

remains critical even in low-inten
bomb-maker and bomb-seeker, between guerri
its way through, between those protecting voting p
elections—persist.

The same might be said of another asymmetric strategy for technologically inferior
powers—the resort to missile forces equipped with weapons of mass destruction, which
offer non-democratic states the possibility of counterbalancing some, if not all, of the

conventional predominance of their richer and more sophisticated opponents. Even the

best missile defenses (and these have been deployed, and are being developed further)

cannot guarantee a state’s safety against such threats. And yet on the other hand, in the
a real nuclear edge, if such a

competition between advanced and less developed states,
thing exists, will go to the more developed state. In the ensuing stand-off, low-intensity
conflict will flourish.

Tt is true, no doubt, that irregular warfare evens the playing field somewhat, but mor
terms of strategy than operations. Guerrilla or terrorist strategies work when public opin-
jon and political resolve are vulnerable to attrition of will. It is not clear that prosperous

liberal democracies can always cope well with these threats. Democracy can wage conven-
tional warfare and remain true to itself; it is far more difficult for it to battle terror and
insurgency without resorting to strategies—to include extensive surveillance of its own

ssination—that are, in the long run, corrosive to

citizens, population control, and even assa
its values. No society of this type, moreover, has yet had to absorb sudden, massive levels

ein

of casualties com
parable to those suffered b i ;
R y the inhabitants of Tokyo, Dresde
the f: f end ?fthe Second World War. How resilient rich, free i i i o (.)r
ace of such suffering remains to be seen , free countries will be in
On the other hand i '
, thus far it turns out th ;
technologv—fro - ) ' at advanced liberal states can use m
P ugc}'cess inlri blé)l.ne:trlcs to robotics—to fight irregular opponents, and Su:Cd er(;l
NG Oln allnlng the second Palestinian intifada, reducing its o’wn casual'f'e .
organizationgs ppkmg osses on the middle and senior levels of leadership of ext .
o Eo et e cmcss O g techmologyandlihickind of willthat can
efa ; . . >
public has display;:(e1 (; whal‘i sl())lctletY agrees Is a serious threat. Similarly, the United gt::e n
emarkable persistence i ] ’ s
that has infl; 3 . n a counter-insurgency operation i
L o o icted substantial casualties (more than 2,000 deaths as Zf 2%06 londln ity
as m , an
any wounded), and that was, arguably, badly mismanaged in 'tneariy
its early

phases. In both cases, high technol in li
phases In g nology played a role in limiting losses and achieving some

@ Superior conventional technology can be
counterbalanced, to some extent, by
asymmetric responses, such as irreéular
warfare and the threat of weapons of
mass destruction.

e A critical question, in both cases, con-

cerns societal willingness to e,
er

such conflicts. il

e High tgchnoiogy, however, continues to play
a role in conflicts fought out in this sphere

Challenges of the New T;chnology

The asymmetric threat to the dominance of th ili

ot ce of the new military technologies may take

i e Challeilll;le); felot; fZ[;anwhﬂ.e, it is d1.fﬁcult enough for modern Izilitarf:snss

S MES £ cpes (}i)ust ] ly the 1T1.forr.nat10n revolution. One difficulty has to do

o at.some 1r1a11 age militaries could compete fairly easily with private

noncommissmned, sl oom aer:l; , tfl;ey reser.nbled it. A caste system resting on soldiers

e onoa R T A officers mirrored a civilian stratification of workers)
gers. Compensation and deference structures were similar, althoug};

room could be made in the milit i il
— itary, as in the civilian world, for more highly paid technical

In the information age, the similarities b ili
i i a ke s between military and civilian organizati
mispaie counter‘g:r.tlsvlﬁﬁiz (c:rgailmzatlons remain more hierarchical than mag;;l lj? illi)el::
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e e S A software engineer in the civilian sector is a highly paid
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acutely difficult for armed forces to recruit (and more importantly, retain) skilled
men and women in these fields. Similarly, talented and aggressive young officers are

far more aware than ever before of the possibilities open to them outside the military.

Retaining their services in an age of economic opportunity is difficult not merely

because of compensation inequities—those have always existed—but because the civilian
and unfettered

sector can often offer far more opportunity for change, autonomy,
responsibility.

The information technologies have other, perhaps more subtle effects on the conduct of

war. As a general rule, the greater the flow of information, the more possibility for central-
ized control. During the Second World War, for example, the Royal Navy and then the
United States centralized anti-submarine warfare in shore-based organizations that
exploited reliable long-range radio communications and critically important advances in
intelligence gathering. Such a development was very much the exception, however. Today,
videoconferencing and the electronic transmission of data mean that generals in national
capitals can exercise close supervision over their subordinates. This effect exists through-

out the military hierarchy: the challenge for mid-level and senior leaders has become one
of controlling the instinctive desire to take charge of a more junior officer’s problems. That
impulse has become all the greater the more politically visible military action has become:

up immediately on CNN and a hundred

when the result of a botched operation shows

websites, the inclination of higher authority to exercise the control that technology makes

possible becomes all the greater.
Warfare often now occurs under the watchful eyes of the video camera and satellite

uplink. In the Somalia intervention of the early 1990s, for example, American naval com-

mandos (SEALS) slipped ashore (on 8 December 1992) in advance of a larger force, only

to find a reception party of journalists awaiting them, brilliant lights blinding the wary

sailors. There are exceptions: the Russians excluded the press from much of the second
d before journalists could cover them

Chechen war, and the Rwanda massacres occurre
d in 2000 with a Palestinian

adequately. The Arab-Israeli conflict, however, which resume

insurrection, may prove to be more the norm: rock throwing and shooting watched by

(indeed, often staged for) journalists. Propaganda, always an adjunct of war, became a
central element in the Arab—Israeli struggle, and both sides found themselves structuring
military action with reference not only to the traditional considerations of geography and
tactics, but also to the consideration of publicity. Adults manceuvred Palestinian stone-
throwing children into positions for optimal camera shots of 14-year-olds with rocks up
against 19-year-olds with rifles. Meanwhile, after some abysmal failures (helicopter
gunships blowing up empty houses), the Israelis reverted to sniper work and night-time
kidnappings and assassinations precisely to avoid teams of journalists. Both sides created
their own, and wrecked their opponents’, websites as the conflict extended into cyber-
space. The real and the virtual battlefields had become a complex and inextricable whole.
This development persisted in the Iraq War, which took a much grislier turn. Insurgent
strategy included kidnappings and gruesome beheadings, which were the stuff not only

of broadcasts on Arab-language television, but of film clips on jihadi websites, seeking to

intimidate opponents, discourage foreign development aid, and enlist new supporters. To

some extent, moreover, it worked.

e The civilian sector poses a major chal-

lenge to maintaining military expertise. @ Media coverage of conflicts pose chal-

lenges for military and political ieaders.

@ lnformgtion technology may lead to greater
centralization of military control.

The Future of Military Technology
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e y : at where the dominant forms of war in the past were fi ey
y. The challenges for armed forces are correspondingly immense o

NOI h.aVe t] 1€ C] langes wrou }lt by tlle new teCII.nOlO 1es come to an erld Ille mcreast ly
g g
g * ng

today they are

an i i
navigation, and information gatheri(il;helr rEhaI1lce on space for routine communications
seems almost certai i ’
ens. For the mome ’ rtain to propel war into th
o e Orn;,eii)oc;)l{?}'clry sec;lrns to have placed, or at least used weapons irc; ?;Zl:
either other satellit ’
have experime i €s or targets on earth. Simi :
nted - Similarly, co
space-based systemsw;zhl,l bult not yet used, technologies on earth capable Zf afz‘flvittr'les
can blind satellites O.I‘ ) HC1> ogy, however, clearly permits this, in the form of lasers tilng
=) amoun; fnll:i?re umps of metal that can hurtle from space to earth deliveri N
S e . R €.
opening of space to fO11 ﬂnetlc energy against their targets hundreds of miles bel Wefll‘ﬁg
e o u —W edged warfare would be as large a change as the o eninOW_f e
contines 1o g:[ " irst World War. New organizations, new operational o diti g of the
Warf: strike first, new ways of war, will blossom overnight R
arfare also appears to b i it
e moving to cybers :
about mischievo e Thus far, despite persis i
it stemust l'ieenagers, clever criminals, or nefarious agentsP creftin Ent stories
s i i
Cyber-attaclz £ »m aert.: dc;es no; seem to be evidence of really large-scale dariagivg ; WIIEh
_ s sstve loss of life or even mo i oneby
renias e A ney attributable to cyber-atta
of the potent a;:t;cal possibility, however. As with the opening up of S}I,’ace theCk aa;l'one.. It
- . re
war in cyberspace would elicit an efflorescence of, organi IZta'mon
zations,

COIlCeptS, alld patter] 1S ()f COIlﬂlCt paI allel to. but Vel y dlﬂele“t 1 rom
> >

new

those of conventional

A third sort of
S th toarzhlirllge already under way consists of advances in manufacturin i
g e unhk(:{;li haast 'Lhe nan;technologies, robotics, and artificial intg’lipgzrr:ice_
. uman beings will ever | i .
';Irlrf ll)lattleﬁeld will surely come to them), more of ch cf:r‘lzil(f et o
all autonomous, intelligent machin
‘ 5 es that creep or fl
and attacking opponents. Animated, superintelligent mz;

us work may devolve upon
or merely sit and wait, classifying
efields transposed on land might

make movement or m
anceuvre by conventional f
orces extremely difficult. More i
. More importantly,




7

[y

1
o

COHEN @

the creation of such machines will mean that humans have gradually begun to cede much

of their ability to make decisions to silicon chips. It is a process already well under way in
s—modern aircraft, for example, are sO intrinsically unstable that an automatic

being, must adjust their trim.
d important consequences of technological

gs think about and conduct

some area
system, rather than a human
In all these cases, the most interesting an
change will probably flow from its effect on how human bein
war: how they conceive of military action, how they assign responsibility, how they calcu-
late military effects, how they attempt to harmonize means and ends. But a fourth set of
changes, perhaps the most profound of all, looms larger yet. The biological sciences
increasingly make it possible to change the nature of human beings themselves (Fukuyama
1999). The intriguing theoretical possibility of Greek philosophers has become, in our age,

the challenge of scientific researchers. One can scarcely doubt that an Adolf Hitler, or for
that matter a Saddam Hussein, would have availed himself of the resources of biotechnol-
ogy to breed new kinds of human beings—super-soldiers, for one thing, insensitive to fear

ur common understanding

and truly loyal to the death—who could serve his purposes. @)
es, which have not changed since the days

ome of its deeply human featur
7 This is so, however, only because the same species, homo sapi-
£—when?—humans are replaced by a variety of creatures,
superhuman, war itself will have become an
ct as are the murderous struggles

of war restson s
of Homer or Thucydides.
ens, has continued to wage it. I
some subhuman, and others, in some respects,

activity as different from traditional human contli

between competing anthills or the stalking of herds of deer by packs of wolves.

QUESTIONS
as the tank. Using several examples, how

1. Take a representative military technology such
edded in the design of these armoured

would you characterize the national style emb
vehicles?
What is stealth technolog

In what cases does military technology require hi

cation, and in what cases does it actually reduce 0
t only the United States has available to it?

y? Does the concept of interaction apply to it?
gh levels of technical expertise and edu-
r even eliminate such a requirement?

4. What are some of the military technologies tha

Other great powers? Smaller states? Non-state actors?
5. What are some exam 7 How fragile are such leads by one

state or another?
Is cyberwarfare really ‘warfare
What implications are there if warfare extend

or military technology?
the technologies most useful to the conduct of Ir

ples of ‘the technological edge

"7 Are there other metaphors that might explain it better?

s to space—will it impact more on commercial

8. What are some of
include guerrilta and terror operations?

9. Are democracies befter placed than authori
blems of technoiogical warfare?

changing nature and pro

regular warfare, to

tarian/totalitarian regimes 1o adapt to the
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