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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |9 gnature | Devi ce Action
0.0.0.0 147.237. 0. 206 dr op 9
0.0.0.0 147.237. 0. 206 drop 61
0.0.0.0 147.237.77. 108 drop 2
0.0.0.0 147.237.77. 193 forward 2
1. 252. 200. 209 147.237.77.218 Korea, Republic of dr op 1
2.53. 34. 247 147.237. 0. 206 | srael drop 3
2.53. 34. 247 147.237. 0. 206 | srael dr op 6
2.53.45.211 147.237. 0. 206 | srael drop 2
2.53.45.211 147.237. 0. 206 | srael drop 3
2. 53. 145. 202 147.237.77. 216 | srael drop 12
2.55.2.20 147.237. 0. 206 | srael dr op 7
5.29.176.212 147.237. 0. 206 | srael drop 1
5.29.193. 19 147.237.76. 43 | srael drop 15
5.29.193. 19 147.237.76.172 | srael drop 6
5. 29. 228. 199 147.237. 0. 206 | srael drop 1
5.102. 215. 75 147.237. 0. 206 | srael drop 2
5.102. 230. 28 147.237.76. 26 | srael dr op 3
5.102. 242. 12 147.237. 0. 206 | srael drop 4
5. 255. 253. 82 147.237. 1. 107 Russi an Federation forward 1
5. 255. 253. 82 147.237. 1. 107 Russi an Federation forward 1
8. 37.224. 45 147.237.77. 238 Lhited Sates drop 3
8. 37. 224. 45 147.237.77. 238 Lhited Sates drop 1
8.37.231.91 147.237.76. 106 Lhited Sates drop 2
8.37.231.92 147.237.76.172 Lhited Sates drop 1
8. 37.231.92 147.237.76.172 Lhited Sates drop 1
10.0.0. 2 147.237. 0. 206 drop 3
10.0.0.5 147.237. 0. 206 drop 1
10.0.0.5 147.237. 0. 206 drop 11
10.0.0.8 147. 237. 0. 206 drop 1
10. 218. 220. 1 147.237.5.118 drop 1
10. 218. 220. 1 147.237.10. 124 drop 1
10. 218. 220. 1 147.237.15. 108 drop 1
23.106. 164. 164 147.237.1.7 Lhited Sates forward 1
23.106. 164. 164 147.237.1.7 Lhited Sates forward 1
24.84.76.76 147.237.10. 15 Canada dr op 1
27.109. 201. 140 147.237. 14. 67 Macau drop 1
31.13.97. 104 147.237.76. 106 Irel and forward 1
31. 13.97. 105 147.237.76. 106 Irel and forward 1
31.13.97. 108 147.237.76. 106 Irel and forward 2
31. 168. 151. 19 147.237.77. 156 | srael dest - r eset 1
31. 168. 210. 230 147.237.72. 225 | srael dest - r eset 2
31.168. 232. 150 147.237.77. 199 | srael drop 12
31.210.181. 174 147.237. 76. 26 | srael dr op 5
37.26. 147. 219 147.237. 0. 206 | srael drop 5
37. 26. 148. 193 147.237.76.172 | srael drop 2
37.28.152. 58 147.237. 6. 185 Pol and drop 1
37.28.152. 58 147.237.11. 147 Pol and dr op 1
37.28.152. 58 147.237.15. 104 Pol and drop 1
37.122. 154. 142 147.237.77. 138 | srael dest - r eset 2
40.77.167. 34 147.237.76. 106 Lhited Sates forward 4
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Tar get Address |Narre |Davi ce Action |Count |
31.168. 245. 179 147.237.0. 49 | srael 16471: HITP. TeanMi ewer Communi cation Attenpt B ock 224
200. 55. 199. 254 147.237.76. 26 Ghile 19863: HITP: WrdPress Revslider/ Showbi z PHP F | e Wl oad B ock 4
109. 65. 7. 177 147.237.76. 51 | srael 14170; HITP. B ank User-Agent (descriptor but no string) B ock 3
185. 103. 252. 98 147.237. 76. 35 Russi an Federation |20086: HITP. Mii ebl ackcat Security Scanner B ock 2
202. 28. 119. 252 147.237.76.204 |Thail and 4807: HITP. P FHle Incl ude Bxpl oi t B ock 2
79.172.211.91 147.237.76. 204 |Hungary 13248: HITP. Joonia JCE FH |l e Ul oad Renot e Gode Execution Vul nerability B ock 2
202. 28.119. 230 147.237.76.101 |Thail and 4807: HITP. PHP F |l e I ncl ude Expl oi t B ock 2
78.110. 50. 115 147.237.77. 30 Russi an Federation |19813: HITP. VerdPress Thene Ovi Drectory Traversal Mulnerability B ock 1
141.212.122.193 |[147.237.0.194 Lhited Sates 13840: TLS (penSSL Heartbeat Packet B ock 1
142. 54. 167. 98 147.237. 77. 60 Lhited Sates 22280: HITP. Joonha (hject Injection VUl nerability B ock 1
185. 103. 252. 98 147.237.76. 18 Russi an Federation |20086: HITP. Mii ebl ackcat Security Scanner B ock 1
192.187.114. 11 147.237. 76. 20 Lhited Sates 22280: HITP. Joonmha (bj ect |njection VUl nerability B ock 1
200. 55. 199. 254 147.237. 76. 26 Cile 19813: HITP. VérdPress Thene Ovi Drectory Traversal Mulnerability B ock 1
202. 28. 119. 230 147.237.76.101 |Thail and 4212 HITP. AP FHle Include Vil nerability B ock 1
240. 0. 10. 13 147.237.72. 103 0055: |P. Source | P Address Spoofed (Reserved for Testing) B ock 1
5.18. 47. 36 147.237.77.225 |Russian Federation [14170: HITP. B ank User-Agent (descriptor but no string) B ock 1
52.1.90. 117 147.237.76.239 |lhited Sates 13840: TLS: (penSSL Heartbeat Packet B ock 1
141.212.122.193 [147.237.0. 95 Lhited Sates 13840: TLS QpenSSL Heartbeat Packet B ock 1
142. 54. 167. 98 147.237.0. 228 Lhited Sates 22280: HITP. Joonmha (bj ect |njection VUl nerability B ock 1
142.54. 167. 98 147.237.77.128 |lhited Sates 22280: HITP. Joonha (hject Injection Wl nerability B ock 1
185. 103. 252. 98 147.237. 76. 30 Russi an Federation |20086: HITP. Mii ebl ackcat Security Scanner B ock 1
185. 103. 252. 98 147.237. 76. 40 Russi an Federation |20085: HITP. Mii ebl ackcat Security Scanner Initial Request B ock 1
192.187.114. 11 147.237.76. 86 Lhited Sates 22280: HITP. Joonha (hject |njection VUl nerability B ock 1
212.76.103. 228 147.237.72.201 |lsrael 4036: HITP. Qross Ste Scripting (HTM. in HITP CET request Par anet ers) B ock 1




|Top Attackers In |D|

04- 19-2016-13: 02: 04 to 04-19- 2016- 14: 02: 04

Attacker Address | Attacker Country | Target Address | Name
2.53.34.73 147.237.76. 134 | srael 1
2.53.51.88 147.237.77. 250 | srael 8
2.53.52.236 147.237.77.90 | srael 1
2. 53. 60. 208 147.237.76. 43 | srael 1
2.53. 154. 56 147.237.0. 64 | srael 1
2.53.164.231 147.237.0. 64 | srael 1
2.53.171.79 147.237.76. 26 | srael 2
2.53.180. 109 147.237.0. 64 | srael 1
2.53.184. 223 147.237.77. 216 | srael 1
2.55.0. 85 147.237.0. 64 | srael 1
2.55.28. 43 147.237. 0. 64 | srael 1
2.55.29. 168 147.237.76.26 | srael 6
2.55. 55, 222 147.237.0. 64 | srael 1
2.55.136.119 147.237.77. 238 | srael 1
2.55.146. 111 147.237.76. 26 | srael 1
2.55.183. 54 147.237.0. 64 | srael 1
2.55.184. 71 147.237.76. 26 | srael 1
5.22.134.214 147.237.0. 64 | srael 2
5.22.135. 140 147.237.0. 64 | srael 2
5.29. 1. 46 147.237.0. 64 | srael 1
5.29.111.93 147.237.0. 64 | srael 3
5.29.193. 19 147.237.0. 64 | srael 1
5.102. 195. 68 147.237.0. 206 | srael 1
5.102. 195. 196 147.237.76.134 | srael 4
5.102. 216. 191 147.237.76. 96 | srael 1
5.102. 242. 201 147.237.0. 64 | srael 1
5.102. 254. 161 147.237.0. 64 | srael 1
5. 144. 49. 90 147.237.76. 136 | srael 1
13.82. 25. 17 147.237.10. 39 Lhited Sates 1
13.82. 25. 17 147.237.10. 39 Lhited Sates 1
13.82.25. 17 147.237.14. 133 Lhited Sates 1
13.92.100. 128 147.237.11. 11 Lhited Sates 1
13.92.100. 128 147.237.72. 143 Lhited Sates 1
13.92.122. 143 147.237.9. 239 Lhited Sates 1
13.92.122. 143 147.237.9. 239 Lhited Sates 1
13.92.122. 143 147.237.12.90 Lhited Sates 1
13.92.178. 142 147.237.14. 43 Lhited Sates 1
13.92. 245. 177 147.237.0. 161 Lhited Sates 1
13.92. 245. 177 147.237.0. 161 Lhited Sates 1
13.92. 245. 177 147.237.0. 161 Lhited Sates 1
13.92. 245. 177 147.237.10. 127 Lhited Sates 1
13.92. 245. 177 147.237.10. 127 Lhited Sates 1
13. 92. 245, 177 147.237.13. 199 Lhited Sates 1
13.92. 245. 177 147.237.13. 199 Lhited Sates 1
13. 92. 246. 145 147.237.0. 126 Lhited Sates 1
13. 92. 246. 145 147.237.0. 126 Lhited Sates 1
13. 92. 246. 145 147.237.0. 242 Lhited Sates 1
13. 92. 246. 145 147.237.0. 242 Lhited Sates 1
13. 92. 246. 145 147.237. 3. 37 Lhited Sates 1
14.121.121. 118 147.237.0. 42 Chi na 1




|Top Attackers In FW |

04- 19-2016-13: 02: 04 to 04-19- 2016- 14: 02: 04

Attacker Address | Attacker Country | Target Address | Message | Devi ce Action | count
174. 34. 135. 242 147.237. 0. 194 Lhited Sates drop 1044
212.179. 159. 253 147.237.76. 239 | srael egi us. gov. il drop 369
193. 106. 52. 37 147.237. 0. 194 | srael drop 264
147.236. 238. 85 147.237.76. 239 | srael egi us. gov. i | drop 252
189. 23. 85. 130 147.237.76. 32 Brazil Enbassi esRedi r ect noni t or 211
46.19. 85. 158 147.237.76. 174 | srael nap. govnap. gov. i | dr op 201
109. 66. 8. 149 147.237.76. 239 | srael egi us. gov. i drop 192
85. 130. 233. 132 147.237. 76. 155 | srael pol i ce. gov.i | noni t or 191
195. 200. 205. 2 147.237.76. 139 | srael call.health.gov.il drop 186
85. 130. 233. 132 147.237. 76. 155 | srael pol i ce. gov.i | rej ect 185
2.53.33.161 147.237.72. 103 | srael | and. gov.i | drop 183
149. 88. 229. 147 147.237.0.121 | srael dr op 183
5.29.87.121 147, 237.76. 239 | srael egi us. gov. il drop 180
79.182.134.171 147.237. 0. 194 | srael drop 171
207.46.13. 19 147.237. 0. 194 Lhited Sates drop 156
212.150. 215. 254 147.237.76. 239 | srael egi us. gov. i | drop 156
87.70. 87. 226 147.237.72. 103 | srael | and. gov.i | drop 150
212.117.143. 250 147.237.72.103 | srael | and. gov.i | dr op 144
192. 114. 86. 89 147.237.76. 239 | srael egi us. gov. i drop 144
109. 226. 28. 241 147.237.72.103 | srael land. gov..i | drop 141
31.168. 13. 41 147.237.76. 239 | srael egi us. gov. i | drop 138
192. 116. 94. 110 147.237.76. 239 | srael egi us. gov. i | drop 126
213. 8. 125. 248 147.237.72. 103 | srael | and. gov.i | drop 123
79.181.48. 176 147.237.72.103 | srael | and. gov.i | dr op 120
79.183. 122. 131 147.237.72. 103 | srael land. gov..i | drop 120
213. 8. 90. 158 147.237.72. 103 | srael land. gov.i | drop 117
62.219.132. 75 147.237.72. 103 | srael land. gov..i | drop 117
209. 88. 198. 1 147.237.72. 103 | srael | and. gov. i | drop 116
8.37.231.91 147.237. 76. 106 Lhited Sates nia gov.il rej ect 114
213.8.173.216 147.237.76. 239 | srael egi us. gov. il dr op 114
8.37.231.91 147, 237.76. 106 Lhited Sates nia gov.il noni t or 114
84. 109. 188. 105 147.237.76. 239 | srael egi us. gov. i | dr op 114
66. 249. 78. 37 147.237. 0. 194 Lhited Sates drop 111
84. 228. 235. 228 147.237.72. 103 | srael | and. gov. i | drop 111
149. 88. 219. 82 147.237.72. 103 | srael | and. gov.i drop 110
80.178. 201. 104 147.237.76. 239 | srael egi us. gov. il dr op 108
207. 46. 13. 147 147.237. 0. 194 Lhited Sates drop 105
46. 19. 86. 93 147.237.0. 98 | srael drop 105
109. 226. 28. 241 147.237.76. 174 | srael nap. govnap. gov. i | drop 102
65. 19. 138. 33 147.237. 0. 194 Lhited Sates drop 102
62. 0. 104. 232 147.237.76. 174 | srael nap. govnap. gov. i | drop 96
62. 90. 45. 61 147.237.76. 174 | srael nap. govnap. gov. i | dr op 93
84.108. 157. 4 147, 237.72. 103 | srael land. gov..i | drop 92
91. 204. 93. 15 147.237.76. 172 Lkr ai ne econony. gov. i | noni t or 92
5.22.135.251 147.237.77. 230 | srael eca. gov. i | noni t or 89
82.81.17.28 147.237.72. 103 | srael | and. gov. i | drop 87
82. 80. 35. 110 147.237. 76. 106 | srael nia gov.il noni t or 86
80. 148. 27. 130 147.237. 76. 32 Cer many Enbassi esRedi r ect noni t or 85
192. 116. 245. 249 147, 237.72. 103 | srael land. gov. i | drop 84
46. 19. 85. 209 147.237.72. 103 | srael land. gov.i | drop 84




|Top Attackers In V\AF|

04- 19-2016-13: 02: 04 to 04-19- 2016- 14: 02: 04

A tacker A tacker Tar get ‘ S t% Name Devi_ ce
Addr ess Country Addr ess Action
147.237.72. 51 1 |SowHITPS Attack FromMiltiple Sources. Qurrent S ow Gonnections: 100; Rates(BPS): H gh-0; Low 0. |B ock
147.237.77. 238 6 |DOstributed Il1legal HITP \ersion B ock
147.237.77. 238 6 |Dstributed Mal formed URL B ock
147.237.77. 238 6 |D stributed Uhknown HITP Request Met hod B ock
147.237.77.238 4 |Mitiple Illegal Byte Gode Character in Header Nane from 162. 244. 10. 176 B ock
147.237.77. 238 4 |Miltiple Mifornmed HTTP Header Line from 162.244.10. 176 B ock
2.53. 6. 64 147.237.1. 42 | srael 1 |Uhknown Paranet er ChangePasswordType in mml ui mishi.aka.idf.il/api/login/resendsnst oken None
2.53.13. 233 147.237.76.43 |lsrael 2 |Dstributed vti_ B ock
2.53.15. 58 147.237.77.90 |lsrael 2 |Dstributed |1l egal Paraneter Encodi ng None
2.53. 23. 47 147.237.0.163 |lsrael 1 |Miltiple Whauthorized Method for Known URL from 2.53. 23. 47 None
2.53.34.73 147.237.76. 134 |l srael 4 |Dstributed vti_ B ock
2.53. 40. 205 147.237.72. 43 |lsrael 1 |Whauthorized URL Access to waw ag. nof . gov. i | / account ant gener al / accnana B ock
2.53.41. 1 147.237. 76. 132 |l srael 1 |ntraceabl e SS. Sessions: Whknown Server Certificate None
2.53.50.183 147.237.76.26 |lsrael 1 |Dstributed Whauthorized Htp Mt hods B ock
2.53.51. 88 147.237. 77. 250 |l srael 11 |Dstributed vti_ B ock
2.53.52.23 147.237. 72. 201 |l srael 1 |Dstributed Extrenel y Long HITP Request B ock
2.53.56. 67 147.237.77.90 |lsrael 3 |Dstributed |llegal Paraneter Encodi ng None
2.53.129. 48 147.237.76. 134 |l srael 1 |Dstributed vti_ B ock
2.53.148. 164 |147.237.77. 250 |l srael 3 |Dstributed vti_ B ock
2.53.153.162 |147.237.76.132 |l srael 1 |Uhtraceabl e SS. Sessions: Whknown Server Certificate None
2.53. 160. 95 147.237. 76. 185 |l srael 1 |Double UR. Encoding - paraneter: insurance date in car.nof.gov.il/ B ock
2.53.160.203 |147.237.77.90 |lsrael 1 |Ostributed Illegal Parangter Encodi ng None
2.53.171. 82 147.237.0. 19 | srael 1 |lhauthorized UR. Access to nadimatal.idf.il/nobile/tenplates/catal og/ catal og. aspx B ock
2.53.180. 253 |147.237.77.90 |lsrael 1 |[Dstributed Il1egal Paraneter Encodi ng None
2.53.189.150 |147.237.76. 155 |lsrael 1 |Untraceabl e SS. Sessions: sigal gs DS Atack None
O stributed Uhaut hori zed URL Access on
2.55.16.58 147.237. 76. 139 |l srael 1 |call.gov.il/infocenter/apps/infocenter/custoniconponents/ content/apps/infocenter/custom conponen |B ock
ts/content/c autofill _nobile.jsp
2.55.21.155 147.237.77.18 |lsrael 2 |Dstributed Whaut horized HTTP Met hod B ock
2.55.26.123 147.237.0.121 |lsrael 1 |Uhknown Paraneter prmin waw nmlui mishi.aka.idf.il/login B ock
2.55.26. 151 147.237.77.18 |lsrael 2 |Dstributed Unauthori zed HTTP Mt hod B ock
2.55.136.119 |147.237.77.238 |lsrael 2 |Dstributed vti B ock
Distributed Uhaut hori zed URL Access on
2.55.146.111 |147.237.76.26 |lsrael 5 |www justice.gov.il/units/apotroposklali/contact/pages/http:/wnn justice.gov.il/units/apotroposklali/co|B ock
nt act / pages/ cont act f or m aspx
2.55.146.111 |147.237.77.90 |lsrael 1 |Ostributed Illegal Parangter Encodi ng None
2.55.162.192 |147.237.77.90 |lsrael 1 |[Dstributed Illegal Paraneter Encoding None
2.55.164.208 |147.237.72.201 |lsrael 6 |Paraneter Type Molation ref in forns. gov.il/gl obal dat a/ get sequence/ error. aspx None
O stributed Uhaut hori zed URL Access on
2.55.165.94 147.237.0. 46 I srael ! survey. gov.il/sites/defaul t/fil es/ css/ css_gphxsj bzi g4bgOcsf t cri or 7g90d75a0spnf gpeuhhs. css None
2.55.165. 94 147.237.0. 46 | srael 3 |Miltiple Wauthorized URL Access from 2.55. 165. 94 None
5.22.131. 27 147.237.77. 238 |l srael 2 |Dstributed wvti B ock
5.22.131.41 147.237.76.43 |lsrael 56 |Dstributed wvti_ B ock
5.22.131.106 |147.237.76.26 |lsrael 4 |Dstributed Uhauthorized Htp Met hods B ock
5.22.134.244 |147.237.72.51 |lsrael 1 |Untraceabl e SSL Sessions: pen Mbde None
5.22.135.129 |147.237.77.90 |lsrael 1 |[Dstributed Illegal Paraneter Encoding None
5.22.135.229 |147.237.0. 37 | srael 5 |Dstributed Doubl e URL Encodi ng B ock
5.28.170.204 |147.237.76. 155 |l srael 1 |nhtraceabl e SS. Sessions: sigal gs DS Atack None
5.29.22.118 147.237.76.43 |lsrael 58 |Dstributed vti_ B ock
5.29.64.129 147.237.77.90 |lsrael 3 |DOstributed I1legal Paraneter Encodi ng None
5.29. 70. 194 147.237.76.43 |lsrael 3 |Ostributed vti_ B ock
5. 29. 73. 202 147.237. 72. 135 |l srael 3 |Unknown Paraneter communityid i n waw kehi | ot. nol sa. gov. i | / kehi | ot / communi t ywor k None
5.29. 150. 153 |147.237.77.90 |lsrael 1 |Ostributed Illegal Parangter Encodi ng None
5.29.159. 185 |147.237.76.134 |Israel 4 |Dstributed vti_ B ock
5.29.180.209 |147.237.76.43 |lsrael 1 |Dstributed vti_ B ock
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