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|Top Attackers | n DDoS- Def ence |

04- 19- 2016- 07: 02: 07 to 04-19- 2016- 08: 02: 07

Attacker Address | Attacker Country | Target Address |9 gnature | Devi ce Action
0.0.0.0 147.237. 0. 206 drop 15
0.0.0.0 147.237.76. 155 drop 4
0.0.0.0 147.237.77.90 dest - r eset 194
0.0.0.0 147.237.77. 138 drop 2
1.169.149. 176 147.237.5.15 Tai wan drop 1
2.53.134. 33 147.237. 0. 206 | srael drop 1
5.22.134.212 147.237. 0. 206 | srael drop 16
5.29.71. 202 147.237.77.138 | srael dest - r eset 1
5. 29.182. 145 147.237.77.90 | srael dest - r eset 1
5. 102. 254. 126 147.237. 0. 206 | srael drop 8
10.0.0.4 147. 237. 0. 206 drop 3
23.252.166. 92 147.237.0.0 Lhited Sates drop 1
23. 252. 166. 92 147.237.0. 7 Lhited Sates drop 1
27.115. 186. 217 147.237. 3. 225 Korea, Republic of drop 1
31. 168. 3. 188 147.237.77. 77 | srael dest - r eset 2
31. 168. 10. 91 147.237. 0. 206 | srael drop 1
31.210. 187. 56 147.237. 0. 206 | srael drop 1
36.237.201. 153 147. 237. 3. 207 Tai wan drop 1
37.26. 146. 188 147.237.77.90 | srael drop 1
37.26. 149. 183 147.237. 0. 206 | srael drop 1
37.28.152. 58 147.237. 4. 140 Pol and drop 1
37.28.152. 58 147.237. 8. 100 Pol and drop 1
37.28.152. 58 147.237.10. 109 Pol and drop 1
37.122.154. 229 147.237. 76. 96 | srael drop 6
40.77. 167. 34 147.237.76. 106 Lhited Sates f orward 3
45. 33. 36. 127 147.237.76. 106 Lhited Sates forward 1
46. 19. 85. 146 147.237. 0. 206 | srael drop 3
46. 19. 86. 12 147.237. 0. 206 | srael drop 6
46. 19. 86. 217 147.237. 0. 206 | srael drop 5
46.117. 159. 62 147.237. 0. 206 | srael drop 1
46.121. 68. 196 147.237. 0. 206 | srael drop 2
47.88. 44. 152 147.237.10. 47 Canada drop 298
54.72.182. 187 147.237.77. 216 Irel and drop 1
61. 135. 189. 122 147.237.76. 106 Chi na forward 6
61. 160. 232. 33 147.237.0. 199 Chi na drop 1
61.219. 69. 164 147.237.0. 40 Tai wan drop 2
61. 219. 69. 164 147.237.9. 60 Tai wan drop 1
61. 219. 69. 164 147.237.9. 102 Tai wan drop 1
61. 219. 69. 164 147.237.9. 184 Tai wan drop 1
61. 219. 69. 164 147.237.9. 201 Tai wan drop 1
61.219. 69. 164 147.237.9. 233 Tai wan drop 1
61.219. 69. 164 147.237. 10. 97 Tai wan drop 1
61. 219. 69. 164 147.237.10. 140 Tai wan drop 1
61. 219. 69. 164 147.237.76. 148 Tai wan drop 1
61. 219. 69. 164 147.237.76. 238 Tai wan drop 1
61. 224.239. 176 147.237. 14. 97 Tai wan drop 1
62. 90. 96. 102 147.237. 0. 206 | srael drop 4
62.219. 44. 190 147.237.77.138 | srael dest - r eset 2
62. 219. 210. 22 147.237.72. 154 | srael drop 6
64.94.1.183 147.237.76.174 Lhited Sates drop 1




04- 19- 2016- 07: 02: 07 to 04-19- 2016- 08: 02: 07

|Top Attackers In IPS|

Attacker Address |Attacker Gount ry |Target Address |Name |mvi ce Action |Oount |
31.168. 245. 179 147.237.0. 49 | srael 16471: HITP. TeanVi ewer Communi cation Attenpt B ock 213
23.91.70.77 147.237.76. 192 Lhited Sates 5670: HITP. SQ Injection (SELECT) B ock 17
61.158. 180. 237 147.237.76. 43 Chi na 0854: HITP: upl oad* Access B ock 12
61. 158. 180. 237 147.237.77.104 Chi na 0854: HITP: upl oad* Access B ock 12
177.185. 192. 98 147.237.72. 166 Brazil 5670: HITP. S I njection (SEHECT) B ock 4
23.91.70. 77 147.237. 76. 192 Lhited Sates 6134: HITP. SQ Injection Variabl e Decl arati on BEvasi on B ock 3
79.179. 145. 138 147.237.72. 201 | srael 4036: HITP. Qoss Ste Scripting (HIM in HITP CET request Paranet ers) B ock 1
139. 203. 92. 16 147.237.77. 225 Chi na 9221: HTTP: PUT Met hod Execution over HTTP/ bDAV B ock 1
198. 20. 69. 74 147.237.8. 139 Lhited Sates 13840: TLS. (penSSL Heartbeat Packet B ock 1
109. 67. 55. 70 147.237. 0. 206 | srael 13689: HITP. uTorrent dient Request B ock 1
142. 54. 167. 98 147.237.76. 172 Lhited Sates 22280: HITP. Joonha (bj ect | njection Vulnerability B ock 1
195. 200. 205. 34 147.237.77.199 | srael 3624: HITP. SQ. I njection (SH.ECT) B ock 1
223.241.117.122 |147.237.77.225 Chi na 9221: HTTP: PUT Met hod Execution over HITP/ VbDAV B ock 1




|Top Attackers In |D|

04- 19- 2016- 07: 02: 07 to 04-19- 2016- 08: 02: 07

Attacker Address | Attacker Country | Target Address | Name
2.53.57.135 147.237. 0. 206 | srael 1
2.53.189. 180 147.237.76. 132 | srael 1
2.53.190. 148 147.237.77.90 | srael 1
2.55. 29. 32 147.237.0. 64 | srael 1
2.55.159. 162 147.237.76. 136 | srael 1
5. 28.186. 221 147.237. 0. 64 | srael 1
5.29.11.94 147.237.76. 26 | srael 2
5.29.19. 18 147.237.0. 64 | srael 13
8. 34. 156. 107 147.237. 8. 68 Lhited Sates 1
12.230. 33. 73 147.237.11. 41 Lhited Sates 1
13.82. 25. 17 147.237.10. 28 Lhited Sates 1
13.82. 25. 17 147.237.13. 93 Lhited Sates 1
13.92.100. 128 147.237.10. 168 Lhited Sates 1
13.92.100. 128 147.237.10. 168 Lhited Sates 1
13.92.100. 128 147.237.10. 168 Lhited Sates 1
13.92.122. 143 147.237. 4. 28 Lhited Sates 1
13.92.122. 143 147.237.4. 28 Lhited Sates 1
13.92.122. 143 147.237.4. 28 Lhited Sates 1
13.92.122. 143 147.237.8.9 Lhited Sates 1
13.92.122. 143 147.237.10. 159 Lhited Sates 1
13.92.122. 143 147.237.10. 159 Lhited Sates 1
13.92.178. 142 147.237. 3. 173 Lhited Sates 1
13.92.178. 142 147.237.6.129 Lhited Sates 1
13.92.178. 142 147.237.6.129 Lhited Sates 1
13.92.178. 142 147.237.6. 129 Lhited Sates 1
13.92.178. 142 147.237.7.216 Lhited Sates 1
13.92.178. 142 147.237.7.216 Lhited Sates 1
13.92.178. 142 147.237.7.216 Lhited Sates 1
13.92.178. 142 147.237. 15. 240 Lhited Sates 1
13.92.178. 142 147.237.77. 44 Lhited Sates 1
13. 92. 245, 177 147.237.10. 149 Lhited Sates 1
13. 92. 246. 145 147.237. 6. 154 Lhited Sates 1
13. 92. 246. 145 147.237.15. 15 Lhited Sates 1
13. 92. 246. 145 147.237.15. 15 Lhited Sates 1
14. 20. 99. 157 147.237. 14. 50 Chi na 1
14.161. 36. 92 147.237.10.123 \i et nam 1
23.91.70. 77 147.237.76. 192 Lhited Sates 18
23. 96. 109. 87 147.237.1. 175 Lhited Sates 1
23. 96. 109. 87 147.237.1. 175 Lhited Sates 1
23. 96. 109. 87 147.237. 1. 175 Lhited Sates 1
23.96. 109. 87 147.237.5. 61 Lhited Sates 1
23.96. 109. 87 147.237.5. 61 Lhited Sates 1
23. 96. 109. 87 147.237.5. 61 Lhited Sates 1
23.102. 168. 255 147.237.0. 214 Lhited Sates 1
23.102. 168. 255 147.237.7.93 Lhited Sates 1
23.102. 168. 255 147.237.7.93 Lhited Sates 1
23.102. 168. 255 147.237.7.93 Lhited Sates 1
23.102. 168. 255 147.237.7.130 Lhited Sates 1
23.102. 168. 255 147.237.11. 170 Lhited Sates 1
23.102. 168. 255 147.237.11. 170 Lhited Sates 1




|Top Attackers In FW |

04- 19- 2016- 07: 02: 07 to 04-19- 2016- 08: 02: 07

Attacker Address | At tacker Country | Target Address | Message | Devi ce Action | count |
144.76.12. 75 147.237.0.194 Ger nany drop 510
54. 157. 236. 152 147.237.72. 103 Lhited Sates | and. gov. i | drop 386
169. 0. 185. 199 147.237.0. 194 South Africa drop 330
46.19. 86. 100 147.237.76. 174 | srael nap. govnap. gov. i | drop 324
66. 249. 78. 37 147.237.0. 194 Lhited Sates drop 317
212.179. 159. 253 147.237.76. 239 | srael egi us. gov. i | drop 306
189. 23. 85. 130 147.237.76. 32 Brazi | Enfbassi esRedi r ect noni t or 280
188. 139. 136. 109 147.237.72. 200 Syrian Arab Republic Heal th. gov..i | noni t or 262
195. 200. 205. 2 147.237.76. 139 | srael call.heal th.gov.il drop 216
176. 23. 226. 218 147.237. 76. 32 Denmar k Enfbassi esRedi r ect noni t or 160
93.172. 229. 153 147.237. 72. 157 | srael ins.gov.il noni t or 151
85. 250. 85. 170 147.237.76. 239 | srael egi us. gov. i | drop 144
212.117. 143. 250 147.237.72. 103 | srael | and. gov. i | drop 126
54. 144. 42. 202 147.237.72. 103 Lhited Sates | and. gov. i | drop 122
85. 250. 159. 181 147.237.72. 103 | srael | and. gov. i | drop 118
185. 90. 61. 72 147.237.77. 225 H nl and enbassi es. gov. i | noni t or 102
79.179. 15. 108 147.237.72. 103 | srael | and. gov. i | dr op 96
149. 88. 199. 199 147.237.76. 106 | srael nia. gov.il noni t or 94
207. 46.13. 147 147.237.0.194 Lhited Sates drop 90
207.46. 13. 19 147.237.0.194 Lhited Sates drop 90
80. 178. 158. 133 147.237.72. 103 | srael | and. gov. i | drop 86
114. 93. 139. 76 147.237.77. 238 Chi na Heal th_Mii n-heal th. gov. i | noni t or 84
31.168. 13.41 147.237. 76. 239 | srael egi us. gov. il dr op 81
109. 226. 45. 69 147.237.72.103 | srael land. gov.i | drop 78
77.126.238. 45 147.237.72. 103 | srael | and. gov. i | drop 78
185. 32. 179. 39 147.237.0.194 | srael drop 75
79.181. 145. 233 147.237.76. 239 | srael egi us. gov. i | drop 72
213.57.233.214 147.237.76. 239 | srael egi us. gov. i | drop 72
195. 200. 205. 2 147.237. 76. 239 | srael egi us. gov. il dr op 72
109. 64. 101. 141 147.237.72.103 | srael land. gov.i | drop 63
85. 65. 157. 94 147.237.76. 106 | srael nia gov.il noni t or 62
208. 74. 255. 40 147.237.5. 1 Lhited Sates drop 62
68. 180. 231. 29 147.237.72. 58 Lhited Sates drop 61
79.182.144. 4 147.237.72. 103 | srael | and. gov. i | drop 60
2.53.32.25 147.237.76. 174 | srael nap. govnap. gov. i | dr op 60
46.116. 174. 209 147.237.76. 239 | srael egi us. gov. il drop 60
2.53. 8.220 147.237. 72. 56 | srael ol d.justice gov.il drop 57
141.0.15. 172 147.237.76. 239 Nor way egi us. gov. i | drop 57
41.68.81. 76 147.237.76. 106 Egypt nfa. gov. il noni t or 56
201.221.8.74 147.237. 76. 32 U uguay Enfbassi esRedi r ect noni t or 56
8.29.198. 29 147.237.0. 194 Lhited Sates drop 54
65. 19. 138. 61 147.237.0.194 Lhited Sates drop 54
109. 65. 148. 239 147.237.76.174 | srael nap. govnap. gov. i | drop 54
195. 200. 205. 35 147.237.76. 239 | srael egi us. gov. il drop 54
8. 29.198. 26 147.237.0.194 Lhited Sates drop 54
65. 19. 138. 34 147.237.0. 194 Lhited Sates drop 54
176.13. 11. 175 147.237.72. 103 | srael | and. gov. i | dr op 51
66. 249. 78. 44 147.237.0.194 Lhited Sates drop 51
66. 249. 64. 123 147.237.0.194 Lhited Sates drop 50
5.22.135. 251 147.237.77. 230 | srael eca. gov. i | noni t or 49




04- 19- 2016- 07: 02: 07 to 04-19- 2016- 08: 02: 07

|Top Attackers In V\AF|

étotu?]ikre; Target Address |S t% Name
1.10. 216. 53 147.237.1. 3 Thai | and 1 |Dstributed Lhauthorized URL Access on / B ock
2.53.0.73 147.237.77.90 |lsrael 1 |Ostributed Illegal Paraneter Encodi ng None
2.53.23.154 147.237.72. 201 |l srael 3 |Unhknown Paraneter VCRattach in forns. gov.il/gl obal dat a/ get sequence/ set f or m aspx None
2.53.28.127 147.237.77.90 |lsrael 1 |Ostributed Illegal Parangter Encodi ng None
2.53.47.75 147.237.77.90 |lsrael 1 |[Dstributed Illegal Paraneter Encoding None
2.53.129.221 147.237.77.90 |lsrael 1 |[Dstributed Il1egal Paraneter Encoding None
2.53.134. 33 147.237.0. 206 |l srael 1 |Untraceabl e SSL Sessions: (pen Mbde None
2.53. 143. 149 147.237.77.90 |lsrael 1 |Ostributed Illegal Paraneter Encodi ng None
2.53.152. 78 147.237.77.90 |lsrael 1 |[Dstributed Illegal Paraneter Encoding None
2.53.189. 180 147.237. 76. 132 |l srael 1 | vti B ock
2.53.191.165 [147.237.76.43 |Israel 1 |Dstributed vti_ B ock
5.9.17.118 147.237.76. 43 |Ger nany 1 |Whauthorized URL Access to waw m si mgov.il/pages/ shaanerror nessage. aspx B ock
5.22.135.172 147.237.76. 26 |l srael 6 |Dstributed Unauthorized Htp Met hods B ock
5.28. 186. 221 147.237.1.105 |Israel 1 |Dstributed Abnornal |y Long Request None
5.29.11. 94 147.237.76.26 |lsrael 2 |Uhaut hori zed URL Access to wwy j ustice.gov.il/ _vti_bin/sites. asnx B ock
5.29.22.118 147.237.76.43 |Israel 58 |Dstributed vti B ock
5. 102. 254. 36 147.237.0.114 |Israel 1 |Dstributed M forned JSON Message None
5. 102. 254. 36 147.237.0.114 |Israel 1 |DOstributed Uhaut horized URL Access on ica.justice. gov.il/docunent s/ get docunent | i st/ B ock
5. 189. 140. 34 147. 237. 76. 106 |Ger nany 11 |Dstributed Abnornal |y Long Request B ock
5. 189. 140. 34 147.237. 76. 106 |Ger nany 11 |Ostributed I11egal HITP \ersi on B ock
5.189. 140. 34 147.237.76. 172 |Ger nany 3 |Dstributed Abnornal Iy Long Request None
5. 189. 140. 34 147.237. 76. 172 |Ger many 1 |lllegal HITP \Version Library/ TanatJS js HITR' 1.1 B ock
5.189. 140. 34  [147.237.76. 172 |Ger many 2 |Mitiple Illegal HITP \ersion fromb5. 189. 140. 34 B ock
5. 189. 140. 34 147.237. 77. 173 |Ger nany 1 |Whauthorized URL Access to piba.gov.il/ B ock
5. 189. 140. 34 147.237. 77. 225 |Ger nany 2 |Miltiple Abnormal ly Long Request from5. 189. 140. 34 B ock
5. 189. 140. 34 147.237. 77. 225 |Ger nany 2 |Mitiple Illegal HITP \ersion fromb5. 189. 140. 34 B ock
5. 255. 253. 99 147.237.76.70 IF-'EZZ:;} on 1 |Whauthorized URL Access to snmartid. gov.il/english/ pages/defaul t.aspx B ock
5.255.253. 106 |147. 237. 72. 45 :3:;;’} o 1 |Mitiple Unauthorized URL Access from 5. 255, 253. 106 B ock
5.255. 253. 106 |147.237.72.45 IF-'EZZ:;} on 1 |Wauthorized URL Access to waw tofes.gov.il/robots.txt B ock
10. 148. 70. 33 147. 237.72. 63 1 |Wauthorized URL Access to 147.237.72. 63/ rashanyer usha/ gener al / wf r mhai n. aspx B ock
10. 161. 86. 190 [147.237.77.90 1 |Dstributed Illegal Paraneter Encoding None
14.215.165.4  |147.237.77.184 |Chi na 1 |PHP Attenpt B ock
15. 203. 169. 109 |147. 237. 0. 37 Eur ope 5 |Dstributed Doubl e URL Encodi ng B ock
17.142.157. 156 |147. 237. 77. 216 |[Lhited Sates |1 |lLhauthorized UR. Access to ww i df.il/appl e- app-site-associ ation B ock
) Unaut hori zed URL Access to
27.63.142.164 1147.237.0. 71 Indi a ! waw nossad. gov. i |/ (x( 1) s(zf sj zwB2ek4t bgi 4sgxdl12al ) )/ eng/ pages/ encont act us. aspx Bl ock
31.154.4.18 147.237.72. 63 |lsrael 1 |Dstributed Whaut horized URL Access on 147.237.72. 63/ favi con. i co B ock
31.154.10.1 147.237.72.65 |lsrael 5 |Miltiple Wauthorized Method for Known URL from 31.154. 10. 1 B ock
31.154.10. 142 |147.237.72. 103 |l srael 1 |Unhauthorized HTTP Met hod B ock
31.154.17.106 |147.237.76.101 |lsrael 16 |Dstributed Whauthorized Htp Mt hods B ock
31.154. 41. 18 147.237.0.188 |Israel 1 |lhknown Paraneter categoryld in application.police.gov.il/api/fag/ getfaq None
Unhaut hori zed URL Access to
31. 168. 4. 156 147.237.72.65 |lsrael 1 |crl.tanuz.gov.il/public/tanuzprodevg2. cer/ meswst bhneuwqgzaj bgur dgntgguabbsdgx2zc+hbr 5t | w |Bl ock
s/ ntevi qqj gwwgue200wnhuj kt ynel hw+ur wk50j t sceni bf wkaaaaabba=
31.168. 4. 193 147.237.76. 101 |l srael 26 |Uhaut hori zed Htp Met hods B ock
31.168. 22. 248 |147.237.0.114 |lsrael 2 |DOstributed Mal formed JSON Message None
31.168. 22. 248 |147.237.0.114 |lsrael 3 |Distributed Unauthorized URL Access on ica.j ustice. gov.il/docunent s/ get docunent| i st/ B ock
31.168.51.194 |[147.237.72.24 |lsrael 1 |Uhtraceable SS Sessions: Lhsupported d pher None
31.168.66.190 |147.237.77.18 |lsrael 2 |Dstributed vti B ock
31.168. 68. 251 [147.237.76.43 |Israel 1 |Dstributed vti_ B ock
31.168.79. 187 [147.237.72.65 |[lsrael 1 |Suspicious Response Code B ock
Unhaut hori zed URL Access to
31.168. 79. 187 |[147.237.72.65 |Israel 1 |crl.tanuz.gov.il/public/tanuzprodevg2. cer/ meswst bhneuwqgzaj bgur dgntgguabbsdgx2zc+hbr 5t 1 w |Bl ock
s/ ntevi qqj gwague2o00wrhuj kt ynel hwtur wx50j t scchxugsnmaaaaabsk=
31.168. 96. 254 [147.237.77. 238 |l srael 3 |Dstributed wvti_ B ock
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