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|Top Attackers | n DDoS- Def ence |

04- 19- 2016- 05: 02: 08 t o 04-19-2016- 06: 02: 08

Attacker Address | Attacker Country | Target Address |9 gnature | Devi ce Action
0.0.0.0 147.237.72. 77 drop 4
0.0.0.0 147.237.76. 106 drop 2
2.53.28. 181 147.237.76. 172 I srael dest - r eset 1
31.204. 136. 104 147.237.77. 225 Net her | ands dest - r eset 1
37.28. 152, 58 147.237. 4. 161 Pol and dr op 1
40.77. 167. 34 147.237.76. 106 Lhited Sates forward 2
46.161.9. 11 147.237.76. 106 Russi an Federation forward 3
47.88. 44. 152 147.237.10. 47 Canada drop 94
54.87.231. 150 147.237.1.7 Lhited Sates forward 1
54. 87.231. 150 147.237.1. 7 Lhited Sates forward 1
58. 218. 205. 69 147.237.1.194 Chi na dr op 2
58. 218. 205. 69 147.237.10.123 Chi na drop 1
58. 218. 205. 69 147.237.11. 10 Chi na drop 1
58. 218. 205. 69 147.237.11.76 Chi na drop 1
58. 218. 205. 69 147.237.11. 129 Chi na drop 1
58. 218. 205. 69 147.237. 12. 224 Chi na drop 1
58. 218. 205. 69 147.237.13. 15 Chi na dr op 1
58. 218. 205. 69 147.237.13. 253 Chi na drop 1
61. 135. 189. 122 147.237.76. 106 Chi na forward 6
64.74.133. 84 147.237.0.71 Lhited Sates drop 1
64.74.133. 88 147.237.0. 71 Lhited Sates drop 1
66. 240. 219. 146 147.237. 2. 190 Lhited Sates drop 1
66. 240. 219. 146 147. 237. 6. 220 Lhited Sates drop 1
66. 249. 64. 34 147.237.72. 157 | srael dest - r eset 1
66. 249. 64. 58 147.237.76. 106 | srael forward 1
66. 249. 64. 66 147.237.76. 106 | srael forward 1
66. 249. 64. 71 147.237.76. 106 I srael forward 2
66. 249. 64. 74 147.237.77.130 | srael drop 2
66. 249. 64. 76 147.237. 76. 106 | srael forward 1
66. 249. 64. 109 147.237.76. 106 | srael forward 21
66. 249. 64. 215 147.237.1.7 | srael forward 2
66. 249. 64. 215 147.237.1.7 | srael forward 2
66. 249. 64. 220 147.237.1.7 I srael forward 2
66. 249. 64. 220 147.237.1. 7 | srael forward 2
66. 249. 64. 225 147.237.1.7 | srael forward 2
66. 249. 64. 225 147.237. 1.7 | srael forward 2
66. 249. 64. 231 147.237.77. 18 | srael dest - r eset 1
66. 249. 64. 249 147.237.77. 138 | srael drop 4525
66. 249. 66. 47 147.237.76. 172 I srael dest - r eset 7
66. 249. 78. 30 147. 237. 0. 206 | srael dest - r eset 1
68. 180. 229. 52 147.237. 76. 106 Lhited Sates forwar d 2
68. 180. 229. 52 147.237.76. 106 Lhited Sates f orwar d 2
69. 30. 234. 2 147.237.76. 106 Lhited Sates forward 23
69. 30. 234. 2 147.237.76. 106 Lhited Sates forward 23
71.6.135.131 147.237. 8. 51 Lhited Sates drop 1
71.6.167.142 147. 237. 6. 227 Lhited Sates drop 1
74.82.47. 2 147.237.10. 112 Lhited Sates dr op 1
74.82.47. 2 147.237.15. 194 Lhited Sates drop 1
74.82.47.6 147.237. 8. 146 Lhited Sates drop 1
74.82.47.10 147.237.10. 124 Lhited Sates drop 1
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|Top Attackers In IPS|

Attacker Address |Att acker Gountry |Tar get Address |Narre |Davi ce Action |Ooum |
31.168.245.179 |147.237.0. 49 | srael 16471: HITP. TeanM ewer Communi cation Attenpt B ock 219
209. 88.196. 250 |147.237.72.238 |Israel C1000064: HITP:. Access to - adm n. asp B ock 11
66. 96. 128. 60 147.237.77.225 |lhited Sates 6134: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 4
66. 96. 128. 60 147.237.77.225 |lLhited Sates 5670: HITP. SQ I njection (SEHECT) B ock 4
190. 61. 250. 160 |147.237.76.101 |Col onbi a 13248: HITP. Joonta JCE FH le Wl oad Renote Gode Execution Wl nerability B ock 3
190. 61. 250. 160 |147.237.76.172 |Col onbi a 13248: HITP. Joonta JCE FH | e Wl oad Renot e Gode Execution Vul nerability B ock 3
190. 61. 250. 160 |147.237.76.106 |Col onbi a 13248: HITP. Joonta JCE FH |l e Wl oad Renot e Gode Execution Vul nerability B ock 3
109. 67. 55. 70 147.237. 0. 206 | srael 13689: HITP: uTorrent Qient Request B ock 3
142. 54. 167. 98 147.237.0. 62 Lhited Sates 22280; HITP. Joonha (hj ect Injection Vil nerability B ock 1
142.54. 167. 98 147.237.72. 33 Lhited Sates 22280: HITP. Joonha (bj ect |njection Vulnerability B ock 1
142.54. 167. 98 147.237. 1. 105 Lhited Sates 22280: HITP. Joonha yj ect Injection Vil nerability B ock 1
185. 103. 252. 98 |147.237. 1. 94 Russi an Federation |20085: HITP. Mi ebl ackcat Security Scanner Initia Request B ock 1
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|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address | Name
2.53.11. 225 147.237.0. 64 | srael 1
2.53. 44,201 147.237.0. 64 | srael 3
2.53. 60. 69 147.237.0. 64 | srael 2
2.53.138. 29 147.237.76. 136 | srael 1
5.22.131. 84 147.237.76. 96 | srael 3
5.28.187. 7 147.237.76. 26 | srael 2
5. 29. 28. 183 147.237.0. 64 | srael 1
13.92.100. 128 147.237. 3. 132 Lhited Sates 1
13.92.100. 128 147.237. 3. 132 Lhited Sates 1
13.92.100. 128 147.237.9. 133 Lhited Sates 1
13.92. 100. 128 147.237.9. 133 Lhited Sates 1
13.92. 100. 128 147.237.9. 133 Lhited Sates 1
13.92.100. 128 147.237.9. 173 Lhited Sates 1
13.92.100. 128 147.237.9. 173 Lhited Sates 1
13.92.122. 143 147.237.0. 37 Lhited Sates 1
13.92.122. 143 147.237.0. 37 Lhited Sates 1
13.92.122. 143 147.237.0. 37 Lhited Sates 1
13.92.122. 143 147.237.1.139 Lhited Sates 1
13.92.122. 143 147.237. 1. 139 Lhited Sates 1
13.92.122. 143 147.237. 1. 139 Lhited Sates 1
13.92.122. 143 147.237.2.76 Lhited Sates 1
13.92.122. 143 147.237.5. 74 Lhited Sates 1
13.92.122. 143 147.237.5. 74 Lhited Sates 1
13.92.122. 143 147.237.9. 198 Lhited Sates 1
13.92.122. 143 147.237.9. 198 Lhited Sates 1
13.92.178. 142 147.237.13. 132 Lhited Sates 1
13.92.178. 142 147.237.13. 132 Lhited Sates 1
13.92.178. 142 147.237.14. 178 Lhited Sates 1
13.92.178. 142 147.237.14.178 Lhited Sates 1
13.92.178. 142 147.237.77.100 Lhited Sates 1
13.92.178. 142 147.237.77. 100 Lhited Sates 1
13.92.178. 142 147.237.77. 100 Lhited Sates 1
13.92. 245. 177 147.237.5. 231 Lhited Sates 1
13.92. 245. 177 147.237.5. 231 Lhited Sates 1
13.92. 245. 177 147.237. 10. 63 Lhited Sates 1
13.92. 245. 177 147.237.13. 68 Lhited Sates 1
13. 92. 245, 177 147.237.13. 68 Lhited Sates 1
13. 92. 246. 145 147.237.5. 28 Lhited Sates 1
13. 92. 246. 145 147.237.5. 28 Lhited Sates 1
13. 92. 246. 145 147.237.5. 77 Lhited Sates 1
13.92. 246. 145 147.237.8. 33 Lhited Sates 1
13. 92. 246. 145 147.237.9. 154 Lhited Sates 1
13. 92. 246. 145 147.237.9. 154 Lhited Sates 1
13. 92. 246. 145 147.237.11. 247 Lhited Sates 1
13. 92. 246. 145 147.237.12. 240 Lhited Sates 1
13. 92. 246. 145 147.237.12. 240 Lhited Sates 1
13. 92. 246. 145 147.237.13. 80 Lhited Sates 1
13. 92. 246. 145 147.237.13. 80 Lhited Sates 1
13. 92. 246. 145 147.237.13. 80 Lhited Sates 1
14.161. 36. 92 147.237. 0. 245 Vi et nam 1




|Top Attackers In FW |
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Attacker Address | Attacker Country | Target Address | Message | Devi ce Action | count |
169. 0. 185. 199 147.237.0. 194 South Africa drop 324
79.182.52. 143 147.237.77. 115 | srael agnon. tehila. gov. il drop 315
5.22.135.4 147.237.76. 174 | srael nap. govnap. gov. i | drop 312
189. 23. 85. 130 147.237.76. 32 Brazil Enfbassi esRedi r ect noni t or 285
66. 249. 78. 37 147.237.0. 194 Lhited Sates dr op 261
195. 200. 205. 2 147.237.76. 139 | srael call.health.gov.il drop 252
207. 46.13. 147 147.237.0. 194 Lhited Sates dr op 159
66.249. 64. 178 147.237.72. 200 Lhited Sates Heal th. gov.i | drop 146
157. 55. 39. 201 147.237.0. 194 Lhited Sates dr op 132
66. 249. 78. 44 147.237.0. 194 Lhited Sates dr op 129
40.77. 167. 86 147.237.0. 194 Lhited Sates dr op 123
149. 88. 199. 199 147.237.76. 106 | srael nia. gov.il noni t or 102
84.94. 222. 100 147.237.72. 103 | srael | and. gov.i | drop 78
46.117. 92. 197 147.237.76. 239 | srael egi us. gov. i drop 72
207.46. 13. 19 147.237.0. 194 Lhited Sates dr op 69
208. 74. 255. 40 147.237.9.1 Lhited Sates dr op 62
208. 74. 255. 40 147.237.77.1 Lhited Sates dr op 62
208. 74. 255. 40 147.237.6.1 Lhited Sates dr op 62
201.221.8.74 147.237.76. 32 U uguay Enfbassi esRedi r ect noni t or 60
68. 180. 231. 29 147.237.72.58 Lhited Sates dr op 60
85. 65. 157. 94 147.237. 76. 106 | srael nia gov.il noni t or 60
41.68.81. 76 147.237. 76. 106 Egypt nfa. gov. i | noni t or 56
109. 67. 108. 72 147.237.76. 26 | srael justice. gov.il noni t or 54
192.3.2.27 147.237.72. 200 Lhited Sates Heal th. gov.i | drop 52
66. 249. 75. 147 147.237.72.58 Lhited Sates dr op 50
46.19. 86. 192 147.237.76. 174 | srael nap. govnap. gov. i | drop 48
89. 73. 106. 125 147.237.76. 32 Pol and Enfbassi esRedi r ect noni t or 48
197. 232. 242. 19 147.237. 76. 32 Kenya Enbassi esRedi r ect noni t or 44
79. 180. 245. 136 147.237. 76. 106 | srael nia. gov.il noni t or 42
66. 249. 75. 147 147.237. 72. 58 | srael drop 40
207.241.229.113 147.237.77.128 Lhited Sates rbc. gov. il rej ect 37
180. 175. 6. 48 147.237.77. 238 Chi na Heal th Mii n-heal th. gov.i | noni t or 36
180. 191. 147. 186 147.237.72. 58 Phi | i ppi nes dr op 36
212.76.97. 204 147.237.76. 239 | srael egi us. gov. i | drop 36
89. 139. 186. 141 147.237.0. 194 | srael drop 36
190. 234. 105. 93 147.237.0.194 Peru dr op 36
97.101. 216. 116 147.237. 76. 143 Lhited Sates app. noi a. gov. i | drop 34
66. 249. 66. 61 147.237.72. 166 Lhited Sates aka idf.il drop 33
2.53.51.124 147.237.76. 174 | srael nap. govnap. gov. i | drop 33
87.69. 43. 216 147.237.72. 103 | srael | and. gov. i | drop 32
2.55.36.71 147.237.76. 174 | srael nap. govnap. gov. i | drop 30
64.121. 164. 100 147.237.72.58 Lhited Sates dr op 30
207.241.229.113 147.237.72. 166 Lhited Sates aka. idf.il rej ect 28
2.55.162. 30 147.237.76. 174 | srael nmap. govnap. gov. i | drop 27
199. 203. 183. 21 147.237.0. 194 | srael dr op 27
177.222.23.75 147.237.76. 51 Brazil noi a. gov. i | noni t or 26
40. 77. 167. 31 147.237.77. 196 Lhited Sates hi davrut . gov..i | drop 26
177.222.23. 75 147.237.76. 51 Brazil noi a. gov. i | rej ect 26
37.46.47.181 147.237.77. 151 | srael rashoyot . noi n. gov. i | drop 24
212.150. 66. 161 147.237.77. 184 | srael i aec. gov. il noni t or 24
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At acker Tar get
Country Addr ess
2.55.31. 32 147.237.76. 43 |lsrael 2 |Dstributed wvti_ Bl ock
5.22.131. 12 147.237.0. 228 |l srael 1 |Abnornal ly Long Request URL None
5.22.131.12 147.237.0.228 |lsrael 5 |Miltiple Abnornally Long Request fromb5. 22.131. 12 None
5.22.131. 84 147.237.76.96 |lsrael 3 |Dstributed vti B ock
5.29.22.118 147.237.76. 43 |lsrael 58 [Dstributed wvti B ock
5.102. 254. 170 |147. 237. 77. 238 || srael 3 |Whaut horized Htp Methods B ock
Russi an Doubl e URL Encoding - paraneter: Pagelrl in
5.143.231. 44 |147.237.76.51 Federation ! WA DI a. gov. i | / spgani sph/ about / of fi (?euni t s/ pages/ t oshavi nthozri m aspx Bl ock
5.158. 239. 36 [147.237.76. 172 :Z;:I’} o |1 [Mitiple thauthorized URL Access from5.158.239. 36 B ock
5.158.239.36 |[147.237.76.172 g;::;ni o |2 [P Actemt B ock
5.158.239.36 |147.237.76.172 :Z::i on 1 |Unhauthorized URL Access to econony. gov.il/about/pages/ i ndex. php B ock
14.192. 214. 95 |147. 237. 72. 153 |Mil aysi a 1 |PHP Attenpt Bl ock
14.192. 214. 95 |147. 237. 72. 153 |Mil aysi a 1 |Wauthorized URL Access to wan financei srael . nof. gov.il/xnrpc. php None
14.192. 214. 95 |147. 237. 76. 106 |[Mi aysi a 1 |DOstributed PHP Atenpt B ock
24.9.71.113 147.237.0.71 Lhited Sates |1 |Miltiple Unauthorized URL Access from?24.9.71.113 B ock
; Unaut hori zed URL Access to
24.9.71.113 147.237.0. 71 Uited Sates |1 vy mossad. gov. i |/ (x( 1) s(zkOf kdpay2hzndnj t 51 xi xce) ) / eng/ pages/ encont act us. aspx Bl ock
Unknown Par anet er quot ; KodEr et zLei daSel ect &quot ; : &quot ; DN
&quot ; , &quot ; KodEr et zLei da&guot ; : &quot ; 900&guot ; , &quot ; KodEr et zDar konSel ect &quot ; : &quot ; | SRA
EL&quot ; , &quot ; KodEr et zDar kon&guot ; : &quot ; 900&quot ; , &quot ; Quf Yaad&quot ; : &guot ; Nw' N0
24.52. 253. 138 |147. 237. 72. 201 |Canada 2 oo - nd None
&quot ; , &quot ; KodQuf Yaad&quot ; : &quot ; 6423&quot ; , &quot ; Tel ephoneNayadKOD&quot ; : &quot ; 052&
quot ; , &quot ; Tel ephoneNayad&quot ; : &quot ; 6&quot ; } </ dat aMbdel Saver > <newMersion xsi:nil in
forns. gov. il /gl obal dat &/ get sequence/ pri nt f or m aspx
24.164.181. 52 |147. 237. 76. 106 |Lhited Sates |2 |Dstributed vti_ B ock
31.154.10.1 147.237.72. 65 |lsrael 5 |Miltiple Uauthorized Method for Known URL from 31.154.10.1 B ock
Unaut hori zed URL Access to
31.168. 4.156 |[147.237.72.65 |lsrael 1 |crl.tamuz.gov.il/public/tamzprodevg2. cer/ meswst bhmeuwgzaj bgur dgntgguabbsdgx2zc+hbr 5t | ws/ m |Bl ock
ccvi qgj gwwgue2o00wrhuj kt ynzl hwtur wx50j t sccni bf wkaaaaabba=
Unaut hori zed URL Access to
31.168. 79. 187 [147. 237. 72. 65 |l srael 1 |crl.tamuz.gov.il/public/tamzprodevg2. cer/ meswst bhmeuwgzaj bgur dgntgguabbsdgx2zc+hbr 5t 1 ws/ m |B ock
ccvi qqj gwague2o00wrhuj kt ynel hw+ur wx50j t scchxugsnmaaaaabsk=
31.204.128. 94 [147.237.0.64 |Netherlands |10 |Miltipl e Uhaut hori zed UR. Access from 31.204. 128. 94 B ock
Unaut hori zed URL Access to
31.204.128.941147. 237.0.64  |Netherlands |1 nof . gov. i | /\\"\u002f hri ght s\ u002f docunent s\ u002f vada ref ui t_el yona no. pdf\\" Bl ock
37.9.122.202 |147.237.72.50 g;::::l on 1 |Wauthorized URL Access to 147.237.72.50/ navat ps/ f or ns/ sv4. aspx B ock
37.26.147.170|147. 237. 76. 132 |l srael 1 |Dstributed vti_ B ock
37.60.40.109 [147.237.76.26 |lsrael 1 |Dstributed Uhauthorized Htp Met hods B ock
37.187.165. 74 [147. 237. 77. 30 |Rance 1 JAbnornal |y Long Request net hod None
37.187.165. 74 [147. 237. 77. 30 |Fance 1 |lllegal Byte de Character in Header Nane B ock
Illegal Byte de Character in Method
37187, 165, 74 |147. 237 77,30 [Fremce b |2 e [ [ #01) [ [#)] [[#0)] [[#0]] {[[#6]] [[#6]] ¥ [ O [ [ #24]] O B ock
37.187.165. 74 [147. 237. 77. 30 |Rance 1 |lllegal Byte Gode Character in Paraneter Nane GJ B ock
37.187.165. 74 |147. 237. 77. 30 |Rance 1 |lllegal Bite Gode Character in Paraneter Value at 1 for D... B ock
37.187.165. 74 [147. 237. 77. 30 |Fance 1 |lllegal Bite Gde Character in Query Sring GJ B ock
37.187.165. 74 |147. 237.77. 30 |Fance 1 [lllegal HITP \ersion A[#20]]A Bl ock
37.187. 165. 74 |147. 237. 77. 30 |Rance 1 |Mal forned HITP Header Line 1 B ock
37.187.165. 74 [147. 237. 77. 30 |Rance 1 |Malformed URL D... B ock
NULL Character in Header Nane at
57 187, 165 74 |147. 237 77, 30 [Frence b | (ol L #l (81Ol (L4811 LI [+l ([#OII[#O L4011 (101 B
37.187.165. 74 [147. 237. 77. 30 |Rance 1 |INLL Character in Method [[#22) 1 [[#3]1[[#1]1[[#0] ][ [#U][[#O]1[[#O11{[[#3]1[[#3]] WO[Ur-[[#24]10 |B ock
37.187. 165. 74 [147. 237. 77. 30 |Rance 1 |NALL Character in Paraneter Value at 6 for D... B ock
37.187.165. 74 [147. 237. 77. 30 |Fance 1 INJL Character in Qiery Sring QJ B ock
37.187.165. 74 [147. 237. 77. 30 |FH ance 1 JURL is Above Root DOrectory 147.237.77.30/../.. /.. /.. /.. /.. /.. /mmt/md/ifre B ock
Unknown HTTP Request Met hod
37 167, 165, 74 |147. 237, 77, 30 [France b |0#22 ) [[#9)] [ [#01([#0]] [ [#)] [[#0]] [ [#0]]{[ [#8]][[#8]] (O [ Or[[#24]] Oin URL . H ook
38.99.97.2 147.237.76.106 |Lhited Sates |2 |Dstributed vti_ B ock
40. 77.167. 1 147.237.76.172|hited Sates |3 |Dstributed Abnornal |y Long Request None
40.77.167.14 ]147.237.0.71 Lhited Sates |1 |Miltiple Lhauthorized URL Access from40.77.167.14 B ock
40.77.167.14 |147.237.0.71 Lhited Sates |1 |[Unhauthorized URL Access to nossad. gov. il /manager/ cl ozapi ne- 300- ng/ B ock
40.77.167.30 |147.237.0.137 |Whited Sates |1 |Whauthorized URL Access to waw bechirot. gov.il/el ections19/ eng/ about/abouti ndex_eng. aspx B ock
40.77.167.43 |147.237.77.90 |Whited Sates [2 |DOstributed Illegal Paraneter Encodi ng None
40. 77. 167. 43 |147.237.77. 238 |lhited Sates |1 |Dstributed Abnornal |y Long Request None
40.77.167.51 |147.237.72.50 |Whited Sates |1 |Uhauthorized URL Access to 147.237.72. 50/ nedi cal | aborat ory B ock
40.77.167.53 |147.237.72.38 |Lhited Sates [1 |Dstributed Abnornal |y Long Request None
40.77.167.53 |147.237.72.176 |Lhited Sates |1 [Miltiple Unauthorized URL Access from40. 77. 167. 53 B ock
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