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|Top Attackers | n DDoS- Def ence |

04- 19- 2016- 04: 02: 00 to 04-19-2016- 05: 02: 00

Attacker Address | Attacker Country | Target Address |9 gnature | Devi ce Action
0.0.0.0 147.237.76. 106 forward 47
0.0.0.0 147.237.76. 106 forward 45
0.0.0.0 147.237.77. 138 drop 2
1.120.175. 113 147.237. 14. 100 Australia drop 2
1.227.188. 228 147.237.7.183 Korea, Republic of dr op

5.9.62.130 147.237. 1. 107 Ger many forward 20
5.9.62.130 147.237. 1. 107 Cer many forward 18
5.22.131. 38 147.237. 0. 206 | srael drop 1
5.29.193. 19 147.237.76.174 | srael drop 3
14.9.99. 64 147.237.76. 106 Japan forward 1
14. 161. 20. 243 147.237. 12. 248 \i et nam dr op 1
14.161. 20. 243 147.237.12. 249 \i et nam drop 1
14.161. 20. 243 147.237.12. 250 i et nam drop 1
14.161. 20. 243 147.237.12. 252 \i et nam drop 1
14.161. 20. 243 147.237.12. 253 \i et nam drop 1
14.161. 20. 243 147.237.12. 254 i et nam drop 1
23.247.151. 233 147.237. 1. 107 Lhited Sates forward 10
23.247.151. 233 147.237.1.107 Lhited Sates forward 9
23.252. 166. 91 147.237.0.3 Lhited Sates dr op 1
23.252. 166. 91 147.237.0. 4 Lhited Sates drop 1
23.252. 166. 91 147.237.0. 22 Lhited Sates drop 1
23. 252. 166. 91 147.237.0. 27 Lhited Sates drop 1
23.252.166. 91 147.237.0. 33 Lhited Sates drop 1
23.252.166. 91 147.237.0. 59 Lhited Sates drop 1
27.221.10. 194 147.237. 1. 239 Chi na drop 1
27.221.10. 194 147.237.7.98 Chi na drop 2
27.221.10. 194 147.237.12. 15 Chi na drop 1
27.221.10. 194 147.237. 14. 50 Chi na drop 1
27.221.10.194 147.237.14.112 Chi na dr op 1
27.221.10.194 147.237.14.192 Chi na drop 1
27.221.10. 194 147.237. 15. 66 Chi na dr op 1
27.221.10. 194 147.237.15. 103 Chi na drop 1
27.221.10. 194 147.237.15. 150 Chi na drop 1
27.221.10. 194 147.237.76. 168 Chi na drop 1
27.221.10. 194 147.237.76. 212 Chi na dr op 1
37.28.152. 58 147.237.15. 180 Pol and drop 1
40.77. 167. 34 147.237.76. 106 Lhited Sates forward 4
40.77.167. 91 147.237.76. 106 Lhited Sates forward 1
41.239. 76. 135 147.237.76. 106 Egypt forward 89
41.239. 76. 135 147.237.76. 106 Egypt forward 90
42. 147. 58. 209 147.237.77.183 Japan dr op 1
46.161.9. 11 147.237.76. 106 Russi an Federation forward 5
47.88. 44. 152 147.237.10. 47 Canada dr op 108
50. 186. 245. 233 147.237.77. 193 Lhited Sates dest - r eset 1
50. 207. 42. 93 147.237. 1. 28 Lhited Sates drop 1
52. 39. 56. 122 147.237.76. 32 Lhited Sates forward 1
52.39. 56. 122 147.237.76.32 Lhited Sates f orward 1
52.39. 65. 122 147.237.76. 106 Lhited Sates f orward 2
52. 39. 65. 122 147.237.76. 106 Lhited Sates forward 2
54.87.231. 150 147.237.1.7 Lhited Sates forward 1




|Top Attackers In IPS|

Attacker Address

At t acker

Country

04- 19- 2016- 04: 02: 00 to 04-19-2016- 05: 02: 00

rget Address

I nj ection

31.168.245. 179 |147.237.0. 49 | srael 16471: HITP:. TeanVi ewer Communi cati on Attenpt B ock 218
109. 67. 55. 70 147.237.0. 206 |lsrael 13689: HITP. uTorrent Qient Request B ock 4
202.28.118. 123 |147.237.76. 155 |Thai | and 13375: HTTP: Joom a Conponent JCE BOT for JCE B ock 2
66. 249. 64. 242 |147.237.72. 238 |l srael Cl000064: HITP. Access to - adnin.asp B ock 1
188.161.104. 19 [147.237.72. 157 g":lcisgi':éa” Territory, 14170 HTTP. Blank User-Agent (descriptor but no string) Bl ock 1
192.187.114. 11 [147.237.72.201 |Lhited Sates 22280: HITP. Joonha Chj ect Injection Wl nerability B ock 1
203.106. 213. 111]147. 237. 77. 230 |Mi aysi a 3630: HITP. SQ Injection (Bool ean | dentity) B ock 1
66. 249. 66. 47 147.237.76. 172 |l srael 3886: HITP. Goss Ste Scripting in PGST Request B ock 1
142.54.167.98 |147.237.76.20 |Whited Sates 22280: HITP. Jooma (bj ect |njection Vul nerability B ock 1
192.187.114.11 |147.237.0.206 |lLhited Sates 22280: HITP. Joonha (hject Injection Vul nerability B ock 1
221 216. 53. 39 147. 237. 76. 139 |chi na 12087: HITP. Apache Sruts 2 Qonversi onErorlnterceptor Q3\L Script B ock 1




04- 19- 2016- 04: 02: 00 to 04-19-2016- 05: 02: 00

|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address | Name
2.55.163. 199 147.237.77.238 | srael 12
13.82.25. 17 147.237. 4. 86 Lhited Sates 1
13.82.25. 17 147.237. 4. 86 Lhited Sates 1
13.82.25. 17 147.237. 4. 86 Lhited Sates 1
13.82. 25. 17 147.237.10. 19 Lhited Sates 1
13.82. 25. 17 147.237.10. 19 Lhited Sates 1
13.82.25. 17 147.237.10. 19 Lhited Sates 1
13.82.25. 17 147.237.10. 113 Lhited Sates 1
13.82.25. 17 147.237.10. 150 Lhited Sates 1
13.82.25. 17 147.237.10. 150 Lhited Sates 1
13.82. 25. 17 147.237.10. 150 Lhited Sates 1
13.92. 100. 128 147.237.4.31 Lhited Sates 1
13.92.100. 128 147.237.8. 94 Lhited Sates 1
13.92.100. 128 147.237.8. 94 Lhited Sates 1
13.92.100. 128 147.237.11. 199 Lhited Sates 1
13.92.100. 128 147.237.11. 199 Lhited Sates 1
13.92. 100. 128 147.237.13. 161 Lhited Sates 1
13.92. 100. 128 147.237.13. 161 Lhited Sates 1
13.92.100. 128 147.237.72.8 Lhited Sates 1
13.92.100. 128 147.237.77. 49 Lhited Sates 1
13.92.100. 128 147.237.77. 49 Lhited Sates 1
13.92.100. 128 147.237.77. 180 Lhited Sates 1
13.92. 100. 128 147.237.77. 180 Lhited Sates 1
13.92.122. 143 147.237.12. 196 Lhited Sates 1
13.92.122. 143 147.237.12. 196 Lhited Sates 1
13.92.122. 143 147.237.13. 88 Lhited Sates 1
13.92.122. 143 147.237.13. 88 Lhited Sates 1
13.92.122. 143 147.237.13. 88 Lhited Sates 1
13.92.122. 143 147.237.72. 79 Lhited Sates 1
13.92.122. 143 147.237.72. 79 Lhited Sates 1
13.92.122. 143 147.237.72.79 Lhited Sates 1
13.92.178. 142 147.237.0. 186 Lhited Sates 1
13.92.178. 142 147.237.0. 186 Lhited Sates 1
13.92.178. 142 147.237. 4. 221 Lhited Sates 1
13.92.178. 142 147.237.8.92 Lhited Sates 1
13.92.178. 142 147.237.11.114 Lhited Sates 1
13.92.178. 142 147.237.11. 114 Lhited Sates 1
13.92.178. 142 147.237.77. 117 Lhited Sates 1
13.92.178. 142 147.237.77. 117 Lhited Sates 1
13.92.178. 142 147.237.77. 197 Lhited Sates 1
13.92. 245. 177 147.237. 3. 192 Lhited Sates 1
13.92. 245. 177 147.237.3.192 Lhited Sates 1
13. 92. 245, 177 147.237. 3. 192 Lhited Sates 1
13.92. 245. 177 147.237.7.193 Lhited Sates 1
13.92. 245. 177 147.237.7.193 Lhited Sates 1
13.92. 245. 177 147.237.12. 84 Lhited Sates 1
13.92. 245. 177 147.237.12. 84 Lhited Sates 1
13.92. 245. 177 147.237.12. 84 Lhited Sates 1
13. 92. 245, 177 147.237.15.1 Lhited Sates 1
13.92. 245. 177 147.237.72.128 Lhited Sates 1




|Top Attackers In FW |

04- 19- 2016- 04: 02: 00 to 04-19-2016- 05: 02: 00

Attacker Address | Attacker Country | Target Address | Message | Devi ce Action | count |
169. 0. 185. 199 147.237.0.194 South Africa drop 648
189. 23. 85. 130 147.237. 76. 32 Brazil Enfbassi esRedi r ect noni t or 289
109. 65. 72. 243 147.237.76. 239 | srael egi us. gov. i | drop 288
66. 249. 78. 37 147.237. 0. 194 Lhited Sates drop 263
66. 249. 64. 178 147.237.72. 200 Lhited Sates Heal th. gov.i | drop 234
195. 200. 205. 2 147.237.76. 139 | srael call.health.gov.il drop 216
207.46.13. 19 147.237. 0. 194 Lhited Sates drop 177
65. 19. 138. 33 147.237.0. 194 Lhited Sates drop 150
119. 147. 225. 164 147.237.76. 106 Chi na nia gov.il rej ect 120
119. 147. 225. 164 147.237. 76. 106 Chi na nia gov.il noni t or 120
40.77. 167. 86 147.237.0. 194 Lhited Sates drop 108
66. 249. 78. 44 147.237.0.194 Lhited Sates drop 105
149. 88. 199. 199 147, 237.76. 106 | srael nia. gov.il noni t or 103
68. 180. 231. 29 147.237.72. 58 Lhited Sates drop 91
194. 114. 146. 227 147.237.72. 202 | srael pensyanet . nof . gov. i | drop 86
185. 27. 106. 84 147.237.76. 239 | srael egi us. gov. i | drop 72
81.218. 80. 226 147.237.0. 194 | srael drop 66
74.58. 26. 3 147.237.0.194 Canada drop 62
208. 74. 255. 40 147.237.7. 1 Lhited Sates drop 62
85. 65. 157. 94 147.237. 76. 106 | srael nia gov.il noni t or 60
180. 175. 221. 92 147.237.77. 238 Chi na Heal th M n-heal th. gov.i | noni t or 58
41. 68. 81. 76 147.237. 76. 106 Egypt nia gov.il noni t or 56
201.221.8.74 147.237.76. 32 U uguay Enfassi esRedi r ect noni t or 56
89. 73. 106. 125 147.237.76. 32 Pol and Enbassi esRedi r ect noni t or 54
2.53.45.124 147.237.77. 151 | srael rashoyot . noi n. gov. i | drop 54
87.69. 43. 216 147.237.72.103 | srael land. gov..i | drop 52
109. 67. 108. 72 147.237. 76. 26 | srael justice. gov. il noni t or 52
207. 46. 13. 147 147.237. 0. 194 Lhited Sates drop 51
157. 55. 39. 139 147.237.77. 196 Lhited Sates hi davrut . gov..i | drop 47
85. 65. 31. 90 147.237.72.111 | srael ozar. nof . gov. i | drop 46
157. 55. 39. 201 147.237.0.194 Lhited Sates drop 42
197.232. 242. 19 147.237.76. 32 Kenya Enbassi esRedi r ect noni t or 40
79. 180. 245. 136 147.237. 76. 106 | srael nia gov.il noni t or 40
207.241.229. 113 147.237.77. 128 Lhited Sates rbc. gov.il rej ect 39
68. 180. 230. 250 147.237. 1. 106 Lhited Sates dr op 37
207.241.229.113 147.237.72. 166 Lhited Sates aka.idf.il rej ect 37
8. 29. 198. 26 147.237.0.194 Lhited Sates drop 36
89. 139. 186. 141 147.237. 0. 194 | srael drop 36
8. 29. 198. 29 147.237. 0. 194 Lhited Sates drop 36
72.238.0.92 147.237.76. 239 Lhited Sates egi us. gov. i | drop 36
65. 19. 138. 61 147.237.0. 194 Lhited Sates dr op 36
157. 55. 39. 55 147.237.0.194 Lhited Sates drop 36
66. 249. 75. 147 147.237.72. 58 | srael drop 31
65. 19. 138. 34 147.237. 0. 194 Lhited Sates drop 30
199. 16. 156. 126 147.237.76. 239 Lhited Sates egi us. gov. i | drop 30
66. 249. 78. 51 147.237. 0. 194 Lhited Sates drop 30
66. 249. 75. 147 147.237.72. 58 Lhited Sates drop 29
217.132.145. 13 147.237.76. 239 | srael egi us. gov. il drop 27
46.120. 12. 45 147.237.0. 194 | srael drop 27
207.46.13.9 147.237. 0. 194 Lhited Sates drop 27




04- 19- 2016- 04: 02: 00 to 04-19-2016- 05: 02: 00

|Top Attackers In V\AF|

étotu?]ikre; Target Address |S t% Name
1. 39. 21. 166 147.237.76. 132 |Indi a 2 |Wtraceabl e SS. Sessions: Uhknown Server Certificate None
2.53.23.123 147.237.76. 26 |lsrael 1 |Dstributed Abnornal |y Long Request None
2.55.163.199 147.237. 77. 238 |l srael 12 |DOstributed wvti_ B ock
5.29.22.118 147.237.76.43 |Israel 59 |Dstributed vti B ock
23.20.205.190 [147.237.76.43 |[Lhited Sates |1 |Wauthorized URL Access to 147.237.76. 43/ B ock
23.108. 233. 181 |147.237.0. 71 Lhited Sates |2 |lhauthorized UR. Access to wan nmossad. gov.il/eng/recruit/regi ster/expl anations. aspx B ock
23.247.151. 233 |147.237.1.107 |lhited Sates |1 |Suspicious Response Code B ock
27.159. 234.88 |147.237.72.77 |China 1 |Wnhaut horized HTTP Met hod B ock
31.154.10.1 147.237.72.65 |lsrael 5 |Miltiple Wauthorized Method for Known URL from 31.154. 10. 1 B ock
Unaut hori zed URL Access to
31. 168. 4. 156 147.237.72.65 |lsrael 1 |crl.tamuz. gov.il/public/tanuzprodevg2. cer/ meswst bhneuwqgzaj bgur dgnegguabbsdgx2zc+hbr 5t 1 w |Bl ock
s/ ncevi qqj gwwgue200wnhuj kt ynel hw+ur wk50j t sceni bf wkaaaaabba=
Unaut hori zed URL Access to
31.168.79.187 |147.237.72.65 |lsrael 1 Jerl.tanuz.gov.il/public/tamuzprodevg2. cer/ meswst bhmeuwgzaj bgur dgntgguabbsdgx2zc+hbr 5t | w |B ock
s/ ncevi qqj gwague2o00wrhuj kt ynel hwtur wx50j t scchxugsmaaaaabsk=
31.210. 176. 155 |147. 237. 72. 50 |l srael 1 |Wauthorized URL Access to 147.237.72.50/ pages/ rssl i stforpagel i st. aspx B ock
37.9.122. 203 147.237.72. 69 RUss an 1 |[DOstributed QW5 unpublished attack B ock
Federati on
37.57.231. 113 [147.237.76. 132 |krai ne 6 |Dstributed PHP Attenpt B ock
Korea, Republic O stributed Uhaut hori zed URL Access on
39.7.46.86 147.237.0. 71 of i ! wan nossad. gov. i |/ (x(1) s(rdxgnf gj Oblsj oxc3ypgwesz) )/ eng/ pages/ def aul t . aspx Bl ock
40.77.167. 1 147.237.76.172 |Lhited Sates |1 |Dstributed Abnornal |y Long Request None
40.77.167. 3 147.237.76.106 |[Lhited Sates |1 |Dstributed Abnornally Long Request B ock
40. 77. 167. 16 147.237.77.18 |lhited Sates |1 |Abnornally Long Request URL B ock
40.77. 167. 26 147.237.76. 204 |Lhited Sates |1 [Suspici ous Response Code B ock
40.77.167. 29 147.237.76.26 |Lhited Sates |1 |Dstributed Abnornal |y Long Request None
40. 77. 167. 38 147.237.76.96 |Lhited Sates |1 |Dstributed PH? Attenpt B ock
40.77. 167. 43 147.237.77.90 |Lhited Sates |1 |[DOstributed Il1egal Paraneter Encodi ng None
40.77. 167. 49 147.237.0.137 |Lhited Sates |1 |lhauthorized URL Access to wwu bechirot.gov.il/commttees/arb/current chairs arb. asp B ock
40. 77. 167. 51 147.237.72. 157 |Lhited Sates |1 |Abnornal ly Long Request URL B ock
40.77.167. 77 147.237.77.225 |[Lhited Sates |4 |Dstributed Abnornal |y Long Request B ock
41. 44. 208. 96 147.237.0.71 Egypt 4 [Miltiple Wauthorized URL Access from 41. 44. 208. 96 B ock
Unaut hori zed URL Access to
41.44.208.96 147.237.0.71 Egypt L waw nossad. gov. i |/ (x( 1) s(53yvzi vui endqgdt j r dhknpxh) )/ eng/ pages/ cont act usar . aspx Bl ock
46. 19. 85. 86 147.237.72.69 |lsrael 1 [Malforned URL B ock
46. 19. 85. 86 147.237.72.69 |lsrael 1 |Whknown HTTP Request Met hod ; g=0.6, en;q=0.4 in URL B ock
46. 19. 85. 249 147.237.0. 19 | srael 3 |Suspi ci ous Response Code B ock
46. 116.232.59 |147.237.77. 238 |l srael 5 |Dstributed wvti_ B ock
46.119. 112. 23 |147.237.76. 106 |krai ne 1 |Dstributed PHP Attenpt B ock
46. 120. 166. 191 |147. 237. 72. 103 |l srael 2 |Unaut hori zed HTTP Met hod B ock
46.161.9.11  |147.237.76.106 gj:;:ﬂ o 1 |oistributed Aonormally Long Request B ock
46.161.9.11  |147.237.76. 106 |55 &N 1 |Dstributed I11egal HITP \ersion B ock
Federati on
46.161.9.11  |147.237.76. 106 | 2SS &N 1 |Dstributed vti B ock
Federati on - =
50. 253. 55. 33 147.237.72.38 |lhited Sates |1 |Admn B ocking B ock
50. 253. 55. 33 147.237.72.38 |lLhited Sates |8 |Dstributed Abnornally Long Request None
50. 253. 55. 33 147.237.72.38 |Lhited Sates |1 |lLhauthorized URL Access to wawn vet serv. noag. gov.il/vetserv B ock
52.27. 31. 67 147.237.72.65 |lhited Sates |3 |Miltiple Unauthorized Method for Known URL from 52.27. 31. 67 B ock
52. 27. 31. 67 147.237.72.65 |Lhited Sates |1 |Uhauthorized Met hod HEAD for crl.tamuz. gov.il/public/tamzrcag2. crl B ock
54.87.231.150 |147.237.1.7 Lhited Sates |1 |lhauthorized URL Access to virtual . goi srael . comirobots. t xt B ock
54.147.141. 213 |147. 237. 76. 132 [Lhited Sates |1 |lhtraceable SS Sessions: Lhknown Server Gertificate None
54.198. 245. 62 [147.237.77.18 |lhited States |1 |DOstributed wvti_ B ock
54.219.129. 123 [147. 237. 0. 52 Lhited Sates |1 |Unhtraceable SSL Sessions: Lhknown Server Certificate None
58. 187. 134. 115 |147. 237. 76. 106 [V et nam 4 |Wnhaut hori zed HTTP Met hod B ock
62.90.176. 104 |147.237.77.90 |lsrael 1 |Ostributed Illegal Paraneter Encodi ng None
62. 210. 254. 52 |147.237.77. 225 |F ance 1 |Mifornmed URL ttp://www i srael enb. org/toronto/ aboutisrael /gal l eryisrael / _t/jaffa restaurant jpg.jpg |B ock
Unaut hori zed URL Access to
62.219. 83.198 |147.237.72.65 |lsrael 1 Jerl.tanuz.gov.il/public/tamuzprodevg2. cer/ meswst bhmeuwgzaj bgur dgntgguabbsdgx2zc+hbr 5t | w |B ock
s/ ncevi qgj gwwque2o00wnhuj kt ynel hw+ur wx50j t sccrma7d/ 8aaaaaboa=
64. 62. 210. 35 147.237.76.106 |[Lhited Sates |2 |[Miltiple signatures from64.62.210. 35 B ock
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