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Top Attackers In DDoS-Defence
Attacker Address Attacker Country Target Address Signature Device Action

0.0.0.0 147.237.77.193 forward 2

0.0.0.0 147.237.77.216 drop 2

5.29.193.19 147.237.76.139 Israel drop 3

14.185.67.15 147.237.5.244 Vietnam drop 3

23.249.164.152 147.237.76.172 United States dest-reset 1

31.168.199.211 147.237.77.18 Israel drop 3

37.28.152.58 147.237.76.145 Poland drop 2

40.77.167.34 147.237.76.106 United States forward 3

46.30.168.204 147.237.5.201 Italy drop 2

46.161.9.11 147.237.76.106 Russian Federation forward 6

47.88.44.152 147.237.10.47 Canada drop 108

51.254.130.58 147.237.76.106 France forward 20

51.254.130.58 147.237.76.106 France forward 20

58.153.139.107 147.237.8.175 Hong Kong drop 1

58.196.7.148 147.237.14.255 China drop 16

61.135.189.122 147.237.76.106 China forward 6

61.136.195.22 147.237.0.27 China drop 1

61.136.195.22 147.237.0.27 China drop 2

61.136.195.22 147.237.0.71 China drop 1

61.136.195.22 147.237.9.24 China drop 1

61.136.195.22 147.237.9.59 China drop 1

61.136.195.22 147.237.9.110 China drop 1

61.136.195.22 147.237.9.126 China drop 1

61.136.195.22 147.237.9.135 China drop 1

61.136.195.22 147.237.9.167 China drop 1

61.136.195.22 147.237.9.202 China drop 1

61.136.195.22 147.237.10.11 China drop 1

61.136.195.22 147.237.10.57 China drop 1

61.136.195.22 147.237.10.89 China drop 1

61.136.195.22 147.237.10.122 China drop 1

61.136.195.22 147.237.10.221 China drop 1

61.136.195.22 147.237.72.255 China drop 1

61.136.195.22 147.237.72.255 China drop 1

61.191.251.114 147.237.0.0 China drop 1

62.210.148.246 147.237.76.106 France forward 20

62.210.148.246 147.237.76.106 France forward 20

62.219.238.220 147.237.72.24 Israel drop 3

64.74.133.83 147.237.0.194 United States drop 1

64.94.1.169 147.237.76.174 United States drop 1

64.94.1.176 147.237.76.174 United States drop 1

65.55.210.208 147.237.76.106 United States forward 11

66.240.192.138 147.237.2.191 United States drop 1

66.240.192.138 147.237.9.218 United States drop 1

66.249.64.71 147.237.76.106 Israel forward 2

66.249.64.74 147.237.77.130 Israel drop 3073

66.249.64.76 147.237.76.106 Israel forward 1

66.249.64.109 147.237.76.106 Israel forward 4

66.249.64.114 147.237.76.106 Israel forward 5

66.249.64.119 147.237.76.106 Israel forward 5

66.249.64.186 147.237.76.106 Israel dest-reset 1
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Top Attackers In IPS
Attacker Address Attacker Country Target Address Name Device Action Count

31.168.245.179 147.237.0.49 Israel 16471: HTTP: TeamViewer Communication Attempt Block 221

109.67.55.70 147.237.0.206 Israel 13689: HTTP: uTorrent Client Request Block 3

142.54.167.98 147.237.77.90 United States 22280: HTTP: Joomla Object Injection Vulnerability Block 1

27.153.162.179 147.237.77.250 China 22611: HTTP: WordPress LoginWall Fake Plugin Usage Block 1

66.249.66.47 147.237.76.172 Israel 3886: HTTP: Cross Site Scripting in POST Request Block 1

110.53.14.120 147.237.77.225 China 8479: HTTP: Suspicious HTTP Request Block 1
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Top Attackers In IDS
Attacker Address Attacker Country Target Address Name

2.53.1.123 147.237.0.64 Israel 2

2.53.9.129 147.237.0.64 Israel 5

2.53.54.31 147.237.76.136 Israel 1

5.29.241.176 147.237.76.20 Israel 6

5.102.227.194 147.237.76.45 Israel 9

5.135.116.255 147.237.72.103 France 1

13.82.25.17 147.237.4.193 United States 1

13.82.25.17 147.237.6.157 United States 1

13.82.25.17 147.237.11.84 United States 1

13.82.25.17 147.237.11.84 United States 1

13.82.25.17 147.237.11.84 United States 1

13.82.25.17 147.237.77.24 United States 1

13.82.25.17 147.237.77.24 United States 1

13.82.25.17 147.237.77.149 United States 1

13.82.25.17 147.237.77.149 United States 1

13.82.25.17 147.237.77.149 United States 1

13.92.100.128 147.237.0.115 United States 1

13.92.100.128 147.237.0.115 United States 1

13.92.100.128 147.237.0.115 United States 1

13.92.100.128 147.237.3.123 United States 1

13.92.100.128 147.237.3.123 United States 1

13.92.100.128 147.237.5.51 United States 1

13.92.100.128 147.237.13.190 United States 1

13.92.100.128 147.237.13.190 United States 1

13.92.100.128 147.237.13.190 United States 1

13.92.100.128 147.237.14.194 United States 1

13.92.100.128 147.237.14.194 United States 1

13.92.122.143 147.237.2.159 United States 1

13.92.122.143 147.237.2.159 United States 1

13.92.122.143 147.237.4.10 United States 1

13.92.122.143 147.237.4.10 United States 1

13.92.122.143 147.237.4.10 United States 1

13.92.122.143 147.237.5.44 United States 1

13.92.122.143 147.237.5.44 United States 1

13.92.122.143 147.237.6.174 United States 1

13.92.122.143 147.237.10.53 United States 1

13.92.122.143 147.237.10.53 United States 1

13.92.122.143 147.237.10.53 United States 1

13.92.122.143 147.237.13.123 United States 1

13.92.122.143 147.237.13.123 United States 1

13.92.122.143 147.237.13.151 United States 1

13.92.122.143 147.237.13.151 United States 1

13.92.122.143 147.237.13.151 United States 1

13.92.122.143 147.237.15.72 United States 1

13.92.122.143 147.237.15.72 United States 1

13.92.178.142 147.237.0.188 United States 1

13.92.178.142 147.237.9.254 United States 1

13.92.178.142 147.237.9.254 United States 1

13.92.178.142 147.237.9.254 United States 1

13.92.178.142 147.237.77.145 United States 1
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Top Attackers In FW
Attacker Address Attacker Country Target Address Message Device Action Count

169.0.185.199 147.237.0.194 South Africa drop 306

189.23.85.130 147.237.76.32 Brazil EmbassiesRedirect monitor 282

195.200.205.2 147.237.76.139 Israel call.health.gov.il drop 216

5.255.253.47 147.237.72.200 Russian Federation Health.gov.il drop 147

157.55.39.201 147.237.0.194 United States drop 138

149.88.199.199 147.237.76.106 Israel mfa.gov.il monitor 106

66.249.78.37 147.237.0.194 United States drop 105

207.46.13.114 147.237.0.194 United States drop 105

207.46.13.19 147.237.0.194 United States drop 99

103.233.100.250 147.237.76.106 Indonesia mfa.gov.il reject 92

103.233.100.250 147.237.76.106 Indonesia mfa.gov.il monitor 92

157.55.39.164 147.237.0.194 United States drop 84

40.77.167.86 147.237.0.194 United States drop 75

65.19.138.33 147.237.0.194 United States drop 72

157.55.39.126 147.237.0.194 United States drop 69

89.73.106.125 147.237.76.32 Poland EmbassiesRedirect monitor 66

46.19.86.75 147.237.76.174 Israel map.govmap.gov.il drop 63

41.68.81.76 147.237.76.106 Egypt mfa.gov.il monitor 62

208.74.255.40 147.237.14.1 United States drop 62

208.74.255.40 147.237.11.1 United States drop 62

208.74.255.40 147.237.13.1 United States drop 62

201.221.8.74 147.237.76.32 Uruguay EmbassiesRedirect monitor 58

87.71.39.152 147.237.0.194 Israel drop 54

129.10.115.51 147.237.76.239 United States egius.gov.il drop 54

207.46.13.93 147.237.0.194 United States drop 54

66.249.78.51 147.237.0.194 United States drop 54

85.65.157.94 147.237.76.106 Israel mfa.gov.il monitor 54

109.67.108.72 147.237.76.26 Israel justice.gov.il monitor 53

109.64.125.245 147.237.72.103 Israel land.gov.il drop 48

207.46.13.76 147.237.0.194 United States drop 48

68.180.231.26 147.237.0.194 United States drop 48

207.46.13.147 147.237.0.194 United States drop 42

157.55.39.194 147.237.0.194 United States drop 42

197.232.242.19 147.237.76.32 Kenya EmbassiesRedirect monitor 40

79.180.245.136 147.237.76.106 Israel mfa.gov.il monitor 40

87.71.101.246 147.237.72.103 Israel land.gov.il drop 39

157.55.39.55 147.237.0.194 United States drop 39

185.120.125.2 147.237.72.103 Israel land.gov.il drop 39

65.19.138.61 147.237.0.194 United States drop 36

89.139.186.141 147.237.0.194 Israel drop 36

68.180.230.250 147.237.1.106 United States drop 36

109.65.178.32 147.237.76.174 Israel map.govmap.gov.il drop 36

157.55.39.64 147.237.0.194 United States drop 36

31.168.93.79 147.237.76.174 Israel map.govmap.gov.il drop 36

8.29.198.29 147.237.0.194 United States drop 36

157.55.39.9 147.237.77.196 United States hidavrut.gov.il drop 36

157.55.39.139 147.237.77.196 United States hidavrut.gov.il drop 36

66.249.75.147 147.237.72.58 Israel drop 35

68.180.228.46 147.237.76.239 United States egius.gov.il drop 33

184.146.37.193 147.237.72.58 Canada drop 33
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Top Attackers In WAF
Attacker
Address

Attacker
Country

Target Address SiteName
Device
Action

2.53.4.1 147.237.77.230 Israel 1 Too Many Headers per Response - 26 Headers Block

2.55.173.56 147.237.1.105 Israel 1 Distributed Abnormally Long Request None

5.9.6.51 147.237.0.120 Germany 2 Multiple Unauthorized URL Access from 5.9.6.51 Block

5.9.6.51 147.237.0.120 Germany 1 Unauthorized URL Access to www.miluim.aka.idf.il/shared/usercontrols/headerupper/ Block

5.29.22.118 147.237.76.43 Israel 58 Distributed _vti_ Block

5.29.241.176 147.237.76.20 Israel 6 Distributed _vti_ Block

5.102.218.7 147.237.77.90 Israel 1 Distributed Illegal Parameter Encoding None

5.102.227.194 147.237.76.45 Israel 9 Distributed _vti_ Block

5.143.231.45 147.237.77.225
Russian
Federation

1
Cookie Injection on cookie WebAnalyticsSessionId2 with value
f8975578-3aa9-4990-9816-5a4877598f4e

None

14.192.214.95 147.237.76.106 Malaysia 1 Distributed PHP Attempt Block

14.192.214.95 147.237.77.238 Malaysia 1 PHP Attempt Block

23.249.164.152 147.237.76.106 United States 3 Distributed _vti_ Block

23.249.164.152 147.237.76.172 United States 1 Distributed _vti_ Block

24.214.14.227 147.237.0.46 United States 8 Multiple Unauthorized URL Access from 24.214.14.227 None

27.153.162.179 147.237.77.250 China 5 Distributed PHP Attempt Block

27.159.234.88 147.237.76.172 China 1 Distributed Unauthorized Http Methods Block

27.159.234.88 147.237.77.250 China 1 Unauthorized HTTP Method Block

31.154.10.1 147.237.72.65 Israel 5 Multiple Unauthorized Method for Known URL from 31.154.10.1 Block

31.168.4.156 147.237.72.65 Israel 1
Unauthorized URL Access to
crl.tamuz.gov.il/public/tamuzprodevg2.cer/meswstbhmeuwqzajbgurdgmcgguabbsdqx2zc+hbr5tlw
s/mccviqqjgwwque2o0wmhujktymzlhw+urwx5ojtsccnibfwkaaaaabba=

Block

31.168.6.46 147.237.76.69 Israel 2 Distributed Abnormally Long Request None

31.168.79.187 147.237.72.65 Israel 1
Unauthorized URL Access to
crl.tamuz.gov.il/public/tamuzprodevg2.cer/meswstbhmeuwqzajbgurdgmcgguabbsdqx2zc+hbr5tlw
s/mccviqqjgwwque2o0wmhujktymzlhw+urwx5ojtscchxugsmaaaaabsk=

Block

31.168.199.211 147.237.77.18 Israel 1 Distributed Unauthorized HTTP Method Block

37.46.41.126 147.237.77.90 Israel 1 Distributed Illegal Parameter Encoding None

37.59.30.209 147.237.76.106 France 1 Distributed Abnormally Long Request Block

37.59.30.209 147.237.76.106 France 1 Distributed Illegal HTTP Version Block

38.99.96.175 147.237.76.106 United States 1 Distributed _vti_ Block

40.77.167.1 147.237.76.172 United States 1 Distributed Abnormally Long Request None

40.77.167.14 147.237.0.71 United States 1 Multiple Unauthorized URL Access from 40.77.167.14 Block

40.77.167.14 147.237.0.71 United States 1 Unauthorized URL Access to mossad.gov.il/manager/buy-amoxicillin-gel/ Block

40.77.167.43 147.237.77.90 United States 4 Distributed Illegal Parameter Encoding None

40.77.167.57 147.237.77.90 United States 1 Distributed Illegal Parameter Encoding None

40.77.167.73 147.237.0.71 United States 4 Multiple Unauthorized URL Access from 40.77.167.73 Block

40.77.167.73 147.237.0.71 United States 1
Unauthorized URL Access to
www.mossad.gov.il/(x(1)s(dq0byktxwriko5z2f1gzfznr))/eng/history/pages/zvi-zamir-.aspx

Block

40.77.167.77 147.237.77.225 United States 1 Distributed Abnormally Long Request Block

40.77.167.78 147.237.0.46 United States 1 Multiple Untraceable SSL Sessions from 40.77.167.78 (Unknown Server Certificate) None

40.77.167.78 147.237.0.46 United States 1 SSL Untraceable Connection - Unknown Server Certificate None

40.77.167.78 147.237.0.46 United States 1 Unauthorized URL Access to survey.gov.il/robots.txt None

40.77.167.85 147.237.77.130 United States 1 Suspicious Response Code Block

40.77.167.104 147.237.76.26 United States 1 Distributed Abnormally Long Request None

41.200.247.67 147.237.76.106 Algeria 1 Distributed PHP Attempt Block

41.200.247.67 147.237.77.193 Algeria 1 PHP Attempt Block

41.251.89.2 147.237.0.71 Morocco 1 Admin Blocking Block

41.251.89.2 147.237.0.71 Morocco 1 Unauthorized URL Access to www.mossad.gov.il/admin Block

45.55.154.157 147.237.72.224 United States 1 Distributed Half Width EncodingAttempt None

46.19.85.28 147.237.77.90 Israel 1 Distributed Illegal Parameter Encoding None

46.19.85.151 147.237.76.155 Israel 1 Multiple Untraceable SSL Sessions from 46.19.85.151 (sigalgs DoS Attack) None

46.19.85.151 147.237.76.155 Israel 1 SSL Untraceable Connection - sigalgs DoS Attack None

46.19.123.125 147.237.76.106 France 2 Distributed _vti_ Block

46.119.112.23 147.237.76.106 Ukraine 1 Distributed PHP Attempt Block

52.19.115.28 147.237.76.101 Ireland 1
Illegal Parameter Encoding webUrl in
www.boi.org.il/he/consumerinformation/restrictedaccountsandcustomers/_layouts/boi/handlers/we
bparthandler.aspx

None
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