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|Top Attackers | n DDoS- Def ence |

04- 19- 2016- 03: 02: 07 to 04-19- 2016- 04: 02: 07

Attacker Address | Attacker Country | Target Address |9 gnature | Devi ce Action
0.0.0.0 147.237.77. 193 forward 2
0.0.0.0 147.237.77. 216 drop 2
5.29.193. 19 147.237.76. 139 | srael drop 3
14.185. 67. 15 147.237. 5. 244 i et nam drop 3
23. 249. 164. 152 147.237.76.172 Lhited Sates dest - r eset 1
31.168.199. 211 147.237.77. 18 | srael drop 3
37.28. 152, 58 147.237.76. 145 Pol and drop 2
40.77.167. 34 147.237.76. 106 Lhited Sates forward 3
46. 30. 168. 204 147.237. 5. 201 Italy drop 2
46.161.9.11 147.237.76. 106 Russi an Federation forward 6
47.88. 44. 152 147. 237. 10. 47 Canada dr op 108
51. 254. 130. 58 147.237.76. 106 France forward 20
51. 254. 130. 58 147.237.76. 106 France forward 20
58. 153. 139. 107 147.237.8. 175 Hong Kong drop 1
58. 196. 7. 148 147.237. 14. 255 Chi na drop 16
61. 135. 189. 122 147.237.76. 106 Chi na forward 6
61.136. 195. 22 147.237. 0. 27 Chi na dr op 1
61.136. 195. 22 147.237.0. 27 Chi na drop 2
61. 136. 195. 22 147.237.0.71 Chi na drop 1
61. 136. 195. 22 147.237.9. 24 Chi na drop 1
61. 136. 195. 22 147.237.9.59 Chi na drop 1
61. 136. 195. 22 147.237.9. 110 Chi na drop 1
61.136. 195. 22 147.237.9. 126 Chi na dr op 1
61.136. 195. 22 147.237.9. 135 Chi na drop 1
61. 136. 195. 22 147.237.9. 167 Chi na drop 1
61. 136. 195. 22 147.237.9. 202 Chi na drop 1
61. 136. 195. 22 147.237.10. 11 Chi na drop 1
61. 136. 195. 22 147.237. 10. 57 Chi na drop 1
61.136. 195. 22 147. 237. 10. 89 Chi na dr op 1
61.136. 195. 22 147.237.10. 122 Chi na drop 1
61. 136. 195. 22 147.237.10. 221 Chi na drop 1
61. 136. 195. 22 147.237.72. 255 Chi na drop 1
61. 136. 195. 22 147.237.72. 255 Chi na drop 1
61. 191. 251. 114 147.237.0.0 Chi na drop 1
62.210. 148. 246 147.237.76. 106 France f orwar d 20
62. 210. 148. 246 147.237.76. 106 France forward 20
62. 219, 238. 220 147.237.72. 24 | srael drop 3
64.74.133. 83 147.237.0. 194 Lhited Sates drop 1
64.94. 1. 169 147.237.76.174 Lhited Sates drop 1
64.94.1.176 147.237.76. 174 Lhited Sates drop 1
65. 55. 210. 208 147.237.76. 106 Lhited Sates forward 11
66. 240. 192. 138 147.237.2.191 Lhited Sates drop 1
66. 240. 192. 138 147.237.9. 218 Lhited Sates drop 1
66. 249. 64. 71 147.237.76. 106 | srael forward 2
66. 249. 64. 74 147.237.77. 130 | srael drop 3073
66. 249. 64. 76 147.237.76. 106 | srael forward 1
66. 249. 64. 109 147.237. 76. 106 | srael forward 4
66. 249. 64. 114 147.237.76. 106 | srael forward 5
66. 249. 64. 119 147.237.76. 106 | srael forward 5
66. 249. 64. 186 147.237.76. 106 | srael dest - r eset 1




04- 19- 2016- 03: 02: 07 to 04-19- 2016- 04: 02: 07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Tar get Address |NarTe |Davi ce Action |Count |
31.168. 245. 179 147.237.0. 49 | srael 16471: HITP: TeanVi ewer Communi cation Attenpt Bl ock 221

109. 67. 55. 70 147.237. 0. 206 | srael 13689: HITP. uTorrent dient Request B ock 3

142. 54. 167. 98 147.237.77. 90 Lhited Sates 22280: HITP. Joonha (hject Injection Vulnerability Bl ock 1
27.153.162. 179 147.237.77. 250 Chi na 22611: HITP. WrdPress Logi nVél | Fake P ugi n Usage Bl ock 1

66. 249. 66. 47 147.237.76.172 | srael 3886: HITP. Goss Ste Scripting in PGST Request Bl ock 1

110. 53. 14. 120 147.237.77. 225 Chi na 8479: HITP. Suspi ci ous HITP Request Bl ock 1




04- 19- 2016- 03: 02: 07 to 04-19- 2016- 04: 02: 07

|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address | Name
2.53.1.123 147.237.0. 64 | srael 2
2.53.9.129 147.237.0. 64 | srael 5
2.53.54. 31 147.237.76. 136 | srael 1
5.29.241.176 147.237.76. 20 | srael 6
5.102. 227. 194 147.237.76. 45 | srael 9
5. 135. 116. 255 147.237.72.103 F ance 1
13.82.25. 17 147.237.4.193 Lhited Sates 1
13.82.25. 17 147.237. 6. 157 Lhited Sates 1
13.82.25. 17 147.237.11. 84 Lhited Sates 1
13.82.25. 17 147.237.11. 84 Lhited Sates 1
13.82. 25. 17 147.237.11. 84 Lhited Sates 1
13.82. 25. 17 147.237.77. 24 Lhited Sates 1
13.82.25. 17 147.237.77. 24 Lhited Sates 1
13.82.25. 17 147.237.77. 149 Lhited Sates 1
13.82.25. 17 147.237.77. 149 Lhited Sates 1
13.82.25. 17 147.237.77. 149 Lhited Sates 1
13.92.100. 128 147.237.0.115 Lhited Sates 1
13.92.100. 128 147.237.0.115 Lhited Sates 1
13.92.100. 128 147.237.0.115 Lhited Sates 1
13.92.100. 128 147.237.3.123 Lhited Sates 1
13.92.100. 128 147.237. 3. 123 Lhited Sates 1
13.92.100. 128 147.237.5.51 Lhited Sates 1
13.92. 100. 128 147.237.13. 190 Lhited Sates 1
13.92. 100. 128 147.237.13. 190 Lhited Sates 1
13.92.100. 128 147.237.13. 190 Lhited Sates 1
13.92.100. 128 147.237.14. 194 Lhited Sates 1
13.92.100. 128 147.237.14. 194 Lhited Sates 1
13.92.122. 143 147.237. 2. 159 Lhited Sates 1
13.92.122. 143 147.237. 2. 159 Lhited Sates 1
13.92.122. 143 147.237.4. 10 Lhited Sates 1
13.92.122. 143 147.237.4.10 Lhited Sates 1
13.92.122. 143 147.237.4.10 Lhited Sates 1
13.92.122. 143 147.237.5. 44 Lhited Sates 1
13.92.122. 143 147.237.5. 44 Lhited Sates 1
13.92.122. 143 147.237.6.174 Lhited Sates 1
13.92.122. 143 147.237.10. 53 Lhited Sates 1
13.92.122. 143 147.237.10. 53 Lhited Sates 1
13.92.122. 143 147.237. 10. 53 Lhited Sates 1
13.92.122. 143 147.237.13. 123 Lhited Sates 1
13.92.122. 143 147.237.13. 123 Lhited Sates 1
13.92.122. 143 147.237.13. 151 Lhited Sates 1
13.92.122. 143 147.237.13. 151 Lhited Sates 1
13.92.122. 143 147.237.13. 151 Lhited Sates 1
13.92.122. 143 147.237.15.72 Lhited Sates 1
13.92.122. 143 147.237.15.72 Lhited Sates 1
13.92.178. 142 147.237.0. 188 Lhited Sates 1
13.92.178. 142 147.237.9. 254 Lhited Sates 1
13.92.178. 142 147.237.9. 254 Lhited Sates 1
13.92.178. 142 147.237.9. 254 Lhited Sates 1
13.92.178. 142 147.237.77. 145 Lhited Sates 1




|Top Attackers In FW |

04- 19- 2016- 03: 02: 07 to 04-19- 2016- 04: 02: 07

Attacker Address | A tacker Country | Target Address | Message | Devi ce Action | count |
169. 0. 185. 199 147.237.0.194 South Africa drop 306
189. 23. 85. 130 147.237.76. 32 Brazi | Entassi esRedi r ect noni t or 282
195. 200. 205. 2 147.237.76. 139 | srael call.heal th.gov.il drop 216
5. 255. 253. 47 147.237. 72. 200 Russi an Federati on Heal th. gov.i | drop 147
157. 55. 39. 201 147.237.0. 194 Lhited Sates drop 138
149. 88. 199. 199 147.237. 76. 106 | srael nia. gov.il noni t or 106
66. 249. 78. 37 147.237.0.194 Lhited Sates drop 105
207.46.13. 114 147.237.0.194 Lhited Sates drop 105
207.46.13. 19 147.237.0.194 Lhited Sates drop 99
103. 233. 100. 250 147.237. 76. 106 | ndonesi a nia gov.il rej ect 92
103. 233. 100. 250 147.237.76. 106 | ndonesi a nia gov.il noni t or 92
157. 55. 39. 164 147.237.0.194 Lhited Sates drop 84
40.77. 167. 86 147.237.0.194 Lhited Sates drop 75
65. 19. 138. 33 147.237.0.194 Lhited Sates drop 72
157. 55. 39. 126 147.237.0.194 Lhited Sates drop 69
89. 73. 106. 125 147.237.76. 32 Pol and Enfbassi esRedi r ect noni t or 66
46. 19. 86. 75 147.237.76.174 | srael nap. govnap. gov. i | drop 63
41.68.81. 76 147.237. 76. 106 Egypt nia. gov.il noni t or 62
208. 74. 255. 40 147.237.14. 1 Lhited Sates drop 62
208. 74. 255. 40 147.237.11. 1 Lhited Sates drop 62
208. 74. 255. 40 147.237.13. 1 Lhited Sates drop 62
201.221.8.74 147.237.76. 32 U uguay Enfbassi esRedi r ect noni t or 58
87.71.39. 152 147.237.0.194 | srael drop 54
129. 10. 115. 51 147.237. 76. 239 Lhited Sates egi us. gov. i | drop 54
207.46. 13. 93 147.237.0.194 Lhited Sates drop 54
66. 249. 78. 51 147.237.0.194 Lhited Sates drop 54
85. 65. 157. 94 147.237. 76. 106 | srael nia gov.il noni t or 54
109. 67. 108. 72 147.237.76. 26 | srael j usti ce. gov.i | noni t or 53
109. 64. 125. 245 147.237.72. 103 | srael | and. gov..i | drop 48
207. 46.13. 76 147.237.0.194 Lhited Sates drop 48
68. 180. 231. 26 147.237.0.194 Lhited Sates drop 48
207. 46. 13. 147 147.237.0.194 Lhited Sates drop 42
157. 55. 39. 194 147.237.0. 194 Lhited Sates drop 42
197. 232. 242. 19 147.237.76. 32 Kenya Enfbassi esRedi r ect noni t or 40
79. 180. 245. 136 147.237.76. 106 | srael nia gov.il noni t or 40
87.71.101. 246 147.237.72.103 | srael land. gov.i | drop 39
157.55. 39. 55 147.237.0. 194 Lhited Sates drop 39
185. 120. 125. 2 147.237.72. 103 | srael land. gov.i | drop 39
65. 19. 138. 61 147.237.0. 194 Lhited Sates drop 36
89. 139. 186. 141 147.237.0. 194 | srael drop 36
68. 180. 230. 250 147.237.1.106 Lhited Sates dr op 36
109. 65. 178. 32 147.237.76.174 | srael nap. govnap. gov. i | drop 36
157.55. 39. 64 147.237.0. 194 Lhited Sates drop 36
31. 168. 93. 79 147.237.76.174 | srael nap. govnap. gov. i | drop 36
8. 29. 198. 29 147.237.0. 194 Lhited Sates drop 36
157.55.39.9 147.237.77. 196 Lhited Sates hi davr ut . gov. i | drop 36
157. 55. 39. 139 147.237.77. 196 Lhited Sates hi davrut. gov. i | drop 36
66. 249. 75. 147 147.237.72. 58 | srael drop 35
68. 180. 228. 46 147.237. 76. 239 Lhited Sates egi us. gov. il drop 33
184. 146. 37. 193 147.237.72.58 Canada drop 33




|Top Attackers In V\AF|

04- 19- 2016- 03: 02: 07 to 04-19- 2016- 04: 02: 07

étotu?]ikre; Target Address |S t% Name
2.53.4.1 147.237. 77. 230 |l srael 1 |Too Many Headers per Response - 26 Headers B ock
2.55.173. 56 147.237.1.105 |Israel 1 |Dstributed Abnornal |y Long Request None
5.9.6.51 147.237.0.120 |Ger nany 2 |Miltiple Wauthorized URL Access fromb5. 9. 6.51 B ock
5.9.6.51 147.237.0.120 |Ger nany 1 |Wauthorized LR Access to ww niluimaka.idf.il/shared/ usercontrol s/ header upper/ B ock
5.29.22.118 147.237.76.43 |lsrael 58 |Dstributed vti B ock
5.29.241.176 147.237.76.20 |lsrael 6 |Dstributed wvti_ B ock
5.102. 218.7 147.237.77.90 |lsrael 1 |Ostributed Illegal Paraneter Encodi ng None
5.102.227. 194 |147.237.76.45 |lsrael 9 |DOstributed wvti_ B ock
Russi an (ooki e I'njection on cooki e VébAnal yti csSessionl d2 with val ue
5. 143.231.45  J147. 237.77. 225 ooy ot on L |rae75578. 3as0. 4990. 9816, 5a48¥t7598f 4e None
14.192.214.95 |147.237.76. 106 |Mi aysi a 1 |Distributed PH? Attenpt B ock
14.192.214. 95 |147.237.77.238 |[Ml aysi a 1 |PHP Attenpt B ock
23.249. 164. 152 |147. 237. 76. 106 |Lhited Sates 3 |DOstributed wvti_ B ock
23.249.164. 152 [147.237. 76. 172 |Lhited Sates 1 |[Dstributed vti_ B ock
24.214. 14,227 |147.237.0. 46 Lhited Sates |8 |Miltiple Unauthorized URL Access from 24, 214. 14. 227 None
27.153.162. 179 |147. 237. 77. 250 |Chi na 5 |Dstributed PHP At tenpt B ock
27.159. 234. 88 [147.237.76. 172 |Chi na 1 |[Dstributed Whauthorized Htp Met hods B ock
27.159. 234.88 |147.237.77.250 |Chi na 1 |Wnhaut hori zed HTTP Met hod B ock
31.154.10.1 147.237.72. 65 |lsrael 5 |Miltiple Wauthorized Method for Known URL from 31.154.10.1 B ock
Unaut hori zed URL Access to
31.168. 4. 156 147.237.72. 65 |Israel 1 Jerl.tanuz.gov.il/public/tamzprodevg2. cer/ meswst bhmeuwgzaj bgur dgntgguabbsdgx2zc+hbr 5t | w |B ock
s/ ncevi qqj gwwgue200wnhuj kt ynel hw+ur wk50j t sceni bf wkaaaaabba=
31.168. 6. 46 147.237.76.69 |lsrael 2 |Distributed Abnornal |y Long Request None
Unaut hori zed URL Access to
31.168.79.187 |147.237.72.65 |lsrael 1 Jerl.tanuz.gov.il/public/tamzprodevg2. cer/ meswst bhmeuwgzaj bgur dgntgguabbsdgx2zc+hbr 5t | w |B ock
s/ ntevi qqj gwague2o00wrhuj kt yel hwtur wx50j t scchxugsnmaaaaabsk=
31.168. 199. 211 |147. 237. 77. 18 |l srael 1 |Dstributed Unauthorized HITP Met hod B ock
37.46.41. 126 147.237.77.90 |lsrael 1 |[Dstributed Illegal Paraneter Encoding None
37.59. 30. 209 147.237. 76. 106 |Fance 1 |Dstributed Abnornal |y Long Request B ock
37.59.30.209 |147.237.76.106 [France 1 |Dstributed Il1egal HITP \ersion B ock
38.99.96.175 [147.237.76.106 |Lhited Sates |1 |Dstributed vti_ B ock
40.77.167. 1 147.237.76.172 |Lhited Sates |1 |Dstributed Abnornal |y Long Request None
40.77.167. 14 147.237.0.71 Lhited Sates |1 |Miltiple Wauthorized URL Access from40.77.167. 14 B ock
40. 77. 167. 14 147.237.0.71 Lhited Sates |1 |Wauthorized URL Access to nossad. gov. i |/ nanager/ buy-anoxicillin-gel/ B ock
40.77. 167. 43 147.237.77.90 |Lhited Sates |4 |[DOstributed Il1egal Paraneter Encodi ng None
40. 77. 167. 57 147.237.77.90 |lhited Sates |1 |Ostributed |llegal Paraneter Encodi ng None
40.77.167. 73 147.237.0.71 Lhited Sates [4 |Miltiple Uauthorized URL Access from40. 77. 167. 73 B ock
) Unhaut hori zed URL Access to
40.77.167.73 147.237.0. 71 Uited Sates |1 wan mossad. gov. i |/ (x(1) s(dgObykt xwr i ko5z2f 1gzf znr) )/ eng/ hi st ory/ pages/ zvi - zam r - . aspx Bl ock
40.77.167. 77 147.237.77.225 |Lhited Sates |1 |Dstributed Abnornal |y Long Request B ock
40.77.167. 78 147.237.0. 46 Lhited Sates |1 |Miltiple Uhtraceabl e SS. Sessi ons from40. 77. 167. 78 (Lhknown Server Certificate) None
40.77.167. 78 147.237. 0. 46 Lhited Sates |1 |SSL Whtraceabl e Gonnection - Lhknown Server Certificate None
40.77.167. 78 147.237.0. 46 Lhited Sates |1 |lhauthorized URL Access to survey.gov.il/robots.txt None
40.77. 167. 85 147.237.77.130 |Lhited Sates |1 [Suspici ous Response Code B ock
40. 77.167. 104 |147.237.76.26 |lLhited Sates |1 |Dstributed Abnornal |y Long Request None
41.200. 247. 67 |147.237.76.106 |A geria 1 |Dstributed PHP Attenpt B ock
41.200. 247. 67 |147.237.77. 193 |Ageria 1 |PHP Attenpt B ock
41.251.89.2 147.237.0.71 Mor occo 1 |Adm n B ocking B ock
41.251. 89. 2 147.237.0.71 Mor occo 1 |Whauthorized URL Access to wwv nossad. gov.il/admn B ock
45.55. 154. 157 |147.237.72. 224 |Lhited Sates |1 |Dstributed Hal f Wdth Encodi ngAt t enpt None
46. 19. 85. 28 147.237.77.90 |lsrael 1 |[Dstributed Illegal Paraneter Encoding None
46.19. 85. 151 147.237. 76. 155 |l srael 1 |Miltiple Lhtraceabl e S Sessi ons from46. 19. 85. 151 (sigal gs DoS Attack) None
46.19. 85. 151 147.237. 76. 155 |l srael 1 |SSL Whtraceabl e Gonnection - sigal gs oS A tack None
46.19. 123. 125 |147.237.76. 106 |Fance 2 |Dstributed wvti_ B ock
46.119. 112. 23 |147.237.76. 106 |krai ne 1 |Dstributed PHP Attenpt B ock
Illegal Paraneter Encodi ng webUl in
52.19.115. 28 147.237.76.101 |Irel and 1 |wawn boi.org.il/he/ consunerinfornation/restrictedaccount sandcust oner s/ _| ayout s/ boi / handl ers/we |None
bpart handl er . aspx
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