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Top Attackers In DDoS-Defence
Attacker Address Attacker Country Target Address Signature Device Action

0.0.0.0 147.237.0.206 drop 14

0.0.0.0 147.237.0.206 drop 100

0.0.0.0 147.237.72.69 forward 4

0.0.0.0 147.237.76.106 forward 11

0.0.0.0 147.237.76.106 forward 12

0.0.0.0 147.237.76.155 drop 2

0.0.0.0 147.237.77.193 forward 6

2.53.33.240 147.237.0.206 Israel drop 4

2.53.51.179 147.237.0.206 Israel drop 16

2.53.56.44 147.237.0.206 Israel drop 1

2.53.134.110 147.237.0.206 Israel drop 1

2.53.143.127 147.237.0.206 Israel drop 1

2.53.143.127 147.237.0.206 Israel drop 3

2.53.160.197 147.237.0.206 Israel drop 1

2.55.17.51 147.237.0.206 Israel drop 5

2.55.22.144 147.237.0.206 Israel drop 2

2.55.22.144 147.237.0.206 Israel drop 2

2.55.62.231 147.237.0.206 Israel drop 2

2.55.62.231 147.237.0.206 Israel drop 2

2.55.169.146 147.237.0.206 Israel drop 6

2.55.169.146 147.237.0.206 Israel drop 4

5.22.130.92 147.237.0.206 Israel drop 7

5.22.130.92 147.237.0.206 Israel drop 1

5.22.130.92 147.237.0.206 Israel drop 6

5.22.131.76 147.237.0.206 Israel drop 1

5.22.131.76 147.237.0.206 Israel drop 3

5.22.135.247 147.237.0.206 Israel drop 8

5.22.135.247 147.237.0.206 Israel drop 12

5.29.193.19 147.237.1.12 Israel drop 1

5.29.193.19 147.237.76.106 Israel drop 3

5.62.98.98 147.237.11.18 Germany drop 1

5.102.195.109 147.237.0.206 Israel drop 2

5.102.241.191 147.237.76.26 Israel drop 18

5.102.254.122 147.237.0.206 Israel drop 2

5.102.254.122 147.237.0.206 Israel drop 1

8.37.237.52 147.237.76.20 United States drop 1

10.0.0.1 147.237.0.206 drop 18

10.0.0.1 147.237.0.206 drop 6

10.0.0.6 147.237.0.206 drop 5

10.0.0.6 147.237.0.206 drop 9

13.91.1.61 147.237.0.206 United States drop 4

15.203.169.106 147.237.0.206 Europe drop 1

15.203.169.106 147.237.0.206 Europe drop 4

23.94.14.184 147.237.1.107 United States forward 1

23.94.14.184 147.237.1.107 United States forward 1

31.13.98.116 147.237.77.77 Ireland dest-reset 1

31.13.112.120 147.237.77.77 Ireland dest-reset 1

31.44.131.94 147.237.0.206 Israel drop 2

31.154.41.17 147.237.0.206 Israel drop 3

31.168.171.134 147.237.0.206 Israel drop 3
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Top Attackers In IPS
Attacker Address Attacker Country Target Address Name Device Action Count

31.168.245.179 147.237.0.49 Israel 16471: HTTP: TeamViewer Communication Attempt Block 216

177.185.192.98 147.237.72.51 Brazil 5670: HTTP: SQL Injection (SELECT) Block 9

23.91.70.94 147.237.76.101 United States 6134: HTTP: SQL Injection Variable Declaration Evasion Block 7

177.185.192.98 147.237.72.51 Brazil 6134: HTTP: SQL Injection Variable Declaration Evasion Block 7

23.91.70.94 147.237.76.101 United States 5670: HTTP: SQL Injection (SELECT) Block 5

23.91.70.94 147.237.77.238 United States 5670: HTTP: SQL Injection (SELECT) Block 4

84.245.33.104 147.237.76.106 Netherlands 5670: HTTP: SQL Injection (SELECT) Block 4

184.168.193.34 147.237.77.238 United States 6134: HTTP: SQL Injection Variable Declaration Evasion Block 4

213.8.145.99 147.237.77.233 Israel 5670: HTTP: SQL Injection (SELECT) Block 4

184.168.193.34 147.237.77.238 United States 5670: HTTP: SQL Injection (SELECT) Block 4

109.67.55.70 147.237.0.206 Israel 13689: HTTP: uTorrent Client Request Block 2

142.54.167.98 147.237.76.134 United States 22280: HTTP: Joomla Object Injection Vulnerability Block 1

180.76.15.153 147.237.76.172 China 3886: HTTP: Cross Site Scripting in POST Request Block 1

84.245.33.104 147.237.76.106 Netherlands 6134: HTTP: SQL Injection Variable Declaration Evasion Block 1

142.54.167.98 147.237.0.194 United States 22280: HTTP: Joomla Object Injection Vulnerability Block 1

142.54.167.98 147.237.77.250 United States 22280: HTTP: Joomla Object Injection Vulnerability Block 1

197.7.235.155 147.237.0.71 Tunisia 10725: TCP: LOIC DDoS Tool Block 1

23.91.70.77 147.237.0.64 United States 5670: HTTP: SQL Injection (SELECT) Block 1
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Top Attackers In IDS
Attacker Address Attacker Country Target Address Name

2.53.22.130 147.237.0.64 Israel 2

2.53.44.76 147.237.0.64 Israel 2

2.53.131.139 147.237.77.250 Israel 1

2.53.135.183 147.237.76.136 Israel 1

2.53.152.193 147.237.0.64 Israel 1

2.53.164.3 147.237.76.134 Israel 2

2.53.166.48 147.237.0.64 Israel 8

2.53.166.185 147.237.77.238 Israel 2

2.55.147.69 147.237.76.136 Israel 1

2.60.111.167 147.237.77.225 Russian Federation 2

2.127.206.13 147.237.76.204 United Kingdom 1

5.22.134.195 147.237.0.64 Israel 1

5.22.135.146 147.237.77.250 Israel 1

5.28.134.114 147.237.0.64 Israel 1

5.28.137.181 147.237.0.64 Israel 6

5.28.182.211 147.237.72.65 Israel 1

5.28.187.183 147.237.0.64 Israel 2

5.29.27.115 147.237.77.77 Israel 4

5.29.28.221 147.237.0.64 Israel 4

5.29.57.200 147.237.76.136 Israel 1

5.29.108.218 147.237.77.77 Israel 3

5.29.112.88 147.237.77.238 Israel 7

5.29.157.151 147.237.76.26 Israel 1

5.29.158.125 147.237.77.238 Israel 1

5.29.195.87 147.237.76.136 Israel 1

5.102.212.58 147.237.76.26 Israel 6

5.102.254.122 147.237.77.250 Israel 4

5.102.254.191 147.237.0.64 Israel 1

5.144.59.7 147.237.76.136 Israel 1

5.249.30.78 147.237.76.106 Portugal 1

8.34.156.107 147.237.8.29 United States 1

13.82.25.17 147.237.5.186 United States 1

13.82.25.17 147.237.15.3 United States 1

13.82.25.17 147.237.15.3 United States 1

13.92.100.128 147.237.0.214 United States 1

13.92.100.128 147.237.0.214 United States 1

13.92.100.128 147.237.0.214 United States 1

13.92.100.128 147.237.6.121 United States 1

13.92.100.128 147.237.6.121 United States 1

13.92.100.128 147.237.6.121 United States 1

13.92.100.128 147.237.10.151 United States 1

13.92.100.128 147.237.10.151 United States 1

13.92.100.128 147.237.12.114 United States 1

13.92.100.128 147.237.12.114 United States 1

13.92.100.128 147.237.15.189 United States 1

13.92.100.128 147.237.15.189 United States 1

13.92.122.143 147.237.4.212 United States 1

13.92.122.143 147.237.15.235 United States 1

13.92.122.143 147.237.72.167 United States 1

13.92.122.143 147.237.72.167 United States 1
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Top Attackers In FW
Attacker Address Attacker Country Target Address Message Device Action Count

169.0.184.104 147.237.0.194 South Africa drop 666

85.64.81.244 147.237.77.115 Israel agmon.tehila.gov.il drop 664

66.249.78.37 147.237.0.194 United States drop 453

197.7.235.155 147.237.0.71 Tunisia mossad.gov.il reject 433

207.46.13.20 147.237.0.194 United States drop 417

140.194.40.45 147.237.76.174 United States map.govmap.gov.il drop 387

189.23.85.130 147.237.76.32 Brazil EmbassiesRedirect monitor 377

40.77.167.49 147.237.0.194 United States drop 366

157.55.39.126 147.237.0.194 United States drop 318

79.178.217.111 147.237.76.174 Israel map.govmap.gov.il drop 294

79.182.144.65 147.237.76.239 Israel egius.gov.il drop 270

31.154.150.203 147.237.0.64 Israel mof.gov.il monitor 256

157.55.39.194 147.237.0.194 United States drop 231

109.67.122.2 147.237.76.239 Israel egius.gov.il drop 228

46.117.136.221 147.237.76.239 Israel egius.gov.il drop 222

40.77.167.45 147.237.0.194 United States drop 216

195.200.205.2 147.237.76.139 Israel call.health.gov.il drop 216

207.46.13.114 147.237.0.194 United States drop 216

157.55.39.119 147.237.0.194 United States drop 201

87.70.100.165 147.237.72.103 Israel land.gov.il drop 198

79.176.100.159 147.237.76.239 Israel egius.gov.il drop 186

79.180.160.248 147.237.76.239 Israel egius.gov.il drop 180

87.69.103.56 147.237.76.239 Israel egius.gov.il drop 180

40.77.167.86 147.237.0.194 United States drop 168

207.46.13.76 147.237.0.194 United States drop 165

207.46.13.93 147.237.0.194 United States drop 162

149.88.29.158 147.237.76.18 Israel itur.mof.gov.il drop 150

65.19.138.33 147.237.0.194 United States drop 140

79.183.210.109 147.237.76.174 Israel map.govmap.gov.il drop 132

2.53.172.38 147.237.72.103 Israel land.gov.il drop 114

46.116.8.195 147.237.76.239 Israel egius.gov.il drop 108

46.117.229.52 147.237.76.239 Israel egius.gov.il drop 105

149.88.199.199 147.237.76.106 Israel mfa.gov.il monitor 104

176.151.217.116 147.237.72.58 France drop 104

77.127.18.134 147.237.72.103 Israel land.gov.il drop 93

50.197.230.225 147.237.72.24 United States auco.justice.gov.il drop 91

62.199.69.77 147.237.1.107 Denmark drop 90

197.7.235.155 147.237.0.71 Tunisia mossad.gov.il monitor 89

79.183.186.84 147.237.76.174 Israel map.govmap.gov.il drop 87

46.120.12.67 147.237.77.77 Israel moch.gov.il drop 87

109.64.250.151 147.237.72.103 Israel land.gov.il drop 81

89.138.238.17 147.237.76.239 Israel egius.gov.il drop 78

77.125.127.164 147.237.72.103 Israel land.gov.il drop 78

66.249.64.178 147.237.72.200 United States Health.gov.il drop 76

84.108.12.23 147.237.76.239 Israel egius.gov.il drop 72

46.117.108.33 147.237.76.239 Israel egius.gov.il drop 72

149.88.109.102 147.237.76.239 Israel egius.gov.il drop 72

66.249.64.123 147.237.0.194 United States drop 72

40.77.167.0 147.237.0.194 United States drop 72

46.117.38.46 147.237.76.239 Israel egius.gov.il drop 72
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Top Attackers In WAF
Attacker
Address

Attacker
Country

Target Address SiteName
Device
Action

2.53.46.132 147.237.72.51 Israel 1 Multiple Half Width EncodingAttempt from 2.53.46.132 None

2.53.48.164 147.237.77.74 Israel 1 Unauthorized URL Access to www.law.idf.il/templates/news/mobile Block

2.53.131.139 147.237.77.250 Israel 1 Distributed _vti_ Block

2.53.135.194 147.237.76.155 Israel 2 Untraceable SSL Sessions: sigalgs DoS Attack None

2.53.143.80 147.237.72.23 Israel 1 Multiple Unauthorized URL Access from 2.53.143.80 Block

2.53.143.80 147.237.72.23 Israel 1 Unauthorized URL Access to 147.237.72.23/ Block

2.53.161.74 147.237.0.228 Israel 6 Distributed Abnormally Long Request None

2.53.164.3 147.237.76.134 Israel 2 Distributed _vti_ Block

2.53.166.185 147.237.77.238 Israel 2 Distributed _vti_ Block

2.53.166.186 147.237.76.43 Israel 2 Distributed _vti_ Block

2.55.60.246 147.237.77.90 Israel 2 Distributed Illegal Parameter Encoding None

2.92.12.14 147.237.77.225
Russian
Federation

1 Distributed PHP Attempt Block

5.1.109.53 147.237.1.3 Iraq 1 Unauthorized URL Access to 147.237.1.3/ Block

5.22.131.41 147.237.76.43 Israel 59 Distributed _vti_ Block

5.22.134.248 147.237.72.201 Israel 1
Distributed Unknown Parameter on forms.gov.il/globaldata/getsequence/setform.aspx parameter
Under45Attach

None

5.22.135.111 147.237.0.19 Israel 2 Unauthorized URL Access to madim.atal.idf.il/shared/ajax/updatemakatqauntity.aspx Block

5.22.135.146 147.237.77.250 Israel 1 Distributed _vti_ Block

5.22.135.223 147.237.72.201 Israel 1
Distributed Unknown Parameter on forms.gov.il/globaldata/getsequence/setform.aspx parameter
DocumentName

None

5.28.173.239 147.237.77.90 Israel 1 Distributed Illegal Parameter Encoding None

5.28.182.211 147.237.72.65 Israel 1
Distributed Unauthorized URL Access on
crl.tamuz.gov.il/public/tamuzrcag2.cer/meswstbhmeuwqzajbgurdgmcgguabbt58n2w+wxdiq/y1oof
vlmqvpwk7aquvlqhwmucfdn4ouo4opaxtuszodocchkpmegaaaaaaam=

Block

5.28.190.87 147.237.76.172 Israel 1 Multiple Unauthorized URL Access from 5.28.190.87 Block

5.28.190.87 147.237.76.172 Israel 1
Unauthorized URL Access to
economy.gov.il/employment/manpowertraining/examinations/exampapers/

Block

5.29.22.118 147.237.76.43 Israel 59 Distributed _vti_ Block

5.29.28.221 147.237.0.64 Israel 1
Distributed Unauthorized URL Access on
mof.gov.il/hrights/newsandupdates/pages/mess_20160417.aspx

Block

5.29.88.157 147.237.72.225 Israel 13 Distributed Unauthorized Http Methods Block

5.29.112.88 147.237.77.238 Israel 7 Distributed _vti_ Block

5.29.120.5 147.237.72.201 Israel 11
Unknown Parameter quot;tel:036217891&quot; x-apple-data-detectors in
forms.gov.il/globaldata/getsequence/printform.aspx

None

5.29.134.145 147.237.76.43 Israel 2 Distributed _vti_ Block

5.29.158.125 147.237.77.238 Israel 1 Distributed _vti_ Block

5.29.170.7 147.237.76.155 Israel 1 Untraceable SSL Sessions: sigalgs DoS Attack None

5.29.174.154 147.237.1.105 Israel 1 Distributed Abnormally Long Request None

5.29.209.201 147.237.76.26 Israel 5 Distributed Unauthorized Http Methods Block

5.29.209.201 147.237.77.225 Israel 4 Distributed Unauthorized HTTP Method Block

5.29.225.101 147.237.76.43 Israel 2 Distributed _vti_ Block

5.62.30.143 147.237.76.96
United
Kingdom

1 PHP Attempt Block

5.102.210.179 147.237.72.43 Israel 10 Distributed Unauthorized Http Methods Block

5.102.254.122 147.237.77.250 Israel 10 Distributed _vti_ Block

5.248.253.133 147.237.77.216 Ukraine 3 Unauthorized URL Access to www.idf.il/1556-en/ Block

5.249.30.78 147.237.76.106 Portugal 1 Distributed _vti_ Block

5.255.253.6 147.237.72.50
Russian
Federation

1 Unauthorized URL Access to 147.237.72.50/mavatps/forms/sv4.aspx Block

5.255.253.54 147.237.0.71
Russian
Federation

1
Unauthorized URL Access to
www.mossad.gov.il/(x(1)s(ld04ptxmutd2cij3purs5x1k))/heb/careers/pages/all.aspx

Block

8.37.235.49 147.237.77.216 United States 6 Distributed Unauthorized URL Access on www.idf.il/error.htm Block

10.106.50.12 147.237.76.26 5 Distributed Unauthorized Http Methods Block

17.142.157.134 147.237.0.71 United States 6 Multiple Unauthorized URL Access from 17.142.157.134 Block

17.142.157.134 147.237.0.71 United States 1 Unauthorized URL Access to mossad.gov.il/apple-app-site-association Block

17.142.159.139 147.237.0.71 United States 1 Unauthorized URL Access to www.mossad.gov.il/apple-app-site-association Block

23.80.148.202 147.237.72.24 United States 1 Distributed Unauthorized URL Access on 147.237.72.24/webojsite/companieslist.aspx Block

23.249.164.152 147.237.0.71 United States 4 Multiple Unauthorized URL Access from 23.249.164.152 Block

23.249.164.152 147.237.0.71 United States 1 Multiple _vti_ from 23.249.164.152 Block

23.249.164.152 147.237.76.106 United States 2 Distributed _vti_ Block
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