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04- 18- 2016-22: 02: 05 to 04-18-2016-23: 02: 05

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |9 gnature | Devi ce Action
0.0.0.0 147.237. 0. 206 drop 14
0.0.0.0 147.237. 0. 206 drop 100
0.0.0.0 147.237.72. 69 forward 4
0.0.0.0 147.237. 76. 106 forward 11
0.0.0.0 147.237.76. 106 forward 12
0.0.0.0 147.237.76. 155 dr op 2
0.0.0.0 147.237.77.193 forward 6
2.53. 33. 240 147.237. 0. 206 | srael drop 4
2.53.51.179 147.237. 0. 206 | srael drop 16
2.53. 56. 44 147.237. 0. 206 | srael drop 1
2.53.134. 110 147.237. 0. 206 | srael drop 1
2.53.143. 127 147.237. 0. 206 | srael dr op 1
2.53.143. 127 147.237. 0. 206 | srael drop 3
2.53.160. 197 147.237. 0. 206 | srael drop 1
2.55.17.51 147.237. 0. 206 | srael drop 5
2.55.22. 144 147.237. 0. 206 | srael drop 2
2.55.22.144 147.237. 0. 206 | srael drop 2
2.55.62.231 147.237. 0. 206 | srael dr op 2
2.55. 62,231 147.237. 0. 206 | srael drop 2
2.55.169. 146 147.237. 0. 206 | srael drop 6
2.55.169. 146 147.237. 0. 206 | srael drop 4
5. 22.130. 92 147.237. 0. 206 | srael drop 7
5.22.130. 92 147.237. 0. 206 | srael drop 1
5.22.130. 92 147.237. 0. 206 | srael dr op 6
5.22.131.76 147.237. 0. 206 | srael drop 1
5.22.131.76 147.237. 0. 206 | srael drop 3
5. 22.135. 247 147.237. 0. 206 | srael drop 8
5.22.135. 247 147.237. 0. 206 | srael drop 12
5.29.193. 19 147.237.1.12 | srael drop 1
5.29.193. 19 147.237.76. 106 | srael dr op 3
5. 62. 98. 98 147.237.11. 18 Cer nany drop 1
5. 102. 195. 109 147.237. 0. 206 | srael drop 2
5.102. 241. 191 147.237.76. 26 | srael drop 18
5. 102. 254. 122 147.237. 0. 206 | srael drop 2
5.102. 254. 122 147.237. 0. 206 | srael drop 1
8.37.237.52 147.237.76. 20 Lhited Sates dr op 1
10.0.0.1 147.237. 0. 206 drop 18
10.0.0. 1 147.237. 0. 206 drop 6
10.0.0. 6 147.237. 0. 206 drop 5
10.0.0. 6 147.237. 0. 206 drop 9
13.91.1.61 147.237. 0. 206 Lhited Sates drop 4
15. 203. 169. 106 147.237. 0. 206 Eur ope dr op 1
15. 203. 169. 106 147.237. 0. 206 Eur ope drop 4
23.94.14.184 147.237. 1. 107 Lhited Sates forward 1
23.94.14. 184 147.237. 1. 107 Lhited Sates forward 1
31.13.98. 116 147.237.77. 77 Irel and dest - reset 1
31.13.112. 120 147.237.77. 77 Irel and dest - r eset 1
31.44.131.94 147.237. 0. 206 | srael dr op 2
31.154. 41. 17 147.237. 0. 206 | srael drop 3
31.168. 171. 134 147.237. 0. 206 | srael drop 3




|Top Attackers In IPS|

04- 18- 2016-22: 02: 05 to 04-18-2016-23: 02: 05

Attacker Address \Attacker Gount ry |Tar get Address | Name |Davi ce Action |Oount |
31.168. 245. 179 147.237.0. 49 | srael 16471: HITP. TeanM ewer Communi cation Attenpt B ock 216
177.185. 192. 98 147.237.72.51 B azi | 5670: HITP. SQ I njection (SELECT) B ock 9
23.91.70. 94 147.237.76.101 Lhited Sates 6134: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 7
177.185. 192. 98 147.237.72.51 Brazil 6134: HITP. S Injection Variabl e Decl arati on Evasi on B ock 7
23.91.70.94 147.237.76.101 Lhited Sates 5670: HITP. S I njection (SEHECT) B ock 5
23.91.70.94 147.237.77.238 Lhited Sates 5670: HITP. SQ. I njection (SE.ECT) B ock 4
84. 245. 33. 104 147.237.76. 106 Net her | ands 5670: HITP. SQ. I njection (SE.ECT) B ock 4
184. 168. 193. 34 147.237.77.238 Lhited Sates 6134: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 4
213. 8. 145. 99 147.237.77. 233 | srael 5670: HITP. SQ Injection (SELECT) B ock 4
184. 168. 193. 34 147.237.77.238 Lhited Sates 5670: HITP. SQ I njection (SEHECT) B ock 4
109. 67. 55. 70 147.237. 0. 206 | srael 13689: HITP. uTorrent dient Request B ock 2
142. 54. 167. 98 147.237.76.134 Lhited Sates 22280: HITP. Joonha yj ect Injection Vil nerability B ock 1
180. 76. 15. 153 147.237.76.172 Chi na 3886: HITP. Qoss Ste Scripting i n POST Request B ock 1
84.245. 33. 104 147.237.76. 106 Net her | ands 6134: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 1
142. 54. 167. 98 147.237.0.194 Lhited Sates 22280; HITP. Joonha (hj ect Injection Vil nerability B ock 1
142.54. 167. 98 147.237.77. 250 Lhited Sates 22280: HITP. Joonha (bj ect |njection Vulnerability B ock 1
197.7.235. 155 147.237.0.71 Tuni si a 10725: TCP. LA C DDoS Tool B ock 1
23.91.70.77 147.237.0. 64 Lhited Sates 5670: HITP. SQ. I njection (SE.ECT) B ock 1




|Top Attackers In |D|

04- 18- 2016-22: 02: 05 to 04-18-2016-23: 02: 05

Attacker Address | Attacker Country | Target Address | Name
2.53.22.130 147.237.0. 64 | srael 2
2.53.44.76 147.237.0. 64 | srael 2
2.53.131. 139 147.237.77. 250 | srael 1
2.53.135. 183 147.237.76. 136 | srael 1
2.53.152.193 147.237. 0. 64 | srael 1
2.53.164.3 147.237.76. 134 | srael 2
2.53.166. 48 147.237.0. 64 | srael 8
2.53.166. 185 147.237.77. 238 | srael 2
2.55. 147. 69 147.237.76. 136 | srael 1
2.60.111. 167 147.237.77. 225 Russi an Federation 2
2.127.206. 13 147.237. 76. 204 Uni ted Ki ngdom 1
5.22.134.195 147.237.0. 64 | srael 1
5.22.135. 146 147.237.77. 250 | srael 1
5.28.134. 114 147.237.0. 64 | srael 1
5.28.137.181 147.237.0. 64 | srael 6
5.28.182. 211 147.237.72. 65 | srael 1
5.28.187. 183 147.237.0. 64 | srael 2
5.29.27.115 147.237.77. 77 | srael 4
5. 29. 28. 221 147.237.0. 64 | srael 4
5.29.57. 200 147.237. 76. 136 | srael 1
5. 29.108. 218 147.237.77. 77 | srael 3
5.29.112. 88 147.237.77. 238 | srael 7
5.29. 157. 151 147.237.76. 26 | srael 1
5.29. 158. 125 147.237.77.238 | srael 1
5.29. 195. 87 147.237.76. 136 | srael 1
5.102. 212. 58 147.237.76. 26 | srael 6
5. 102. 254. 122 147.237.77. 250 | srael 4
5.102. 254. 191 147.237.0. 64 | srael 1
5.144.59.7 147.237.76. 136 | srael 1
5. 249. 30. 78 147.237.76. 106 Port ugal 1
8. 34. 156. 107 147.237.8. 29 Lhited Sates 1
13.82.25. 17 147.237. 5. 186 Lhited Sates 1
13.82.25. 17 147.237.15. 3 Lhited Sates 1
13.82.25. 17 147.237.15. 3 Lhited Sates 1
13.92. 100. 128 147.237.0.214 Lhited Sates 1
13.92. 100. 128 147.237.0.214 Lhited Sates 1
13.92.100. 128 147.237.0. 214 Lhited Sates 1
13.92.100. 128 147.237.6.121 Lhited Sates 1
13.92.100. 128 147.237. 6. 121 Lhited Sates 1
13.92.100. 128 147.237. 6. 121 Lhited Sates 1
13.92.100. 128 147.237.10. 151 Lhited Sates 1
13.92.100. 128 147.237.10. 151 Lhited Sates 1
13.92.100. 128 147.237.12.114 Lhited Sates 1
13.92.100. 128 147.237.12. 114 Lhited Sates 1
13.92.100. 128 147.237.15. 189 Lhited Sates 1
13.92.100. 128 147.237.15. 189 Lhited Sates 1
13.92.122. 143 147.237. 4. 212 Lhited Sates 1
13.92.122. 143 147.237.15. 235 Lhited Sates 1
13.92.122. 143 147.237.72. 167 Lhited Sates 1
13.92.122. 143 147.237.72. 167 Lhited Sates 1




|Top Attackers In FW |

04- 18- 2016-22: 02: 05 to 04-18-2016-23: 02: 05

Attacker Address | Attacker Country | Target Address | Message | Devi ce Action | count
169. 0. 184. 104 147.237. 0. 194 South Africa drop 666
85. 64. 81. 244 147.237.77. 115 | srael agnon. tehi | a. gov. i | drop 664
66. 249. 78. 37 147.237. 0. 194 Lhited Sates drop 453
197. 7. 235. 155 147.237.0. 71 Tuni si a nossad. gov. i | rej ect 433
207. 46. 13. 20 147.237.0. 194 Lhited Sates drop 417
140. 194. 40. 45 147.237.76. 174 Lhited Sates nap. govnap. gov. i | dr op 387
189. 23. 85. 130 147.237.76. 32 Brazil Enfbassi esRedi r ect noni t or 377
40.77. 167. 49 147.237. 0. 194 Lhited Sates drop 366
157. 55. 39. 126 147.237. 0. 194 Lhited Sates drop 318
79.178.217.111 147.237.76. 174 | srael nap. govnap. gov. i | drop 294
79.182. 144. 65 147.237. 76. 239 | srael egi us. gov. i | drop 270
31. 154. 150. 203 147.237.0. 64 | srael nof . gov. i |l noni t or 256
157.55. 39. 194 147.237.0.194 Lhited Sates drop 231
109. 67. 122. 2 147.237.76. 239 | srael egi us. gov. i | drop 228
46.117. 136. 221 147.237.76. 239 | srael egi us. gov. i | drop 222
40. 77. 167. 45 147.237. 0. 194 Lhited Sates drop 216
195. 200. 205. 2 147.237.76. 139 | srael call.health.gov.il drop 216
207.46.13. 114 147.237.0.194 Lhited Sates drop 216
157.55. 39. 119 147.237.0. 194 Lhited Sates drop 201
87.70. 100. 165 147.237.72.103 | srael | and. gov.i | drop 198
79.176. 100. 159 147.237.76. 239 | srael egi us. gov. i | drop 186
79. 180. 160. 248 147.237.76. 239 | srael egi us. gov. i | drop 180
87. 69. 103. 56 147.237. 76. 239 | srael egi us. gov. i | drop 180
40.77.167. 86 147.237.0.194 Lhited Sates drop 168
207.46.13. 76 147.237. 0. 194 Lhited Sates drop 165
207.46.13. 93 147.237. 0. 194 Lhited Sates drop 162
149. 88. 29. 158 147.237.76. 18 | srael itur. nof.gov.il drop 150
65. 19. 138. 33 147.237. 0. 194 Lhited Sates drop 140
79.183. 210. 109 147.237.76. 174 | srael nap. govnap. gov. i | drop 132
2.53.172. 38 147.237.72.103 | srael | and. gov.i | dr op 114
46.116. 8. 195 147, 237.76. 239 | srael egi us. gov. i drop 108
46.117. 229. 52 147.237.76. 239 | srael egi us. gov. il drop 105
149. 88. 199. 199 147.237.76. 106 | srael nia gov.il noni t or 104
176.151. 217. 116 147.237.72. 58 Fance drop 104
77.127.18. 134 147.237.72. 103 | srael | and. gov.i drop 93
50. 197. 230. 225 147.237.72. 24 Lhited Sates auco. j ustice. gov. il dr op 91
62.199. 69. 77 147.237. 1. 107 Dennar k drop 90
197. 7. 235. 155 147.237.0.71 Tuni si a nossad. gov. i | noni t or 89
79.183. 186. 84 147.237.76. 174 | srael nap. govnap. gov. i | drop 87
46. 120. 12. 67 147.237.77. 77 | srael noch. gov. i | drop 87
109. 64. 250. 151 147.237.72. 103 | srael | and. gov.i drop 81
89. 138. 238. 17 147.237.76. 239 | srael egi us. gov. il dr op 78
77.125.127.164 147, 237.72. 103 | srael | and. gov.i | drop 78
66. 249. 64. 178 147.237.72. 200 Lhited Sates Heal th. gov.i | drop 76
84.108. 12. 23 147.237.76. 239 | srael egi us. gov. i | drop 72
46.117. 108. 33 147.237.76. 239 | srael egi us. gov. i | drop 72
149. 88. 109. 102 147.237. 76. 239 | srael egi us. gov. i | drop 72
66. 249. 64. 123 147.237.0.194 Lhited Sates dr op 72
40.77.167.0 147.237. 0. 194 Lhited Sates drop 72
46.117. 38. 46 147.237.76. 239 | srael egi us. gov. il drop 72
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|Top Attackers In V\AF|

?otuiikf; ‘Tar get Address S t% Name
2.53.46.132 147.237.72.51 |lsrael 1 |Miltiple Half Wdth Encodi ngAttenpt from 2.53.46. 132 None
2.53.48. 164 147.237.77. 74 |lsrael 1 |Wauthorized URL Access to waw lawidf.il/tenpl ates/news/ nobil e Bl ock
2.53.131.139 147.237.77. 250 |l srael 1 |Dstributed vti_ Bl ock
2.53.135.194 147. 237. 76. 155 |l srael 2 |Wnhtraceabl e S Sessions: sigal gs DoS Attack None
2.53.143. 80 147.237.72.23 |lsrael 1 [Miltiple Wauthorized URL Access from 2.53.143. 80 B ock
2.53.143. 80 147.237.72.23 |lsrael 1 [UWnhauthorized URL Access to 147.237.72.23/ B ock
2.53.161. 74 147.237.0.228 |lsrael 6 |Dstributed Abnornal |y Long Request None
2.53.164. 3 147.237.76. 134 |l srael 2 |Dstributed wvti_ Bl ock
2.53. 166. 185 147.237.77. 238 |l srael 2 |Dstributed wvti_ Bl ock
2.53.166. 186 147.237.76.43 |lsrael 2 |Dstributed vti Bl ock
2.55. 60. 246 147.237.77.90 |lsrael 2 |Dstributed |llegal Paraneter Encodi ng None
2.92.12.14 147.237.77. 225 :ZZ:; o 1 |Distributed PHP At tenpt B ock
5.1.109. 53 147.237.1. 3 Irag 1 |UWhaut horized URL Access to 147.237.1. 3/ B ock
5.22.131.41 147.237.76.43 |lsrael 59 |Dstributed vti Bl ock
5 22134, 248 147. 237. 72. 201 | srael 1 D stributed Uhknown Paraneter on forns. gov.il/gl obal dat a/ get sequence/ set f ormaspx par anet er None
Under 45At t ach
5.22.135.111 147.237.0. 19 | srael 2 |Wauthori zed URL Access to nadimatal .idf.il/shared/ aj ax/ updat enakat gauntity. aspx Bl ock
5.22.135. 146 147.237.77. 250 |l srael 1 |Dstributed vti_ Bl ock
5 22135, 223 147. 237. 72. 201 |1 srael 1 D stributed Whknown Paraneter on forns. gov.il/gl obal dat a/ get sequence/ set f ormaspx par anet er None
Docunent Nanme
5.28.173. 239 147.237.77.90 |lsrael 1 |Ostributed Illegal Paraneter Encodi ng None
D stributed Uhauthorized URL Access on
5.28.182.211 147.237.72.65 |lsrael 1 Jcrl.tamuz.gov.il/public/tamuzrcag2. cer/ meswst bhmeuwgzaj bgur dgntgguabbt 58n2w+wxdi g/ yloof |B ock
vl ngvpwk7aquvl ghwhucf dnd4ouo4opaxt uszodocchkpnegaaaaaaany
5. 28. 190. 87 147.237.76. 172 |l srael 1 |Miltiple Wauthorized URL Access from 5. 28.190. 87 Bl ock
5.28.190.87  |147.237.76.172 [Israel p |thauthorized LRL Access to . " Bl ock
econony. gov. i | / enpl oynent / manpower t r ai ni ng/ exan nat i ons/ exanpaper s/
5.29.22.118 147.237.76. 43 |lsrael 59 |Dstributed vti Bl ock
O stributed Whaut horized URL Access on
5. 29.28.221 147.237.0.64 |l srael ! nof . gov. i | / hri ght s/ newsandupdat es/ pages/ mess_20160417. aspx B ock
5. 29. 88. 157 147.237. 72. 225 |l srael 13 [Dstributed Lhaut horized Htp Met hods B ock
5.29.112. 88 147.237.77. 238 |l srael 7 |Dstributed vti Bl ock
5 29 120.5 147. 237. 72. 201 | srael 11 Unknown Pa_lr aneter quot;tel :O36217891§qu0t; x- appl e-dat a-detectors in None
forns. gov.il/gl obal dat a/ get sequence/ pri nt f or m aspx
5. 29. 134. 145 147.237.76.43 |lsrael 2 |Dstributed wvti_ Bl ock
5.29. 158. 125 147.237.77. 238 |l srael 1 |Dstributed vti_ Bl ock
5.29.170.7 147. 237. 76. 155 |l srael 1 |lhtraceabl e S3. Sessions: sigal gs S Atack None
5.29.174. 154 147.237.1.105 |lsrael 1 |Dstributed Abnornal |y Long Request None
5.29. 209. 201 147.237.76.26 |lsrael 5 |Dstributed Uhauthorized Htp Mt hods B ock
5.29. 209. 201 147.237.77. 225 |l srael 4 |Dstributed Whaut horized HTTP Met hod Bl ock
5. 29.225. 101 147.237.76.43 |lsrael 2 |Dstributed wvti_ Bl ock
5.62.30.143  |147.237.76.96 |1ted 1 |PP Attenpt B ock
Ki ngdom
5.102. 210. 179 [147.237.72.43 |Israel 10 D stributed Whaut horized Htp Met hods B ock
5.102. 254. 122 |147.237.77. 250 |l srael 10 |Ostributed vti_ Bl ock
5.248. 253. 133 |147.237.77.216 |krai ne 3 |Waut hori zed URL Access to waw i df.il/1556-en/ Bl ock
5.249. 30. 78 147.237. 76. 106 |Portugal 1 |Dstributed vti_ Bl ock
5. 255. 253. 6 147.237.72.50 gz:::g on 1 |Unhauthorized URL Access to 147.237.72.50/ mavat ps/ f or ms/ sv4. aspx Bl ock
Russi an Unaut hori zed URL Access to
5.255.253.54  |147.237.0. 71 Federation ! wwn nossad. gov. i |/ (x( 1) s(1 do4pt xmut d2ci j 3pur s5x1k) )/ heb/ car eer s/ pages/ al | . aspx Bl ock
8. 37.235. 49 147.237.77.216 |Lhited Sates |6 |Dstributed Lhauthorized URL Access on wwidf.il/error. htm B ock
10. 106. 50. 12 147.237. 76. 26 5 |Dstributed Uhaut hori zed Htp Mt hods Bl ock
17.142.157.134 |147.237.0. 71 Lhited Sates |6 |Miltiple Wauthorized URL Access from17.142.157.134 B ock
17.142.157. 134 |147.237.0. 71 Lhited Sates |1 |Wauthorized URL Access to nossad. gov.il/appl e-app-site-associ ati on Bl ock
17.142.159. 139 [147.237.0. 71 Lhited Sates |1 |Wauthorized URL Access to waw nossad. gov. i | / appl e- app- si t e- associ ati on Bl ock
23.80. 148. 202 |147.237.72.24 |lLhited Sates |1 |Ostributed Whauthorized URL Access on 147.237. 72. 24/ weboj si t e/ conpani esl i st. aspx B ock
23.249. 164. 152 |147.237.0. 71 Lhited Sates |4 |Miltiple Wauthorized URL Access from 23.249. 164. 152 Bl ock
23.249. 164. 152 |147.237.0. 71 Lhited Sates |1 |[Miltiple vti_from23.249.164. 152 Bl ock
23.249. 164. 152 |147. 237. 76. 106 |Lhited Sates |2 |DOstributed vti_ Bl ock
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