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|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |9 gnature | Devi ce Action
0.0.0.0 147.237. 0. 206 drop 9
0.0.0.0 147.237.76. 106 drop 2
0.0.0.0 147.237.76. 106 forward 52
0.0.0.0 147.237. 76. 155 drop 2
0.0.0.0 147.237.77.138 drop 4
0.0.0.0 147.237.77.193 drop 2
0.0.0.0 147.237.77.193 forward 2
1.47.74.160 147.237. 0. 206 Thai | and drop 1
2.53.46.112 147.237. 0. 206 | srael drop 1
2.53.47.124 147.237. 0. 206 | srael drop 1
2.53.47.124 147.237. 0. 206 | srael drop 1
2.53.47.124 147.237. 0. 206 | srael dr op 1
2.53.59. 221 147.237. 0. 206 | srael drop 2
2. 53. 140. 250 147.237. 0. 206 | srael drop 2
2.53.151. 184 147.237. 0. 206 | srael drop 8
2.53.151. 184 147.237. 0. 206 | srael drop 8
2.54.204.118 147.237. 0. 206 | srael drop 1
2.55.7.232 147.237. 0. 206 | srael dr op 1
2.55.7.232 147.237. 0. 206 | srael drop 1
5. 29. 168. 34 147.237.77. 77 | srael dest - reset 1
5. 102. 195. 236 147.237. 0. 206 | srael drop 2
10.0.0. 1 147.237. 0. 206 drop 6
10.0.0. 3 147.237.0. 206 drop 1
10.0.0.3 147.237.77.90 drop 2
10.0.0. 4 147.237. 0. 206 drop 4
10. 218. 220. 1 147.237. 4. 243 drop 1
10. 218. 220. 1 147.237.10. 129 drop 1
10. 218. 220. 1 147.237.10. 184 drop 1
10. 218. 220. 1 147.237.77. 48 drop 1
23.239. 63. 150 147.237.76. 106 Canada dr op 2
27.114.161. 53 147.237.12. 249 Ml di ves drop 1
27.114.161. 53 147.237.12. 250 Ml di ves drop 1
27.114.161. 53 147.237.12. 251 M di ves drop 1
27.114.161. 53 147.237.12. 252 M di ves drop 1
27.114.161. 53 147.237.12. 254 Ml di ves drop 1
27.114.161. 53 147.237.12. 255 Ml di ves drop 1
31. 154. 49. 193 147.237. 76. 26 | srael drop 3
31. 168. 79. 123 147.237.1. 7 | srael forward 32
31. 168. 79. 123 147.237.1. 7 | srael forward 32
31. 168. 153. 67 147.237.77. 230 | srael drop 3
31.168. 194. 98 147.237. 0. 206 | srael drop 1
31.168. 232. 150 147.237.77. 199 | srael dr op 4
31. 168. 240. 115 147.237.77. 90 | srael drop 3
37.46.41. 154 147.237. 0. 206 | srael drop 5
37.122. 154. 229 147.237. 76. 96 | srael drop 6
37.142.64. 10 147.237. 0. 206 | srael drop 1
37.142.123.2 147.237. 0. 206 | srael drop 12
37.142. 226. 38 147.237. 0. 206 | srael dr op 1
38.229.1.13 147.237. 2. 155 Lhited Sates drop 1
38.229.1.13 147.237.5. 126 Lhited Sates drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Tar get Address |Narre |Devi ce Action |Count



04- 18-2016-17: 02: 02 to 04- 18- 2016-18: 02: 02

|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address | Name
2.53. 4.169 147.237. 0. 206 | srael 1
2.53.5.245 147.237.76. 134 | srael 2
2.53.133. 68 147.237.0. 64 | srael 1
2.53.134.53 147.237.77. 238 | srael 3
2.53.142. 136 147.237.76. 134 | srael 1
2.53.150. 192 147.237.0. 64 | srael 1
2.53.170. 204 147.237.76. 136 | srael 1
2.53.171. 127 147.237.0. 64 | srael 1
2.53.171. 196 147.237.76. 155 | srael 1
2.53.180. 198 147.237.0. 64 | srael 2
2.55.6.22 147.237.76. 136 | srael 1
2.55.21.70 147.237.76. 20 | srael 5
2.55.42.108 147.237.77. 238 | srael 1
2.55.129. 228 147.237.76. 136 | srael 1
2.55.171. 119 147.237.77. 250 | srael 1
5. 29. 196. 88 147.237.0. 64 | srael 2
5. 45. 65. 196 147.237.76. 155 Net her | ands 1
5. 45. 65. 196 147.237. 76. 155 Net her | ands 1
5. 45. 65. 196 147.237.76. 155 Net her | ands 10
5.102. 234. 190 147.237. 76. 26 | srael 2
5. 102. 254. 2 147.237.77. 18 | srael 3
5.102. 254. 8 147.237.76. 134 | srael 1
5. 102. 254. 49 147.237.0. 64 | srael 3
5. 144. 49. 35 147.237.76. 26 | srael 6
5. 159. 208. 245 147.237.76. 106 Uni ted Ki ngdom 2
13. 92. 246. 145 147.237. 6. 147 Lhited Sates 1
13. 92. 246. 145 147.237.10. 154 Lhited Sates 1
13. 92. 246. 145 147.237.10. 230 Lhited Sates 1
23.91.70.119 147.237.76. 155 Lhited Sates 2
23.91.70.119 147.237.76. 155 Lhited Sates 7
23.91.70.121 147.237.72. 200 Lhited Sates 1
23.91.70.121 147.237.72. 200 Lhited Sates 11
23.102.7.21 147.237.72. 38 Lhited Sates 1
23.102. 168. 255 147.237.11. 123 Lhited Sates 1
23.231.23.176 147.237.5. 55 Lhited Sates 1
23.231.23.176 147.237.5. 55 Lhited Sates 1
23. 249, 164. 152 147.237.76. 106 Lhited Sates 1
23. 249. 164. 152 147.237.77. 225 Lhited Sates 1
27.114.161. 53 147.237.12. 150 M di ves 1
31. 154. 34. 218 147.237.0. 64 | srael 4
31.168. 79. 187 147.237.72. 65 | srael 1
31.168. 103. 115 147.237.0. 64 | srael 1
31. 168. 126. 82 147.237.72. 65 | srael 1
31. 168. 175. 226 147.237. 76. 26 | srael 2
31. 168. 239. 42 147.237.77. 238 | srael 8
31. 210. 188. 31 147.237. 0. 206 | srael 1
37.26.146. 196 147.237.76. 26 | srael 1
37.26.148. 233 147.237.0. 64 | srael 1
37.122. 157. 95 147.237.77. 209 | srael 1
37.142. 244. 22 147.237. 76. 26 | srael 1
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|Top Attackers In FW |

Attacker Address | Attacker Country | Target Address | Message | Devi ce Action | count
62.219.192. 163 147.237.77. 230 | srael eca. gov. i | drop 5991
81.218. 33. 77 147.237.76. 239 | srael egi us. gov. il drop 474
159. 220. 75. 3 147.237.0. 194 Uni t ed Ki ngdom dr op 402
79.181. 165. 237 147.237.76.174 | srael nap. govnap. gov. i | drop 384
189. 23. 85. 130 147.237.76. 32 Brazil Enbassi esRedi r ect noni t or 384
195. 200. 205. 2 147.237.76. 139 | srael call.health.gov.il drop 336
66. 249. 78. 37 147.237.0. 194 Lhited Sates drop 316
186. 3. 32. 114 147.237.3. 133 Ecuador drop 304
186. 3. 32. 114 147.237.13. 23 Ecuador dr op 303
207. 46.13. 186 147.237.0. 194 Lhited Sates dr op 303
193. 106. 54. 37 147.237.0. 194 | srael dr op 286
193. 106. 52. 37 147.237.0.194 | srael drop 228
80. 178. 227. 19 147.237.76.174 | srael nap. govnap. gov. i | drop 195
213.8.204.8 147.237.76. 239 | srael egi us. gov. i |l drop 186
62.219. 224. 115 147.237.72.103 | srael | and. gov.i | dr op 180
147.236. 31. 61 147.237.72.103 | srael | and. gov.i | dr op 176
199. 207. 253. 96 147.237.0.121 Lhited Sates dr op 160
81.218. 76. 25 147.237. 76. 239 | srael egi us. gov. il drop 150
149. 88. 7. 196 147.237.0.121 | srael drop 143
109. 64. 127. 196 147.237. 76. 200 | srael eitan aka.idf.il drop 141
81.218.134. 181 147.237.72.103 | srael | and. gov.i | dr op 126
23. 239. 63. 150 147.237.76. 106 Canada nia gov.il rej ect 120
23.239. 63. 150 147.237. 76. 106 Canada nfia. gov.il noni t or 120
82.81.101. 189 147.237.72. 103 | srael | and. gov. i | drop 117
62. 90. 35. 105 147.237.76. 239 | srael egi us. gov. il drop 114
79.176. 26. 150 147.237.72.103 | srael | and. gov.i | drop 112
193. 142.151. 4 147.237.72. 42 | srael havarot . j usti ce. gov.i | alert 108
46. 116. 8. 195 147.237.76. 239 | srael egi us. gov. i | drop 108
193. 142. 151. 4 147.237.72. 42 | srael havarot . j ustice. gov. i | noni t or 108
213.57.247. 152 147.237.76. 239 | srael egi us. gov. i |l drop 108
87.68. 10. 147 147.237.76.174 | srael nap. govnap. gov. i | drop 108
109. 64. 238. 197 147.237. 76. 239 | srael egi us. gov. il drop 108
87.70.13.127 147.237.76. 239 | srael egi us. gov. il drop 108
94.188. 161. 130 147.237.72.103 | srael | and. gov.i | dr op 106
40.77. 167. 86 147.237.0. 194 Lhited Sates dr op 105
66. 249. 78. 44 147.237.0.194 Lhited Sates dr op 105
149. 88. 199. 199 147.237.76. 106 | srael nfia. gov. i | noni t or 102
109. 64. 184. 100 147.237.76. 174 | srael nap. govnap. gov. i | drop 102
201. 28.116. 118 147.237.76. 32 Brazi | Enfbassi esRedi r ect noni t or 102
157.55. 39. 75 147.237.0. 194 Lhited Sates dr op 99
81.218.192. 186 147.237.76. 139 | srael call.health.gov.il dr op 99
40.77.167.0 147.237.0.194 Lhited Sates dr op 98
185. 120. 125. 57 147.237.0. 120 | srael nil uimaka.idf.il drop 93
103. 3. 173. 97 147.237.72. 103 Ml aysi a | and. gov.i | noni t or 92
103. 3. 173. 97 147.237.72. 103 Ml aysi a | and. gov..i | noni t or 92
149. 88. 206. 223 147.237.72.103 | srael | and. gov.i | dr op 92
213.8.114. 85 147.237.72. 103 | srael | and. gov.i | dr op 90
192. 116. 96. 39 147.237.72. 103 | srael | and. gov. i | drop 87
109. 65. 221. 96 147.237.76. 239 | srael egi us. gov. il drop 84
109. 64. 189. 151 147.237.72. 103 | srael | and. gov.i | drop 84
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|Top Attackers In V\AF|

A tacker Tar get
Gount ry Add?' ess ‘S t% Name
2.28.238.58 147.237.76. 26 Eiqlr:gec(jjom O stributed Whaut hori zed URL Access on waw j ustice. gov.il/_vti_bin/sites. asnx B ock
53. 4. 169 147.237.77. 173 |l srael D stributed Lhaut hori zed URL Access on pi ba. gov.il/usef ul i nfo/ recepti onhours/ pages/ def aul t . aspx |B ock
53. 4. 169 147.237.77. 173 |l srael Lhaut hori zed URL Access to piba. gov.il/usefullinfol of fices/ pages/ ashkl on. aspx B ock
53. 5. 245 147.237.76. 134 |l srael Dstributed vti B ock
53. 14. 38 147.237.77. 173 |l srael O stributed Whaut hori zed URL Access on ww pi ba. gov.il/ B ock
53. 14. 38 147.237.77.173 |l srael Lhaut hori zed URL Access to piba. gov.il/subj ect/forei gnwor ker s/ pages/ def aul t . aspx B ock
53. 28. 215 147.237.72.51 |lsrael Distributed Hal f Wdth Encodi ngA t enpt None
53. 30. 31 147.237.77. 173 |I srael Distributed thaut hori zed LRL Access on B ock
wan pi ba. gov. i | / subj ect/ regi st ryandpasspor t s/ passport / pages/ def aul t . aspx
53.52. 174 147.237.77. 173 |l srael O stributed Unaut hori zed URL Access on pi ba. gov. il /useful | info/of fi ces/ pages/ bneybr ack. aspx Bl ock
53.55. 10 147.237.77.18 |lsrael Ostributed vti_ Bl ock
53.61. 64 147.237.77. 173 |l srael D stributed Lhaut hori zed URL Access on pi ba. gov. il /useful | i nfol recepti onhour s/ pages/ def aul t. aspx |B ock
53.130.116 |147.237.77.90 |lsrael Dstributed |11 egal Paraneter Encodi ng None
53.134. 53 147.237.77. 238 |l srael Dstributed vti B ock
53.134.117 |147.237.72.166 |lsrael Dstributed Il11egal Byte Gde Character in LR B ock
53. 136. 92 147.237.76.43 |Israel Dstributed vti B ock
53.139. 142 |147.237.0.114 |Israel O stributed Uhaut hori zed URL Access on ica.j ustice. gov. il /docunent s/ get docunent| i st/ Bl ock
53. 142. 44 147.237. 76. 155 |l srael Lhtraceabl e SS_ Sessi ons: si gal gs DS Atack None
53.142.136 |147.237.76. 134 |l srael Dstributed vti B ock
53.148.205 |147.237.77.173 |l srael Lhaut hori zed URL Access to piba.gov.il/error.htm B ock
53.153.192 [147.237.77.90 |lsrael Dstributed I11egal Paraneter Encodi ng None
53.161. 24 147.237.77.90 |lsrael Ostributed |11 egal Paraneter Encodi ng None
53. 163. 97 147.237.76.26 |lsrael D stributed Unauthori zed Htp Met hods B ock
53.164.133 |147.237.77.173 |Israel Wnaut hori zed URL Access to . . Bl ock
wan pi ba. gov. i | / subj ect/ regi st ryandpassport s/ passpor t/ pages/ i nnovat i onpasspor tt oadul t. aspx
53.165.194 |147.237.77. 173 |l srael Lhaut hori zed URL Access to waw pi ba. gov.il/useful linfol of fi ces/ pages/ rechovot . aspx B ock
53.169. 207 |147.237.0.206 |lsrael O stributed Gooki e I njection on token: hhhhhhh None
53.172. 28 147.237.77.173 |l srael O stributed Lhaut hori zed URL Access on piba.gov.il/error.htm B ock
53.174.116 |147.237.77.90 |lsrael Dstributed |11 egal Paraneter Encodi ng None
53.176.44  |147.237.0.71 |Israel Wnaut hori zed LRL Access to B ock

wawv mossad. gov. i |/ (x( 1) s(1ksnaxu4t nar | ggclxngj zu0) ) / pages/ cont act us. aspx
O stributed Lhaut horized URL Access on pi ba. gov. il /useful | i nfo/ recepti onhours/ pages/ def aul t . aspx |Bl ock

53. 181. 29 147.237.77.173 |l srael
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53.190. 150 |147.237.77.173 |l srael O stributed Whaut hori zed URL Access on ww pi ba. gov.il/ B ock
55.7.232 147.237.0.206 |lsrael Uht raceabl e SSL Sessi ons: (pen Mbde None
55.21.70 147.237.76.20 |lsrael Dstributed vti B ock
55. 42. 108 147.237.77. 238 |l srael Dstributed vti_ B ock
55. 45. 251 147.237. 77. 234 |l srael Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f B ock
55. 58. 197 147.237.77.90 |lsrael Ostributed |11 egal Paraneter Encodi ng None
55.144.138 |147.237.77.173 |l srael Mil tiple Uhauthorized URL Access from 2. 55. 144. 138 B ock
55.144.138 (147.237.77.173 [israel thaut hori zed UR. Access to . . B ock
WA pi ba. gov. i | / subj ect/regi st ryandpassport s/ changeandr epai r/ pages/ shi nuynaan. aspx
55.171.119 |147.237.77. 250 |l srael Dstributed vti_ B ock
55.182.222 |147.237.77.173 |l srael Lhaut hori zed URL Access to waw pi ba. gov. il /useful | infof of fi ces/ pages/ ahdod. aspx B ock
.233.129.65 |147.237.0.71 Italy D stributed Whaut hori zed URL Access on ww nossad. gov. i | / mohr /i nages/ nenor a. gi f B ock
9.85.4 147.237.0.206 |Cer nany D stributed Abnornal |y Long Request None
10.229. 130 |147.237.1.3 Irag Unaut hori zed URL Access to 147.237.1.3/ B ock
14.115. 19 147.237.76. 172 |Romani a D stributed PH? At enpt B ock
22.129.71 147.237.72.51 |lsrael O stributed Uhaut hori zed UR. Access on ecomgov.il/https:/ecomgov.il/ B ock
22.129.77 147.237.77.90 |lsrael Ostributed |11 egal Paraneter Encodi ng None
22.129.237 |147.237.76.43 |lsrael Dstributed vti_ B ock
22.130.228 |147.237.76.43 |lsrael Dstributed vti_ B ock
22.130. 244 |147.237.77.90 |lsrael Dstributed |11 egal Paraneter Encodi ng None
22.131.41 147.237.76.43 |lsrael 59 |Dstributed vti_ B ock
22.131.78 147.237.72. 135 |l srael 1 [Uhknown Paraneter commnityid i n www kehil ot. nol sa. gov.il/kehil ot/zkeni m None
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