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|Top Attackers | n DDoS- Def ence |

04- 18- 2016-12: 02: 09 to 04-18-2016-13: 02: 09

Attacker Address | Attacker Country | Target Address | gnature | Devi ce Action
0.0.0.0 147.237. 0. 206 drop 66
0.0.0.0 147.237. 0. 206 drop 66
0.0.0.0 147.237.72. 51 drop 2
0.0.0.0 147.237.76. 106 drop 5
0.0.0.0 147.237. 76. 106 f orward 2
0.0.0.0 147.237. 76. 155 drop 6
0.0.0.0 147.237.77. 193 drop 2
0.0.0.0 147.237.77. 193 forward 2
0.0.0.0 147.237.77. 216 drop 4
1.172.83. 32 147.237.15. 29 Tai wan drop 1
2.53.5.71 147.237.77. 156 | srael dest - r eset 2
2.53. 30. 252 147.237.77. 173 | srael dest - r eset 1
2.53. 36.108 147.237.77.173 | srael dest - r eset 2
2.53.45. 82 147.237.77. 130 | srael dest - r eset 1
2.53.165. 63 147.237.0. 121 | srael dest - r eset 9
2.53.171. 121 147.237. 0. 206 | srael drop 16
2.55.175. 72 147.237.77.173 | srael dest - r eset 1
5.2.188. 66 147.237.76. 106 Ronmani a drop 4
5.29.193. 19 147.237.76. 139 | srael drop 6
5.29.193. 19 147.237.76.174 | srael drop 6
5. 102. 195. 66 147.237. 0. 206 | srael drop 2
5. 255. 253. 123 147.237.76. 106 Russi an Federation forward 1
5. 255. 253. 123 147.237. 76. 106 Russi an Federation f orward 1
10.0.0.1 147.237. 0. 206 drop 4
14.185. 67. 15 147.237. 6. 150 Wi et nam drop 7
31.154.4.18 147.237. 0. 206 | srael drop 7
31. 154. 33. 68 147.237. 0. 206 | srael drop 2
31. 154. 41. 17 147.237. 0. 206 | srael drop 2
31. 154, 159. 199 147.237. 0. 206 | srael drop 2
31.154. 159. 199 147.237. 0. 206 | srael drop 7
31. 168. 8. 238 147.237.77. 193 | srael dest - r eset 2
31.168. 9. 82 147.237.77.172 | srael drop 3
31. 168. 28. 169 147.237. 0. 206 | srael drop 4
31. 168. 68. 54 147.237. 0. 206 | srael drop 1
31. 168. 68. 54 147.237. 0. 206 | srael drop 1
31.168. 133. 226 147.237.72. 51 | srael drop 3
31. 168. 146. 194 147.237. 0. 206 | srael drop 38
31. 168. 165. 18 147.237. 0. 206 | srael drop 1
31. 186. 250. 60 147.237. 4. 90 Cer many drop 1
31. 214. 227. 23 147.237.76. 51 Cer many drop 1
37.8.81.197 147.237. 76. 106 Pal estinian Territory, Qcupi ed f orward 1
37.26. 146. 140 147.237.76. 171 | srael drop 1
37. 26. 147. 202 147.237.77.173 | srael dest - r eset 1
37.26. 148. 191 147.237.0. 64 | srael drop 5
37. 26. 148. 196 147.237.76.172 | srael drop 1
42.93.214. 12 147.237. 4. 122 Chi na drop 1
42.120. 250. 251 147.237.1. 185 Chi na drop 28
42.120. 250. 251 147.237. 8. 161 Chi na drop 13
46. 19. 85. 160 147.237. 0. 206 | srael drop 3
46. 19. 85. 160 147.237. 0. 206 | srael drop 6




|Top Attackers In IPS|

04- 18- 2016-12: 02: 09 to 04-18-2016-13: 02: 09

Attacker Address |Attacker Qountry |Tar get Address |Narm |mvi ce Action |Oount |
31.168. 245. 179 147.237.0. 49 | srael 16471: HITP. TeanVi ewer Communi cation Attenpt B ock 46
90. 29. 177. 98 147.237.77. 225 France 1633: HTTP: \WbDAV Prot ocol PRCPFI ND Met hod B ock 26
212.143.179. 236 147.237.76. 43 | srael 15323: HITP:. User - Agent ( MRSPUTN K) B ock 8
192.187.101. 234 147.237.77.90 Lhited Sates C1000074: HITP. naj estic bot B ock 7
192.187.101. 234 147.237.77. 30 Lhited Sates C1l000074: HITP. naj estic bot B ock 6
192.187.101. 234 147.237.1. 2 Lhited Sates C1000074: HITP. maj estic bot B ock 5
192.187.101. 234 147.237.76. 43 Lhited Sates CL000074: HITP. naj estic bot B ock 4
192. 187. 101. 234 147.237.72. 166 Lhited Sates C1000074: HTTP. naj estic bot B ock 4
87. 69. 35. 60 147.237.77. 17 | srael C1000138: HITP. prefix 1.01 in the URL B ock 2
144, 76. 93. 46 147.237.76. 139 Cer many C1000074: HITP. naj estic bot B ock 2
192.187.101. 234 147.237.77.176 Lhited Sates C1000074: HITP. naj estic bot B ock 2
66. 249. 64. 136 147.237.77. 250 | srael C1000143: HTTP: Known Bad Shar ePoi nt B ock 2
66. 249. 66. 28 147.237.76. 106 | srael C1000143: HTTP: Known Bad Shar ePoi nt B ock 2
144. 76. 93. 46 147.237.76. 69 Ger many C1000074: HTTP. naj estic bot B ock 2
192.187.101. 234 147.237. 0. 206 Lhited Sates CL000074: HITP. naj estic bot B ock 2
192.187.101. 234 147.237.77. 104 Lhited Sates C1000074: HITP. naj estic bot B ock 2
209. 58. 178. 49 147.237.76. 136 S ngapor e C1000074: HITP. naj estic bot B ock 2
106. 38. 241. 144 147.237.77. 216 Chi na C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 151 147.237.76. 106 Chi na C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120. 173. 103 147.237.77. 225 Chi na C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
144.76. 93. 46 147.237.72.170 Ger many CL000074: HITP. naj estic bot B ock 1
164. 132. 161. 87 147.237.72. 38 Italy Cl000146: HITP. AhrefBot craw er B ock 1
2.53.186. 130 147.237.77. 199 | srael 3624: HITP. SQ I njection (SHECT) B ock 1
198. 20. 69. 74 147.237.77. 25 Lhited Sates 13840: TLS (penSSL Heartbeat Packet B ock 1
51. 255. 65. 66 147.237.72. 38 France Cl000146: HITP. Ahref Bot craw er B ock 1
66. 249. 69. 90 147.237.77.18 | srael C1000143: HITP: Known Bad Shar ePoi nt B ock 1
106. 38. 241. 148 147.237.77. 238 Chi na C1000071: HTTP: User Agent Sogou-+web+spi der B ock 1
106. 120. 173. 90 147.237.72.115 Chi na C1000071: HTTP: User Agent Sogou-+web+spi der B ock 1
123.126.113. 165 147.237.76.172 Chi na C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
164. 132. 161. 47 147.237.72. 38 Italy Cl000146: HITP. Ahref Bot craw er B ock 1
194. 90. 79. 80 147.237. 76. 26 | srael C1000143: HTTP: Known Bad Shar ePoi nt B ock 1
61.135. 189. 108 147.237.77. 225 Chi na Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 64. 212 147.237.76. 26 | srael C1000143: HITP: Known Bad Shar ePoi nt B ock 1
66. 249. 66. 160 147.237.77. 238 | srael C1000143: HTTP: Known Bad Shar ePoi nt B ock 1
84.111.130.113 147.237.77. 199 | srael C1000133: HITP. (pi srael 2015 - key words and groups B ock 1




04- 18- 2016-12: 02: 09 to 04-18-2016-13: 02: 09

|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address | Name
2.53.5.90 147.237.72. 166 | srael 1
2.53. 38. 208 147.237.0. 61 | srael 12
2.53. 44. 60 147.237.0. 64 | srael 1
2.53.57.8 147.237.77. 246 | srael 3
2.53.131. 92 147.237.77. 238 | srael 1
2.53. 144. 206 147.237.72. 201 | srael 1
2.53.153. 14 147.237.76. 101 | srael 1
2.53.157. 15 147.237.0. 64 | srael 3
2.53.170. 141 147.237.72. 166 | srael 1
2.55. 43. 64 147.237.76. 26 | srael 3
2.232.164. 42 147.237.77. 225 Italy 2
5.22.130. 75 147.237.76.132 | srael 1
5.22.130. 233 147.237.0. 64 | srael 1
5.28.183. 95 147.237.0. 64 | srael 2
5. 29. 64. 162 147.237.77. 238 | srael 1
5.29.101. 103 147.237.77. 238 | srael 2
5.29. 158. 112 147.237.76. 43 | srael 1
5.29.177.35 147.237.76.134 | srael 2
5.29.201.11 147.237.77.18 | srael 9
5. 102. 206. 93 147.237.76. 26 | srael 1
5. 102. 241. 235 147.237.0. 64 | srael 2
5. 102. 250. 93 147.237.72. 65 | srael 1
5.102. 254. 8 147.237.76.134 | srael 2
5.170. 10. 210 147.237.77. 225 Italy 1
13.92.100. 128 147.237.2. 25 Lhited Sates 1
13.92.100. 128 147.237.2. 25 Lhited Sates 1
13.92.100. 128 147.237.2.25 Lhited Sates 1
13.92.100. 128 147.237.7. 171 Lhited Sates 1
13.92.100. 128 147.237.7.171 Lhited Sates 1
13.92.100. 128 147.237.7.171 Lhited Sates 1
13. 94. 233. 163 147.237.72. 241 Lhited Sates 1
23.102. 168. 255 147.237. 14. 103 Lhited Sates 1
23.102. 168. 255 147.237.14. 103 Lhited Sates 1
23.102. 168. 255 147.237.15. 106 Lhited Sates 1
23.102. 168. 255 147.237.15. 106 Lhited Sates 1
23.102. 168. 255 147.237.77.5 Lhited Sates 1
23.249. 162. 76 147.237. 76. 106 Lhited Sates 1
31.44.141. 94 147.237.0. 64 | srael 2
31. 154. 2. 66 147.237.0. 64 | srael 4
31. 154. 9. 162 147.237.0. 64 | srael 2
31.154. 34. 10 147.237.77.238 | srael 3
31.154. 34. 218 147.237.0. 64 | srael 2
31.154. 41. 17 147.237.76. 49 | srael 1
31.154. 80. 85 147.237.0. 64 | srael 1
31. 154. 144. 241 147.237.0. 64 | srael 16
31. 154. 151. 80 147.237.0. 64 | srael 1
31.154.241. 71 147.237.72. 65 | srael 1
31.168.13. 78 147.237.76. 26 | srael 3
31.168. 13. 78 147.237.77. 238 | srael 4
31.168. 84. 3 147.237.76. 132 | srael 2




|Top Attackers In FW |

04- 18- 2016-12: 02: 09 to 04-18-2016-13: 02: 09

Attacker Address | Attacker Country | Target Address | Message | Devi ce Action | count |
159. 220.75. 4 147.237.0. 194 Uni t ed Ki ngdom drop 978
5.102. 218. 125 147.237.76. 235 | srael server2.mc. gov. il drop 687
212.179. 159. 253 147.237.76. 239 | srael egi us. gov. i | drop 456
79.179. 36. 215 147.237.72. 103 | srael land. gov.i | drop 351
132. 66. 110. 109 147.237. 76. 200 | srael eitan aka idf.il dr op 297
193. 106. 52. 37 147.237.0.194 | srael drop 266
66. 249. 78. 37 147.237.0. 194 Lhited Sates drop 236
165. 225. 72. 66 147.237.0. 121 Cer many drop 233
5. 22.135. 167 147.237.72. 103 | srael land. gov.i | drop 201
80.179. 114. 11 147.237.76. 139 | srael call.heal th.gov.il drop 189
109. 67. 52. 197 147.237.0. 194 | srael dr op 183
195. 200. 205. 2 147.237.76. 139 | srael call.health.gov.il drop 180
195. 200. 205. 2 147.237.76. 239 | srael egi us. gov. il drop 180
31. 168. 148. 244 147.237.72. 103 | srael land. gov.i | drop 162
193. 240. 141. 242 147.237.0. 121 Irel and drop 159
40.77.167.0 147.237.0. 194 Lhited Sates drop 156
89.138. 71. 172 147.237.72. 103 | srael | and. gov..i | dr op 152
212.117.143. 250 147.237. 76. 239 | srael egi us. gov. il drop 150
157. 55. 39. 41 147.237.0. 194 Lhited Sates drop 150
68. 180. 229. 93 147.237.76. 46 Lhited Sates e.noi a. gov.il drop 147
199. 207. 253. 101 147.237.0. 121 Lhited Sates drop 142
54. 227. 8. 208 147.237.72. 103 Lhited Sates land. gov.i | drop 136
87. 71. 103. 250 147.237.72. 103 | srael | and. gov..i | dr op 132
147. 236. 232. 254 147.237.72.103 | srael land. gov.i | drop 132
192. 116. 245. 249 147.237.72. 103 | srael land. gov.i | drop 120
77.125.99. 103 147.237.72. 103 | srael land. gov.i | drop 117
91. 135. 102. 165 147.237.72. 103 | srael land. gov.i | drop 117
199. 203. 36. 78 147.237.72. 103 | srael land. gov.i | drop 114
109. 64. 0. 24 147.237.76. 139 | srael call.heal th.gov.il dr op 108
192.117.159. 82 147.237.72.103 | srael land. gov.i | drop 108
91. 227.70. 17 147.237.76. 239 | srael egi us. gov. il drop 108
81.218. 33. 77 147.237.76. 239 | srael egi us. gov. i | drop 108
82. 81. 26. 97 147.237.0. 194 | srael drop 105
79.181. 145. 233 147.237.76. 239 | srael egi us. gov. i | drop 99
207.46.13. 186 147.237.0. 194 Lhited Sates drop 99
217.132.29. 74 147.237.0.194 | srael drop 96
189. 23. 85. 130 147.237.76. 32 Brazil Enfbassi esRedi r ect noni t or 95
79.178. 210. 86 147.237.72. 103 | srael land. gov.i | drop 93
5. 28. 141. 139 147.237.72. 103 | srael land. gov.i | drop 92
89. 139. 137. 1 147.237.72. 103 | srael land. gov.i | drop 90
213.8.129. 210 147.237.72. 103 | srael | and. gov..i | dr op 87
84.109. 126. 33 147.237.72.103 | srael land. gov.i | drop 86
192. 116. 94. 110 147.237.76. 239 | srael egi us. gov. il drop 84
81. 218. 251. 250 147.237.72. 103 | srael land. gov.i | drop 84
46. 19. 85. 43 147.237.72. 103 | srael land. gov.i | drop 84
46. 19. 86. 50 147.237.72. 103 | srael land. gov.i | drop 84
82. 166. 183. 92 147.237.72. 103 | srael | and. gov..i | dr op 84
2.53. 142. 245 147.237.72.103 | srael land. gov.i | drop 84
149. 88. 199. 199 147.237. 76. 106 | srael nia gov.il noni t or 81
87.71.87.245 147.237.72. 103 | srael land. gov.i | drop 81
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|Top Attackers In V\AF|

At acker Tar get

Country Addr ess

147.237. 72, 51 1 fo(\)A\:vol—'ﬂ'rPS Attack FromMil tiple Sources. Qurrent S ow onnections: 102; Rates(BPS): H gh-0; B ock
2.53.0.1 147.237. 72. 202 |l srael 12 |Distributed Lhaut hori zed Htp Mt hods B ock
2.53.1.51 147.237. 76. 155 |l srael 1 |Uhtraceabl e SS. Sessions: sigal gs DS Attack None
2.53.15. 24 147.237.77. 216 |l srael 1 |Untraceabl e SSL Sessions: (pen Mbde None
2.53.15. 169 147.237.77. 238 |l srael 4 |Dstributed vti_ B ock
2.53.16.173 147.237.1.105 |lsrael 1 |Distributed Abnornal |y Long Request None
2.53.19. 147 147.237.76.43 |Israel 4 |Dstributed wvti_ B ock
2.53.19.172 147.237.77.90 |lsrael 1 |Dstributed Illegal Paraneter BEncodi ng None
2.53.23.7 147.237.77.90 |lsrael 1 |Dstributed |llegal Parangeter Encodi ng None
2.53. 30. 40 147.237.77. 234 |l srael 1 |Wauthorized URL Access to 147.237.77.234/i nages/ shared/ bul l et 1. gi f B ock
2.53.34.124 147.237.77.90 |lsrael 1 |Dstributed Illegal Paraneter BEncodi ng None
2.53.37.185 147.237. 72. 169 |l srael 13 |Mil tipl e Whaut hori zed URL Access from 2. 53. 37. 185 B ock
2.53. 38.102 147.237.77.90 |lsrael 1 |Dstributed Illegal Paraneter Encoding None
2.53.40.184 147.237.77. 238 |l srael 1 |Post Request - Mssing Gontent Type B ock
2.53. 40. 249 147.237.77.90 |lsrael 2 |Dstributed |1l egal Paraneter Encodi ng None
2.53.45.161 147.237.77. 238 |l srael 4 |Dstributed vti_ B ock
2.53.56. 169 147.237.77. 238 |l srael 1 |Dstributed vti_ B ock
2.53.57.8 147.237.77. 246 |l srael 1 |Mitiple vti_from2.53.57.8 B ock
2.53.57.8 147.237. 77. 246 |l srael 1 |ovti_ B ock
2.53.131. 92 147.237.77. 238 |l srael 10 |Dstributed vti B ock
2.53.131.206 |147.237.76.43 |lsrael 2 |Dstributed vti_ B ock
2.53.153.192 |147.237.77.90 |lsrael 1 |Dstributed |llegal Paraneter Encodi ng None
2.53. 155. 55 147.237.77. 233 |l srael 1 |Dstributed Paraneter Type Molation on atal.idf.il/1440-he/atal . aspx paraneter search B ock
2.53.158. 31 147.237.76.42 |lsrael 1 |Whauthorized URL Access to 147.237.76. 42/ styl e/ shared/reset. css B ock
2.53.178. 34 147.237.77.90 |lsrael 1 |Dstributed Illegal Paraneter Encoding None
2.53.178.216 |147.237.77.90 |lsrael 2 |Dstributed I11egal Parangeter Encodi ng None
2.53.183. 94 147.237. 76. 155 |l srael 1 |Uhtraceabl e SS. Sessions: sigal gs DS Attack None
2.53.189. 56 147.237.0. 37 | srael 9 |Dstributed Doubl e URL Encodi ng B ock
2.55.34.214 147.237.0. 163 |l srael 1 |Wauthorized Method PCBT for el ections. esh. gov. il /govservicelist/el ection/ converttohebdat e None
2.55. 41. 237 147.237.76.96 |lsrael 6 |Dstributed vti_ B ock
2.55. 54. 226 147.237.77.90 |lsrael 1 |Dstributed Illegal Paraneter Encoding None
2.55.146.209 |147.237.77.90 |lsrael 1 |Dstributed Illegal Paraneter BEncodi ng None
2.55.183.170 [147.237.77.90 |lsrael 2 |Dstributed |1l egal Paraneter Encodi ng None
2.55.183.179 |147.237.76. 239 |lsrael 1 |Untraceabl e SSL Sessions: (pen Mbde None
4.79.123.2 147.237.72.157 |Lhited Sates |1 |[DOstributed |11egal Paraneter Encodi ng None
5.22.129.143 |147.237.0. 37 | srael 5 |DOstributed Doubl e URL Encodi ng B ock
5.22.130. 73 147.237.77. 238 |l srael 12 |Dstributed Whauthorized Htp Met hods B ock
5.22.130. 75 147.237.76. 132 |l srael 1 |Dstributed vti B ock
5.22.130.231 |147.237.76.43 |lsrael 1 |Dstributed vti B ock
5.22.131.41 147.237.76.43 |lsrael 53 |Dstributed vti_ B ock
5.22.131.101 |147.237.77.90 |lsrael 1 |Dstributed Illegal Paraneter BEncodi ng None
5.22.131.113 |147.237.76. 106 |l srael 1 |Dstributed vti_ B ock
5.22.135.124 |147.237.76.172 |l srael 12 |Dstributed Whauthorized Htp Met hods B ock
5.22.135.165 |147.237.76.26 |lsrael 1 |Dstributed Abnornmal |y Long Request None
5.22.135.216 |147.237.77.90 |lsrael 1 |Dstributed |llegal Parangeter Encodi ng None
5.22.135.219 |147.237.76.43 |lsrael 2 |Dstributed vti_ B ock
5.28.140.214 |147.237.77.238 |l srael 1 |Dstributed vti_ B ock
5. 28. 154. 99 147.237.0.114 |lsrael 3 |DOstributed Mal forned JSON Message None
5 28.179. 112 |147. 237 72. 201 |1 srael 1 DO stributed Paraneter Type Mol ation on forns. gov.il/gl obal dat a/ get sequence/ get ht m f or m aspx None

par anet er Paynent Type
DOstributed Paraneter Value Length Mol ation on

5.28.179. 112 |147.237.72. 201 |l srael ! forns. gov. il /gl obal dat a/ get seghence/ get ht mh f or m aspx par anet er Paynent Type None
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