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04- 18- 2016-09: 02: 00 to 04-18-2016-10: 02: 00

|Top Attackers | n DDoS- Def ence |

Attacker Address | Attacker Country | Target Address |9 gnature | Devi ce Action
0.0.0.0 147.237. 0. 206 drop 46
0.0.0.0 147.237.72. 77 drop 2
0.0.0.0 147.237.72. 77 forward 2
0.0.0.0 147.237. 76. 106 forward 2
0.0.0.0 147.237. 76. 155 drop 2
0.0.0.0 147.237.77. 108 drop 2
2.53.26.119 147.237.77.173 | srael dest - reset 2
2.53. 30. 195 147.237.72.134 | srael dest - reset 119
2.53. 43. 255 147.237. 0. 206 | srael drop 1
2.53.44. 39 147.237.77.173 | srael dest - reset 1
2.53. 46. 254 147.237.77. 173 | srael dest - r eset 1
2.53.47. 65 147.237.77. 173 | srael dest - r eset 1
2.53.134.110 147.237.77.173 | srael dest - reset 1
2.53.135. 25 147.237.77.173 | srael dest - reset 2
2.53.142. 147 147.237.77.173 | srael dest - reset 1
2.53.157. 85 147.237.77.173 | srael dest - reset 1
2.53. 175. 205 147.237.77. 173 | srael dest - r eset 2
2.53.182. 130 147.237.77. 173 | srael dest - r eset 1
2.55.137. 29 147.237.77.173 | srael dest - reset 2
2.55.173.111 147.237.77.173 | srael dest - reset 1
5.9.111.70 147.237. 76. 106 Cer many forward 20
5. 28. 156. 61 147.237. 76. 26 | srael drop 9
5.29.193. 19 147.237.76. 26 | srael drop 12
5.29.230. 119 147.237.77. 173 | srael dest - r eset 2
5.49. 34.10 147.237.77.193 France dest - r eset 1
5.102. 195. 146 147.237. 0. 206 | srael drop 2
8. 37.231. 63 147.237. 76. 106 Lhited Sates drop 1
23.249. 164. 152 147.237.76.172 Lhited Sates dest - reset 1
31.154.6.1 147.237. 0. 206 | srael drop 6
31.154. 45. 30 147.237. 0. 206 | srael dr op 1
31. 168. 52. 186 147.237. 0. 206 | srael drop 1
31. 168. 88. 88 147. 237. 0. 206 | srael drop 1
31.168. 118. 243 147.237.77.173 | srael dest - reset 2
31.168. 133. 226 147.237.77. 90 | srael drop 3
31. 168. 230. 186 147.237.0. 64 | srael drop 2
31.168. 232. 150 147.237.77. 199 | srael dr op 12
37. 26. 148. 139 147.237.77.173 | srael dest - reset 1
37.46. 41. 253 147.237. 0. 206 | srael drop 1
37.72.190. 84 147.237. 1. 107 Lhited Sates forward 8
37.72.190. 84 147.237. 1. 107 Lhited Sates forward 8
37.72.190. 219 147.237. 1. 107 Lhited Sates forward 8
37.72.190. 219 147.237. 1. 107 Lhited Sates forward 8
38.229.1.13 147.237. 14. 84 Lhited Sates drop 1
38.229.1.13 147.237.14. 123 Lhited Sates drop 1
38.229.1.13 147.237.77. 68 Lhited Sates drop 1
40.77. 167. 34 147.237.76. 106 Lhited Sates forward 3
42.115. 143. 136 147.237.15. 12 \i et nam drop 1
42.120. 250. 251 147.237.1. 185 Chi na dr op 44
42.120. 250. 251 147.237. 8. 161 Chi na drop 19
46. 19. 85. 91 147.237. 0. 206 | srael drop 2




04- 18- 2016-09: 02: 00 to 04-18-2016-10: 02: 00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Tar get Address | Name | Devi ce Action |Count |
31.168. 245. 179 147.237.0. 49 | srael 16471: HITP. TeanMi ewer Communi cation Attenpt B ock 221
66. 249. 64. 212 147.237.76. 26 | srael C1000143: HITP: Known Bad Shar ePoi nt B ock 7
80. 179. 104. 227 147.237.72.157 |lsrael 15323: HITP: User - Agent ( MRSPUTN K) B ock 6
213. 57.53. 246 147.237.0. 34 | srael C1000138: HITP. prefix 1.01 in the URL B ock 6
66. 249. 66. 28 147.237.76. 106 | srael C1000143: HTTP: Known Bad Shar ePoi nt B ock 6
123.126.113. 165 |[147.237.76.172 |China C1000071: HTTP: User Agent Sogou+web+spi der B ock 5
106. 38. 241. 144 147.237.77.216 |China C1000071: HTTP: User Agent Sogou+web+spi der B ock 5
106. 38. 241. 151 147.237.76.106 |China C1000071: HTTP: User Agent Sogou+web+spi der B ock 5
106. 120. 173. 103 |147.237.77.225 |China C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 5
192.187.101. 234 |147.237.72. 200 Lhited Sates C1000074: HITP. naj estic bot B ock 4
144.76. 93. 46 147.237.76. 136 Cer nany CL000074: HITP. naj estic bot B ock 4
149. 56. 110. 170 147.237.76. 101 Lhited Sates CL000074: HITP. naj estic bot B ock 4
212.235. 98. 139 147.237. 0. 206 | srael 13840: TLS (penSSL Heartbeat Packet B ock 4
61.135. 189. 108 147.237.77.225 |China C1000071: HTTP: User Agent Sogou+web+spi der B ock 4
106. 38. 241. 151 147.237. 76. 32 Chi na C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 4
149. 56. 110. 170 147.237.76. 216 Lhited Sates C1000074: HITP. naj estic bot B ock 4
106. 120. 173. 90 147.237.76.155 |Chi na C1000071: HTTP: User Agent Sogou+web+spi der B ock 4
66. 249. 69. 90 147.237.77. 18 | srael C1000143: HTTP: Known Bad Shar ePoi nt B ock 4
66. 249. 66. 160 147.237.77.238 |lsrael C1000143: HITP: Known Bad Shar ePoi nt B ock 3
181. 30. 30. 166 147.237.76.192 |Argentina C1000016: HITP:. adninistrator in UR B ock 3
66. 249. 78. 105 147.237.76.172 |lsrael 3886: HITP. Goss Ste Scripting i n POST Request B ock 2
193. 173. 80. 186 147.237.77. 77 Net her | ands 13375: HITP. Joonia Conponent JCE BOT for JCE B ock 2
69. 197.177. 50 147.237.77. 74 Lhited Sates CL000074: HITP. naj estic bot B ock 2
209. 126. 127. 49 147.237.0. 62 Lhited Sates CL000074: HITP. naj estic bot B ock 2
69. 197. 177. 50 147.237.77. 216 Lhited Sates CL000074: HITP. naj estic bot B ock 2
209. 126. 127. 49 147.237.77. 88 Lhited Sates C1000074: HTTP. naj estic bot B ock 2
144.76. 93. 46 147.237.0.194 Ger nany C1000074: HITP. naj estic bot B ock 2
144, 76. 93. 46 147.237.77. 130 Cer nany C1000074: HITP. naj estic bot B ock 2
149. 56. 110. 170 147.237. 0. 182 Lhited Sates CLl000074: HITP. naj estic bot B ock 2
63. 141. 226. 178 147.237. 0. 194 Lhited Sates CL000074: HITP. naj estic bot B ock 2
63. 141. 226. 178 147.237.77. 246 Lhited Sates CL000074: HITP. naj estic bot B ock 2
66. 249. 64. 136 147.237.77.250 |lsrael C1000143: HITP: Known Bad Shar ePoi nt B ock 2
5.9.111. 70 147.237.76.106 |Ger many C1000074: HITP. naj estic bot B ock 2
182. 39. 76. 39 147.237.76.101 |China C1000003: HTTP: phpM/Adm n access B ock 2
185. 103. 252. 98 147.237.77.196 |Russian Federation |20086: HITP. Mii ebl ackcat Security Scanner B ock 2
66. 249. 75. 18 147.237.77. 17 | srael Cl000138: HITP. prefix 1.01 in the URL B ock 2
46. 4. 116. 197 147.237.72. 201 Cer nany CL000074: HITP. naj estic bot B ock 2
193. 173. 80. 186 147.237.77.18 Net her | ands 13248: HITP. Joonha JCE F |l e Wl oad Renote Gode Execution Wl nerability B ock 2
209. 126. 127. 49 147.237.0. 51 Lhited Sates C1000074: HITP. naj estic bot B ock 2
209. 126. 127. 49 147.237. 76. 69 Lhited Sates C1000074: HITP. naj estic bot B ock 2
79.178. 153. 50 147.237.72.201 |lsrael 4036: HITP. Qross Ste Scripting (HTM in HITP CET request Paranet ers) B ock 2
144.76. 93. 46 147.237. 76. 20 Ger many CL000074: HITP. naj estic bot B ock 2
240. 0. 10. 13 147.237. 76. 155 0055: | P Source | P Address Spoofed (Reserved for Testing) B ock 2
144. 76. 93. 46 147.237.77.18 Ger many C1000074: HTTP. naj estic bot B ock 2
149. 56. 110. 170 147.237.0. 137 Lhited Sates C1000074: HITP. naj estic bot B ock 2
63. 141, 226. 178 147.237.0. 49 Lhited Sates C1000074: HITP. naj estic bot B ock 2
149. 56. 110. 170 147.237.72. 152 Lhited Sates CLl000074: HITP. naj estic bot B ock 2
66. 249. 64. 71 147.237.77.225 |lsrael C1000143: HTTP: Known Bad Shar ePoi nt B ock 2
66. 249. 64. 170 147.237. 76. 45 | srael C1000143: HITP: Known Bad Shar ePoi nt B ock 2
5.9.85.4 147.237.76.139 |Ger many C1000074: HTTP. naj estic bot B ock 2




04- 18- 2016-09: 02: 00 to 04-18-2016-10: 02: 00

|Top Attackers In |D|

Attacker Address | Attacker Country | Target Address | Name
1.171.4.174 147.237.2.76 Tai wan 1
2.53.32.211 147.237.77. 238 | srael 2
2.53.128. 166 147.237.0. 64 | srael 2
2.53.138.178 147.237.77. 238 | srael 2
2.53.165. 54 147.237.77. 250 | srael 1
2.53.169. 132 147.237.0. 64 | srael 2
2.53.172. 33 147.237.77.18 | srael 3
2.53.186. 229 147.237.0. 64 | srael 1
2.53.191. 68 147.237.0. 64 | srael 1
2.55. 23. 253 147.237.0. 64 | srael 1
2.55.128. 236 147.237.77.199 | srael 1
2.55.139. 221 147.237.0. 64 | srael 4
5.22.135.199 147.237.77. 238 | srael 1
5.22.135. 210 147.237.77. 238 | srael 2
5. 22.135. 222 147.237.76. 106 | srael 5
5. 28. 158. 225 147.237.0. 64 | srael 1
5.28.179. 151 147.237.76. 26 | srael 5
5. 29. 200. 2 147.237.76.134 | srael 1
5. 29. 219. 168 147.237.77.18 | srael 1
5.102. 195. 168 147.237.0. 64 | srael 1
5. 102. 233. 103 147.237.77. 60 | srael 9
5.102. 254. 174 147.237.77. 216 | srael 1
13.92. 100. 128 147.237.0. 126 Lhited Sates 1
13.92. 100. 128 147.237.0. 126 Lhited Sates 1
13.92.122. 143 147.237.7.221 Lhited Sates 1
13.92.122. 143 147.237.72. 83 Lhited Sates 1
13.92.122. 143 147.237.72. 83 Lhited Sates 1
13.92.122. 143 147.237.77. 190 Lhited Sates 1
13.92. 245. 177 147.237. 4. 177 Lhited Sates 1
13.92. 245. 177 147.237.7.99 Lhited Sates 1
13. 92. 245, 177 147.237. 8. 163 Lhited Sates 1
13.92. 245. 177 147.237. 8. 163 Lhited Sates 1
13. 92. 246. 145 147.237.13.9 Lhited Sates 1
13. 92. 246. 145 147.237.15.72 Lhited Sates 1
13.94. 233. 163 147.237.76. 117 Lhited Sates 1
13.94. 233. 163 147.237.76.117 Lhited Sates 1
23. 96. 109. 87 147.237.2.208 Lhited Sates 1
23. 96. 109. 87 147.237. 2. 208 Lhited Sates 1
23. 96. 109. 87 147.237.7. 147 Lhited Sates 1
23. 96. 109. 87 147.237.7. 147 Lhited Sates 1
23.96. 109. 87 147.237.14.21 Lhited Sates 1
23.96. 109. 87 147.237.77. 235 Lhited Sates 1
23.102. 168. 255 147.237.72. 122 Lhited Sates 1
23.102. 168. 255 147.237.72. 122 Lhited Sates 1
23.102. 168. 255 147.237.77. 187 Lhited Sates 1
23. 249. 164. 152 147.237. 76. 106 Lhited Sates 1
31.154.4.18 147.237.0. 64 | srael 1
31.154. 8. 98 147.237.76.134 | srael 1
31. 154. 10. 142 147.237.72. 63 | srael 1
31.154.19.5 147.237.0. 64 | srael 1




|Top Attackers In FW |

04- 18- 2016-09: 02: 00 to 04-18-2016-10: 02: 00

Attacker Address | Attacker Country | Target Address | Message | Devi ce Action | count |
212.179. 159. 253 147.237.76. 239 | srael egi us. gov. il drop 672
195. 200. 205. 2 147.237.76. 139 | srael call.health.gov.il drop 483
31.168. 118. 235 147.237.76. 174 | srael nap. govnap. gov. i | drop 459
79.179.212. 183 147.237.76. 174 | srael nap. govnap. gov. i | drop 459
80. 178. 153. 201 147.237.72. 135 | srael dr op 383
109. 67. 52. 197 147.237.0.194 | srael drop 243
62. 90. 15. 46 147.237.72. 202 | srael pensyanet . nof . gov. i | drop 214
207. 46. 13. 186 147.237.0. 194 Lhited Sates drop 207
66. 249. 78. 37 147.237.0. 194 Lhited Sates drop 206
195. 200. 205. 2 147.237.76. 239 | srael egi us. gov. i | drop 186
192. 116. 245. 249 147.237.72. 103 | srael | and. gov.i | dr op 186
147. 236. 232. 254 147.237.76. 174 | srael nap. govnap. gov. i | drop 183
195. 200. 205. 35 147.237.76. 239 | srael egi us. gov. il drop 180
65. 19. 138. 33 147.237.0. 194 Lhited Sates drop 178
157.55. 39. 78 147.237.0. 194 Lhited Sates drop 162
109. 66. 22. 210 147.237.72. 103 | srael | and. gov..i | drop 159
94. 159. 208. 17 147.237.72. 103 | srael | and. gov.i | dr op 156
147. 236. 232. 254 147.237.72. 103 | srael | and. gov. i | drop 147
79. 181. 106. 37 147.237.72. 103 | srael | and. gov..i | drop 144
79.181. 145. 233 147.237.76. 239 | srael egi us. gov. il drop 144
193. 106. 54. 37 147.237.0. 194 | srael drop 132
147.235.185. 74 147.237.72. 103 | srael | and. gov..i | drop 124
207. 46. 13. 29 147.237.0. 194 Lhited Sates dr op 117
31.168.13.41 147.237.76. 239 | srael egi us. gov. i |l drop 114
31. 168. 206. 182 147.237.76. 239 | srael egi us. gov. il drop 114
189. 23. 85. 130 147.237.76. 32 Brazil Enfassi esRedi r ect noni t or 108
81. 218. 6. 122 147.237.72. 103 | srael | and. gov..i | drop 108
31. 168. 23. 60 147.237.76. 239 | srael egi us. gov. i | drop 108
185. 110. 110. 2 147.237.76. 239 | srael egi us. gov. i | dr op 108
81.218. 76. 25 147.237.76. 239 | srael egi us. gov. i |l drop 108
62.219. 210. 109 147.237.76. 239 | srael egi us. gov. il drop 108
149. 88. 199. 199 147.237.76. 106 | srael nfia. gov.il noni t or 102
192. 115. 139. 253 147.237.72. 103 | srael | and. gov..i | drop 102
149. 78. 152. 12 147.237.76. 239 | srael egi us. gov. i | drop 99
66. 249. 93. 15 147.237.76. 239 Eur ope egi us. gov. i | dr op 96
194. 90. 79. 80 147.237.76. 239 | srael egi us. gov. il drop 96
79.176. 82. 232 147.237. 76. 155 | srael pol i ce. gov.il drop 94
192. 116. 212. 206 147.237.72. 103 | srael | and. gov..i | drop 93
31. 168. 30. 196 147.237.72. 103 | srael | and. gov..i | drop 93
109. 65. 160. 58 147.237.76. 200 | srael eitan. aka.idf.il drop 87
212.143.120. 166 147.237.72. 103 | srael | and. gov.i | dr op 87
141.0.14. 74 147.237.72. 157 Eur ope i ns. gov. il rej ect 84
87.70.119. 175 147.237.72. 103 | srael | and. gov.i | drop 84
194. 0. 236. 86 147.237.76. 239 Eur ope egi us. gov. il drop 84
147. 235.236. 1 147.237.77. 151 | srael rashoyot . noi n. gov. i | drop 84
79.178. 139. 161 147.237.72. 103 | srael | and. gov..i | drop 84
95. 213. 218. 93 147.237.76.51 Russi an Federation noi a. gov. i | rej ect 81
185. 120. 126. 77 147.237.72. 103 | srael | and. gov.i | drop 81
95. 213. 218. 93 147.237.76. 51 Russi an Federation noi & gov. i | noni t or 81
147.236. 238. 22 147.237.72. 103 | srael | and. gov..i | drop 80
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|Top Attackers In V\AF|

A tacker Tar get

Country Addr ess S
147.237.72. 51 1 |SowHITPS Attack FromMil tiple Sources. Qurrent S ow Gonnections: 100; Rates(BPS): H gh-0; Low 0. |B ock
2.53.7.172 147.237.77. 238 |l srael 1 |DOstributed vti_ B ock
2.53.11. 137 147.237.77.90 |lsrael 1 |[Dstributed Illegal Paraneter Encoding None
2.53.21.22 147.237.77.90 |lsrael 1 |Dstributed Illegal Paraneter Encodi ng None
2.53.24.14 147.237.76.86 |lsrael 1 |Qooki e Tanpering on cookie atrfs: Expected ab/ None
2.53.27.23 147.237.77.90 |lsrael 1 |Dstributed |llegal Paraneter Encodi ng None
2.53.32.211 147.237.77. 238 |l srael 3 |Dstributed vti_ B ock
2.53. 35. 87 147.237. 76. 155 |l srael 1 |lhtraceabl e SS. Sessions: sigal gs DoS Attack None
2.53.40.9 147.237.0. 163 |lsrael 1 [Miltiple Wauthorized Method for Known URL from 2.53. 40. 9 None
2.53.40. 103 147.237.77.90 |lsrael 1 |Dstributed Illegal Paraneter Encodi ng None
D stributed Lhaut hori zed URL Access on
2.53.42.198 147. 237. 76. 139 |l srael 3 |call.gov.il/infocenter/apps/infocenter/custont pages/ nobi | e/ apps/ i nf ocent er/ cust om conponent s/ cont |Bl ock
ent/c autofill _nobile.jsp
2.53.55.160 147.237.76. 172 |l srael 2 |Miltiple Wauthorized URL Access from 2.53. 55. 160 B ock
2.53.55.160 147.237.76. 172 |l srael 1 |Wauthorized URL Access to econony. gov.il/ | ayouts/ewastringshandl er. ashx/ he-il B ock
2.53. 62. 200 147.237.77.90 |lsrael 1 |Dstributed Illegal Paraneter Encodi ng None
2.53.130.166 |147.237.1.105 |[lsrael 1 |Dstributed Abnornal |y Long Request None
2.53.138.178 |147.237.77.238 |Israel 6 |Dstributed vti_ B ock
2.53.141. 57 147.237.77.90 |lsrael 1 |[Dstributed Illegal Paraneter Encoding None
2.53.150.9 147.237.77.90 |lsrael 1 |Dstributed Illegal Paraneter Encodi ng None
2.53.152. 133 |147.237.0.121 |Israel 2 |Paraneter Type M ol ati on ctl00$Cont ent Pl acetbl der 1$ct 100 i n v ni | ui mi shi . aka.idf.il/forn8010 B ock
2.53.159. 153 |147.237.76. 132 |l srael 1 |[Utraceabl e SS. Sessions: Uhknown Server Certificate None
2.53.164. 88 147.237.77.90 |lsrael 2 |DOstributed I11egal Paraneter Encoding None
2.53. 165. 54 147.237.77. 250 |l srael 3 |Dstributed vti_ B ock
2.53.165. 111 |147.237.76. 155 |l srael 1 |Untraceabl e SS. Sessions: sigal gs DoS Atack None
2.53.165.203 |147.237.77.90 |lsrael 1 |Dstributed Illegal Paraneter Encodi ng None
2.53.172. 33 147.237.77.18 |lsrael 4 |Dstributed vti_ B ock
2.53.172.191 |147.237.0. 46 | srael 1 |Whauthorized URL Access to survey.gov.il/sites/defaul t/files/col orizer/survey 340-6e2cf 2bc. css None
2.53.174.135 |147.237.77.90 |[lsrael 1 |DOstributed Illegal Paraneter Encodi ng None
2.53.181.191 |147.237.77.90 |[lsrael 2 |Dstributed I11egal Paraneter Encoding None
2.53.189. 16 147.237.77.90 |lsrael 1 |[Dstributed Illegal Paraneter Encoding None
2.55. 35. 99 147.237.77. 238 |l srael 4 |Dstributed vti B ock
2.55.49. 41 147.237.77.90 |lsrael 2 |Dstributed |1l egal Paraneter Encodi ng None
2.55. 56. 223 147.237.77.90 |lsrael 1 |Dstributed |llegal Paraneter Encodi ng None
2.55.133.157 |147.237.72.24 |lsrael 1 |Unhtraceabl e SS. Sessions: Lhsupported d pher None
2.55.138.168 |147.237.72.61 |[lsrael 2 |Whaut hori zed URL Access to vehicl e. nof . gov. il / nof/ B ock
2.55.147.192 |147.237.77.90 |lsrael 2 |Dstributed Illegal Paraneter Encoding None
2.55.152. 78 147.237.77.90 |lsrael 1 |Dstributed Illegal Paraneter Encodi ng None
2.55.153. 160 [147.237.76.41 |lsrael 1 |Suspici ous Response Code B ock
2.55.164.5 147.237.77.90 |lsrael 1 |Dstributed Illegal Paraneter Encodi ng None
Unaut hori zed URL Access to
2.55.171.140 |147.237.76. 139 |Israel 1 |call.gov.il/infocenter/apps/infocenter/custoniconponents/content/apps/infocenter/custoni conpone |B ock
nts/content/c autofill nobile.jsp
2.55.175. 95 147.237.77.90 |lsrael 1 |Dstributed |llegal Paraneter Encodi ng None
5.22.129.237 |147.237.77.90 |lsrael 1 |DOstributed Illegal Paraneter Encodi ng None
5.22.130. 96 147.237.1. 44 | srael 1 |Post Request - Mssing Gontent Type None
5.22.131.41 147.237.76. 43 |lsrael 24 |Dstributed vti_ B ock
5 22 135 117 |147. 237. 72. 201 |i srael 1 Unknown Pa_r anet er quot_; nwn 1 X T&quot ; 1</ Jew s_hBi rt hdat e> <str Dat e>28/ 03/ 1984</ st r Dat e> None
<eday text in forns.gov.il/gl obal dat a/ get sequence/ pri nt f or m aspx
5.22.135.199 |147.237.77.238 |Israel 2 |Dstributed vti_ B ock
5.22.135.210 |147.237.77.238 |lsrael 2 |Dstributed vti_ B ock
5.22.135. 222 |147.237.76. 106 |l srael 9 |Dstributed vti_ B ock
5.28.128. 70 147.237.72. 201 |l srael 2 |Paraneter Type Mol ati on Att AMeyut zagA Yedei in forns. gov.il/gl obal dat a/ get sequence/ r ecei ve. aspx None
5.28.147.79 147.237.76.26 |lsrael 8 |Dstributed Uhauthorized Htp Met hods B ock
5.28.155. 169 [147.237.77.238 |l srael 1 |[Dstributed Whauthorized Htp Met hods B ock
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