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Top Attackers In DDoS-Defence
Attacker Address Attacker Country Target Address Message Name Device Action Count

0.0.0.0 147.237.77.216 SYN Flood JLM_Under_Attack_Syn_Http SynFlood challenge 1207

0.0.0.0 147.237.72.166 SYN Flood JLM_Under_Attack_Syn_Http SynFlood challenge 754

0.0.0.0 147.237.72.166 SYN Flood JLM_Under_Attack_Syn_Https SynFlood challenge 532

0.0.0.0 147.237.77.216 SYN Flood Frk_Under_Attack_Syn_Http SynFlood challenge 157

77.126.55.8 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 79

0.0.0.0 147.237.77.216 SYN Flood JLM_Under_Attack_Syn_Https SynFlood challenge 66

0.0.0.0 147.237.72.14 SYN Flood JLM_Under_Attack_Syn_Http SynFlood challenge 39

46.19.86.220 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 27

0.0.0.0 147.237.72.166 SYN Flood Frk_Under_Attack_Syn_Http SynFlood challenge 24

46.117.166.76 Israel 147.237.72.156 Anomaly-TLS-renegotiation-Cli Intrusions forward 24

109.65.117.102 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 21

46.19.85.223 Israel 147.237.0.120 Invalid TCP Flags Anomalies drop 18

2.54.14.44 Israel 147.237.72.156 Anomaly-TLS-renegotiation-Cli Intrusions forward 16

2.54.136.82 Israel 147.237.72.156 Anomaly-TLS-renegotiation-Cli Intrusions forward 16

109.66.20.233 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 14

95.86.100.200 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 12

109.64.107.81 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 12

0.0.0.0 147.237.72.166 SYN Flood unverified cookie SynFlood drop 11

109.253.145.135 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 11

79.179.32.114 Israel 147.237.72.167 Anomaly-TLS-renegotiation-Cli Intrusions forward 11

46.19.85.235 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 10

82.102.141.216 Israel 147.237.77.216 Invalid TCP Flags Anomalies drop 9

194.90.66.15 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 9

79.181.173.129 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 9

46.116.99.140 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 8

85.65.84.85 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 8

37.142.192.180 147.237.72.166 SYN Flood unverified cookie SynFlood drop 7

54.72.182.187 United States 147.237.76.86 Block_Udp_All_Nets Access drop 7

37.142.235.241 147.237.72.166 SYN Flood unverified cookie SynFlood drop 7

109.253.130.214 Israel 147.237.77.216 SYN Flood unverified cookie SynFlood drop 6

79.181.109.162 Israel 147.237.0.121 Block_Udp_All_Nets Access drop 6

89.138.69.219 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 6

82.102.141.216 Israel 147.237.76.42 Invalid TCP Flags Anomalies drop 6

89.138.69.219 Israel 147.237.72.166 SYN Flood delete reset SynFlood drop 6

109.186.92.88 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 6

10.0.0.9 147.237.72.166 SYN Flood unverified cookie SynFlood drop 5

46.116.201.55 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 5

37.142.124.98 147.237.72.166 SYN Flood unverified cookie SynFlood drop 5

109.160.254.21 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 5

84.108.126.245 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 5

46.19.86.20 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 5

82.102.141.196 Israel 147.237.76.39 Invalid TCP Flags Anomalies drop 5

46.19.85.235 Israel 147.237.72.166 SYN Flood out of context SynFlood drop 4

193.43.244.102 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 4

46.121.205.117 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 4

193.169.70.101 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 3

0.0.0.0 147.237.72.14 SYN Flood Frk_Under_Attack_Syn_Http SynFlood challenge 3

37.26.148.145 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 3

212.29.196.73 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 3

46.116.166.27 Israel 147.237.72.166 SYN Flood unverified cookie SynFlood drop 3



Top Attackers In IPS
Attacker Address Attacker Country Target Address Message Name Device Action Count



Top Attackers In IDS
Attacker Address Attacker Country Target Address Name Count

80.74.98.102 Israel 147.237.77.216 ET WEB_SERVER Fake Googlebot UA 1 Inbound 2

46.121.231.138 Israel 147.237.0.34 LOCAL_RULES DOS attack 01/2012 2

66.249.81.78 United States 147.237.0.34 LOCAL_RULES DOS attack 01/2012 2

61.187.55.43 China 147.237.0.35 ET SCAN Potential SSH Scan 1

119.47.90.116 Indonesia 147.237.72.166 Tehila defacement attempt (-Hacked By- sent to Web Server) 1

61.187.55.43 China 147.237.0.34 ET SCAN Potential SSH Scan 1

213.8.129.154 Israel 147.237.0.34 LOCAL_RULES DOS attack 01/2012 1

189.168.16.109 Mexico 147.237.8.14 ET SCAN NMAP -sS window 1024 1

61.187.55.44 China 147.237.76.44 ET SCAN Potential SSH Scan 1

119.47.90.116 Indonesia 147.237.77.216 Tehila defacement attempt (-Hacked By- sent to Web Server) 1



Top Attackers In FW
Attacker Address Attacker Country Target Address Message Name Device Action Count

41.248.160.52 Morocco 147.237.77.216 drop drop 40

82.102.141.216 Israel 147.237.77.216 drop drop 17

77.126.33.76 Israel 147.237.77.216 drop drop 15

212.179.46.19 Israel 147.237.77.216 drop drop 12

109.67.151.84 Israel 147.237.72.166 drop drop 10

41.97.96.152 Algeria 147.237.77.216 drop drop 8

212.76.127.111 Israel 147.237.77.216 drop drop 8

46.19.85.104 Israel 147.237.0.120 drop drop 7

125.30.131.78 Japan 147.237.77.216 drop drop 7

212.235.115.157 Israel 147.237.0.121 drop drop 7

31.44.129.102 Israel 147.237.72.166 drop drop 6

80.230.76.133 Israel 147.237.77.216 drop drop 6

178.190.196.9 Austria 147.237.77.216 drop drop 6

109.253.136.191 Israel 147.237.77.216 drop drop 5

89.176.21.33 Czech Republic 147.237.77.216 drop drop 5

46.19.86.100 Israel 147.237.77.216 drop drop 5

93.173.50.84 Israel 147.237.0.120 drop drop 4

212.29.196.73 Israel 147.237.0.121 SAM rule drop drop 4

95.35.51.193 Israel 147.237.77.216 drop drop 4

109.186.63.7 Israel 147.237.0.120 drop drop 4

82.80.137.79 Israel 147.237.0.120 drop drop 4

212.29.196.73 Israel 147.237.72.166 SAM rule drop drop 4

46.120.3.214 Israel 147.237.72.166 drop drop 3

46.19.85.104 Israel 147.237.77.216 drop drop 3

212.179.231.89 Israel 147.237.72.166 drop drop 3

213.57.216.17 Israel 147.237.77.216 drop drop 3

213.57.253.150 Israel 147.237.72.166 drop drop 3

41.130.18.172 Egypt 147.237.77.216 drop drop 3

84.229.247.67 Israel 147.237.77.216 drop drop 3

82.102.141.248 Israel 147.237.77.216 drop drop 3

109.67.154.31 Israel 147.237.77.216 drop drop 3

193.169.70.101 Israel 147.237.72.166 drop drop 3

84.109.101.188 Israel 147.237.72.166 drop drop 2

212.150.214.90 Israel 147.237.77.216 drop drop 2

81.218.241.26 Israel 147.237.77.216 drop drop 2

79.181.173.129 Israel 147.237.72.166 drop drop 2

212.25.83.251 Israel 147.237.77.216 drop drop 2

192.114.175.98 Israel 147.237.77.216 drop drop 2

82.80.64.2 Israel 147.237.77.216 drop drop 2

62.219.161.33 Israel 147.237.77.216 drop drop 2

122.248.119.33 Myanmar 147.237.77.216 drop drop 2

80.74.111.178 Israel 147.237.77.216 drop drop 2

79.178.149.123 Israel 147.237.72.166 drop drop 2

212.117.140.194 Israel 147.237.72.166 drop drop 2

193.43.246.250 Israel 147.237.72.166 drop drop 2

82.166.87.39 Israel 147.237.77.216 drop drop 2

81.218.33.2 Israel 147.237.77.216 drop drop 2

46.116.124.95 Israel 147.237.72.166 drop drop 2

83.244.127.149 Palestinian Territory, Occupied 147.237.77.216 drop drop 2

5.22.130.183 Europe 147.237.72.166 drop drop 2



Top Attackers In WAF

Attacker Address
Attacker
Country

Target Address Name
Device
Action

Count

213.151.49.212 Israel 147.237.0.121

Unknown Parameter
Y3Ry8k4R8Eqvm5yPpxEekrhZQfH2RICpoc52qU5hifeZjp3z1LmbsXFzEfDdKsZyp96YolYEG344TxVbysiQ
9rGOLNdgwRrFa1nw6WatkZulOOeR4xwBd7QYZicJk2SEPuKkLrm0Z-p12_Lk45eoJ-N0rdDB8Hy-pHVFx_
LEzYfOtSwmUk8kGOkEjXwf_ygmEvSy3uYls_sDbModC9ERl3d6bMzwM0LnK9gQwfFNu10dSUF7X0T3K0
Wj9y7mzyFzr8z32BKpxONAvVX9-xUZ21xiXPJwsuDXVTgMCvelo1LpM4yWg7T80VcR0vWWz4Ob3pHio
UomIU_G7UQUl5caBw in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 79

157.55.39.147
United
States

147.237.72.14 Distributed Unauthorized URL Access on dover.idf.il//robots.txt Block 59

46.120.3.214 Israel 147.237.0.121

Unknown Parameter
vIHAl73BBxPlR5wA7g80EIXY8y8NNlFRcQ-GQhDCHvgaF9ukTYQtEiaVzz0J-UoP87Fdyct-BE_4yqrEi8Qzb
YBHLsUICcqHgQrHZH68uST_Yupujj-Os5ICTUDiU913VfEXCrM9ULT6pt5rl_ZJ44y1ssE21NUexcByrWHC
HlYHqZT4wlHQv4FTkgxwXcEvPzks2NWsC46jhgSgxztqTDOg-pNRApl8qfzvvSVCRDuh7yD7aYRXJ3BhR
GgxYQPOhbb--VQ9p57O_U4vRtgd_W0kTnhiiKSrV4hJ-m6xdFxj9ztAS9wq7sqDi-mpndpUhe79IwwYWt
78OFZc1GVUDw in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 59

37.142.32.242 147.237.0.121

Unknown Parameter
kpcxzyJhh-lhPFtuirbj5G_FYtbdjBNjvb1vh8mTALFCDnf-RwQfIdLPcKvl1vUHV8xEh6R0R63QexUJ8JE5czY
QcmktZVv_8iOTx7yXlfYVdJRFCzd57sBaQ8AbtsNEhrFhJC2Xa81Lq6p_a9LD0MEE-PVZuDzQTifPh--14cB
7zjmccvQvReVBIbf7f9Axzf6QsWRd968dawYZnc-g7Z3GATIQmCTY0vZFaz7NYDAmTHV0HHBhQmaA2
NTAhuOg7IBjswqmvy-wXuO1xbLcJ7Nb0t8Fqsb2e_rrrYIvaCMC6TeG-XI8lfdm-O-87m5xz8sn70sFD2iX
5h3IZ1aiyg in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 59

95.86.79.155 Israel 147.237.72.166 Multiple Unauthorized URL Access from 95.86.79.155 Block 57

37.142.123.186 147.237.0.121

Unknown Parameter
V1bIrih7_gwtmEdXsr9J32ioQm6J2JT9mYfbBu7w0xF7kDJKs2M-xfaSYNyN6m6nDhr7pUvg7MQt-YrHWO
-qs3rCvuY0KjK-Wytm7VIDP-XcmGoWfjA_CwrPJCv6P2P6PLPYf0G-lHHdpX00ji3-drzGB-Y3GkpbLPyzBR
_dWvuMMpW36QbgsradUgkaI_VaRyGcU72guEC5jKn6q4CGdViBDpTds_lumCTjrKqXg0XjMJvcL5icyxX49
RwFho042QDBcEe-tHl2W3fkPQpLhs7gp4UEFtRsgJ0mnP-Dq7Ba-66RybZKMCM16k5MJ3NBaBmEwrqrt2
INjN99HmbZ3w in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 49

2.54.9.91 Israel 147.237.0.121

Unknown Parameter
vs_EKFKM2XgRgb_JxQr0IviY4TM0oo3D--zfdeMisLKQgmsmpXYSLMD9mEZy-ou7mvMICuKgKEy7it8Pzv
DWRljaGTxkK2oOiT2796aBl2Af98Yy9BtF78KZSjleg2qhZDz7xn-DiJbwptVNuM0zOYIXgiJVeNhWGWRpT
W0W0iHia8gkqEz9TvbpTZmdowDsxJczC0JqPFaEZ1VzEurTBhdG-H_o_6WJHq2KV9mUhe45Z5Ol1F2pLrJ
Gzqt1iOiMlPSJDQIH45SIzK2NkG6sJM7AdG4vNPPMt45BUtAvznR0j93Eq31izoK8xiKK2RzYCRj2EwK97zo
__NDcGD14Uw in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 40

46.19.86.206 Israel 147.237.0.121

Unknown Parameter
AkBArxpCVf33hXrENZf7kH9OawZDFmoymmcMZow-QShCI__KdwCNzMagFJQCwnnmpvVYvKtdKa4E-T
08vNb3K2E8E4a8rWFzmwnVtAOxMoZJEhel13h5inOuGHrtqKiUN6AkTtMozyksSVCilxOqy4oe9BNPXrn0S
UaXAnC-ijwOFTx6sjSbKZXDPz3SgbsouvhgjZ-iDYaK2EQTUDpYka9txtJ-Fo8i4h-hI93I1GDLD8QWXda2U
ULkc5SgbM6KvKjXpgrF005V5ioJM9fdHU2-lCjSs1RzP0H8S1c7xk-ydgSa9D3UZz3PQe2PdQZjxngBYYlJT
xykaZOJBoj7Fg in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 38

89.139.44.75 Israel 147.237.72.166 Multiple Unauthorized URL Access from 89.139.44.75 Block 36

212.179.21.198 Israel 147.237.72.166 Distributed Unauthorized URL Access on www.aka.idf.il//main/haredim/webresource.axd Block 36

95.86.74.86 Israel 147.237.72.166 Distributed Unauthorized URL Access on www.aka.idf.il//sachar/resources/scripts/matash.js.asp Block 36

79.183.34.206 Israel 147.237.0.121

Unknown Parameter
U_GkYJSYKhM_IhB7ns3Yr36dbiIslszOxjjXtl4Ish_mzzfqUcpJUuiobNZB2sckTFHDYLhUD4l53NBpU4zt36
UUxBnK0wySh0qlEJZ4UkovlamP_km7QLrbYzFX9IpCaHdY01RJKRp5wq0Jur4gSCkPHV8S0zIwYmRsgNj-b
5D788NrhuvIG8-G8KZBlW0Iz4Ron8wX25g1b7jxxVCbDdq3PEdRkqWrx-rnrDpbU3aatia_alggou19fyxZJ
OG7bC6cUi9Ir8WVMsnYsUTE3pu5XaWS5W0OjkQ57Vqes3S-aRV8V8oDTzT-5jov1vuU6PhvzKtq9j0Q5g
A450O8Lw in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 30

79.177.126.88 Israel 147.237.0.121

Unknown Parameter
J6VLh8PAFeFTCaQsLa1QpSAVIdPCwige1qicAmOqOpqW87NYZRzA99K1cODN0FYzn8m7ozZdSxl5nGfe
Yaf-u-xKKPB2KsKfYzng_Yy9ccl7hA4-cxC7oPSZVBrjMmRmzjpQRNjYUGTTeFqLGLU0LrDmeGvcUvBcWE
2BHhpFgUivE2-cdodoh9WCuDMepofAzqfzmGTw-IENELmroM67UeLNEL-D1UVs_vamUac0w7tAs98Mg
n6qiD9YbI00SGX__z-2ELv3GdKIG1A99qXoU2hyMmNnqmw9a-T1sJqHBDGX1YYAyytsnQeZ9qKf7bis_d
eBi5UxbZ15JUurppJTbA in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 30

95.35.51.127 Israel 147.237.72.166 Multiple Unauthorized URL Access from 95.35.51.127 Block 29

79.176.103.240 Israel 147.237.0.121

Unknown Parameter
wQJ5M7AaS1a--1XHOiAX7aNRM9OgkuIywAbJUaGhKM-rdAIrKKrHrJ-JGKlYDOF1jk-bBLCafenULh6BS_k
eKO_t2kjZCQaErvA4FZEswzjhZEar-rYACofj6p6oOtiozepIWaKpxrY8zusj9sswDwfzQmuXuqKuKGtJq84tI
uwauJthZPjJiWO6upIvHVWr0ch48FmJX7-E8KR2Bkal0Dd0Y9Y_pJbekjIl7t5_erg1vLLt984Pjx07teFSpxOGRN
P0ziFLLHcJnKv4Xnq6_aXFWNJDvwUTCuAl9busFfJC4GICjWu6MXRfUUN_ripEpiYilfQbjEG_OaG2WTbGPQ
in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 28

84.110.176.194 Israel 147.237.0.121

Unknown Parameter
BLbunQQIgxfdjjocLrNrEAoggJXK26_-dvBL-FtDpCgOUa8QkRXWEnttm8gMD7lD1gZRpyJcF5ifbe_imbBot
HppgtbIJwl4oO19GUunxlWtyqmP0YwOoBnpPPWLhzjvnlAU6CnF6SG-8_nNBJuwFj36zKC2vfWazgWnjpD
LS6jN2ZVKSlC4MxKgh7zeu1RwKGTMhVhqOUFbwANX1WScVPev38BRANxKJOKqMlDyl5UTktfMVyAZWe
rL3088wZuLlbS3zYuZmDSlryFF1DJjF5v3dGJkXK_2vHKzPCxeGGR4z_rrGv0pNPTWh0QiILggNGNqfrs7dXK
qKEBPTxFX_A in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 28

80.246.139.172 Israel 147.237.0.121

Unknown Parameter
ZpRwiqDcaACia0qVdW7l6bUU7MKpIFyieS9d2gD4Pgf0RrInKHasryHnhs0-mOeqzmFx_9kGwDMqKdaU6
c-f8Km6fIthP4Nt9W_ko4jmJ8CSmxu1wV9G7YTu8Xj46keZ_yTucUfm9fFlYC8W9dK5J5Ffb5izHKf3P2meL
cBP_oqN6nSYMgSrMXWu28Mq2LuGTM-pvaTzW-r8RBsk2OSasQwU8TnDexTlXME0YmtGantTBN07f3Jp
R7SCFbMu_dp1Um2GNVJrkD6OiFdVH3Gcx8TkNYh_YpYLyidx21_zH18EsHhWHzW9MTSMDZy0_Pc5uK
RYeIcBSgfj3v6a788vdQ in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 28

77.125.116.240 Israel 147.237.0.121

Unknown Parameter
gGIQMMkjukTMz6PlF_H04N5xFmsUwntZDjuCbbprkmVFVbzEdqRm6aW0Q41khB77r4iQccR9eDmvqBR
9IZYOFcETiiRG0U_IXk3TwWYSufxXcQTueiCwMqNZXHJgHuu3c3I_QExgcF3EYpTeC1IvK2mfbA3rHLD_OH
EHXmqE0qozID-FbLZTlLPk7_kfrfQztU4oLHAM0B5YiFcTTYE_H2SMbBoU988u9QH-ZqIC8HMEapcRxL4
O_PKsb7wH6US_E6hwabgOJRfvgqTQ4n_C5jt9lsISVMtEstjrhfmHzVTv9dWb4RGbNZ3GHyNSLD5STqccZG
0U64vOPaU6BOaKzg in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 27

93.172.202.91 Israel 147.237.0.121

Unknown Parameter
qFqUaDS3YyBs9_-gd-CDnxZ1Jjq2Gthx8xl-bn8J27YmTK6a4ATOz2O7td6sIbK-IksPdAB_Y3llRuzkYboo
GJ1SumMaiJhdmuaOzswn-8akUbxOuo2FTXymsUoDRQ9DhPRJwMUdj9iNpiMp5mqmMFCB_GIpj0qU90B
gVicAVmvZcTpRaVGsgYAMx98-tkqG8c8nA6l7yu3mOnYU54j8rCpai3N3sy8X9VQjGVmIHL9Gj03rot6B3
job2YPJ4p9tFyKL4GexWVxZHQjOn3FmyX-VHRHeh_rhvHRZEmRA9m0DweVcbNVUIFlQpNzzkFyqZTalir7
o0sPWtFjTBayn-Q in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 27

85.64.29.64 Israel 147.237.0.121

Unknown Parameter
YzkwJi4w55SLjOJdlQTxyKFOta-HX9golHNXLP7wvlr_OgUtj7hhLRDX9k6IPp_Nl4E3zZ4a2sEF58lNnAmVjJr
2TfNnVuojwV7Y2HFcQPghNbCrSUBsf4gfRNc27ad9fzMawsEljMgmK-PlL7KAS7P7PVxg6ZtWcekd8n7n-z
ynEfgsbSsl4Uy8XpS3o6yZG-JuR40nvtqG3H0op4jhw2xNjlNnXzrKtakzLc-w4ii86cAcd6Owy5t3gGFQyME
cqJOyCyf47k5mPnot_hrKHRBrp9B5zoQh23Uvl1gYmB0SZFNN74ydUfzBgCik8no4uUZz91lJGrV5M9Lim
btg0Q in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 26

2.54.34.179 Israel 147.237.72.166 Multiple Unauthorized URL Access from 2.54.34.179 Block 26

192.114.23.208 Israel 147.237.0.121

Unknown Parameter
TrSlh5YC6ryKfrpNLRP3Uc5b54WXMMDT-K7G3p4aAeGso5KT6Cip5VSPeaOE_y0Aq5ToT9RqNc0pFBYFh
7J_v62f3XQjw-vHg_8ttuF2XQsATdqGSqwVhGk8-11udjIvmJ3-JQKVt0m9PGGtBwr5mHx-1437v4byu7K
4GO_eN6z5mQEYXMqoaBFNz1Y05iERyyEa22Cm8aKavIjN3QekL4l0143GlUkUn829Afxc8Kfw7Ts5qEbZ6
tu8ultjOZWt7DIYdM9tb5pySc8R9pwv87NXIiMCFBVebeOXjKsNxTw0lB06xZUhT5dAyg-ZGgG6YMADZU
exGKpojh_Vfog6Jg in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 25



Attacker Address
Attacker
Country

Target Address Name
Device
Action

Count

46.19.85.36 Israel 147.237.0.121

Unknown Parameter
JUuxjjxubran3yLfVwgrPf8UAG5J5q9leibVIAfiignaX9bJXweu-3dqy0iZq7n4IMyEsxCpGkvo_L2-lM1c4IBCl
ZsVyipcvneVXC-Wdrjl3Wt_1I-mmccKhK8LbPocpRbtolZid-Qy_vdh50BWbK2sXKa9vad2tGZH-ToCcBobg
QtF7vfpHhPK3y3hL_vvloGjmYPT8T8vvobEC5WaybLBfaE104tK9EcLHKvphfIQHfJ7DWzAji1IAfWGoDsr485
XTmGv0gC_kgmciOiSm6-WyAYu-WY0i5d4uao6Giz3gbyHTZXop8dWRjv4P8i67pjoIr5vA-a4fow4XgW7
uQ in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 24

2.54.19.66 Israel 147.237.0.121

Unknown Parameter
YFA-NRtS2cuURzX0c1OcuVpT_7CgztGooCv2Ku9IDcwH2TMcBM0oCdn5Y-MbA7vJ7Hw6WTrvVqMHZ
w9Bf7veTV2d13Pj9TqCyKuVGZyNha9-xo5HWA3fly4R1SJ-maGbbL7S2IQuY8bomdt3lgq7KdPNUlz_7Pb
N0VIMeVsRGR4qITpZ__TMX23ZylwUxSFd2F9RGid8lSOeF9bkoYyYm7CFnzQaZLseqT_xigEZiLF6ibrC8KPS
VJH9qomKhF54zqlyk6A6t8_OONh-vuHsXg-GRgX4VwJHbW7lPbM2yU0PJBCQspJV56YJkBQt84pLZFMVvr
akKgeM6JjGdK71Vg in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 24

95.35.60.155 Israel 147.237.0.121

Unknown Parameter
JFRiQNfRPg0AQHKkOngVYzEw6LFJwImo1hWc3Gx0udZPKi-J7tgbmvoqgRbcakVY9Aw1uafIqcKZSS9NuH
WUdFajHffXGrnWd8WYpZxDZ3Spc3uuQ28HUDSuL9lv2QL4xKv0Xw5N-ffCwi4QZoPsO9OrGG-kzr-YN_l
7zbYtBgTMkXXtpUBqB-BgP_bZK1Jl3KNdT-3J8NhtP7zCw8riG7f3amI842NmDMYxIbXw4X948293HDFU
4f3_4bvZyyW3Xgd4V_GreDoTjd-VQH48cHW1HZHNT5E9TOnraVKu3BZTKXE6ZegveLE4-NQI6EteRR7_k
UKKDYU9hzWxpCGM8w in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 24

84.229.33.84 Israel 147.237.0.121

Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/changepassword/firstlogin parameter
kDXxO4PO8-HjL4XXeo2uoVnC5uiZmeU3b3a_LTFckDvM-8m2j1niHuzUW0XtlbGWcGHXcvm6elqNNB4B
u_jUVGw7Y-b-pip9c8kmUEPxslWITD5wXps0wDlhVSWyz8mnMScZzsQX24GP2q-SZ2RAwqPrpVfVfg3SD
J3b5E_R6XkyK9h6NRxDNrYe-izAABCDsqoWN_Pah6YlVZcGoDv-0h0CTH2CiZ21bCyshcFFj6CQCnjFVd
1vt6z9hATLHnAy1Ails1LWlAj68O5-6eBdlTWs4hXmmJok-92eSjZynUqEulqVrokynk4liR0s-pYrBwsGqJE
ZWtbHC3hC7o93KA

Block 23

79.181.173.129 Israel 147.237.0.121

Unknown Parameter
WgJDu8MrgLnXmvzeP2crqNX0jLYfArVKkv11cyXeCU6G9FIcVWd38Ms7WuF1sUMn0rzcdLZwHRo688H6
GXuoTt3PhXfdUrTcIz-DAyGcrRs7GssxkA53FJWZGvKEjIjcBytUCfe87DRp-Prz7j2muQiyEkcC0FHaUH7ph
ZDLiwUL8KOxm_7WPga3EqDcW6O7uO6PUs4MxsFABSV1K1bldX7Q_oWLqCIP2d-hedWQLuIDPmM8ji7x
XrI0UxA0ynM5bpuqcasLp9_LWqfopnGW9eUIl4O_GSi4hQb5-VVtUaz-sE09C5HXF6eD8dQ1jg8C-M_awf
uk-cCeCrFvJCSBSA in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 23

96.9.179.25
United
States

147.237.72.14 Bot attack on DIDF - Non Browser Access Block 23

46.19.85.153 Israel 147.237.0.121

Unknown Parameter
n-4NB9wAjcujaidp3kIxyRxdLmb_CeSowyaMQ855O48YmQ4CuPc0bgllrf8TciUlpM1Tg_hN25DdWliWxIW
XukKUQ0Pwh5c-CKNeZz55fc4l-xeF6Ehq3N_ZUO_cxlxS1gsQKdUYPlmOy63d0F1LAcjTYUyF38HKmBSq
pTQsgY_bal72jynDKK9JauYmDTwOEo1cFoZ89lcakBoRDeitfzRqQ0P0PyA8TsA0WL_heY-uBYBFGi9ehQFi
01Qp1EMdYKPxli_6FEyiDThXaRfVzY2nyuwwLwburWxlQE3FSoliSeWUv66HR-nulBu9fIUa2j2kadOxOSv7s
hismj1CTw in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 23

192.114.88.74 Israel 147.237.0.121

Unknown Parameter
H-YzoYJZsfgi_h19uCmoKpH-9zAcgLmi7h7dZP72Z5OO-3-SME-uxZraGYySuv1PvlmbeqQv2w65qm0I8
5akA43LKnL52P2PG9-O_NrgDqXIUC_HK1QwHFCrZ15dzH5yuJqeZKKfI0Ub-n0ck2Wicotg2fxl4fiZq_p3
YGZ0FUM_tZZF4ICqFgrzB5gqWEOocG1rsrlN2O_sjs-SjiaahFV8NklxuBvLeqtMSATCG5LRp13s75W0kw3s
EFhZ6oGqAh-K8HEGBZPhoFFSP-2wX3eTEkTA3DyFQaUPlfXoruEoSG0V9_nxpzpbRIhhaOBDOHq2L2Hps
QqarqyR06lV2Q in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 22

46.116.191.172 Israel 147.237.0.121

Unknown Parameter
fIrIk-FtUBZ01XoEb1jwulZEBvOiCq8wvsr8p_PO6-UqGe2K38uimfabsVNAP4mxLFWkF0s6jEp9X-3pUb1V
xAmopd7W3aOr_wg6UJ5iXaMd0cdbV6I_IDAwpJZaHpwUCouiKry4KxR3I7jqprSXQuwa8KekZh1jFRWG6Ka
SlomM-cICBHVvqHdeaxsi60aT44IaSuhmufumKnEvTu8fYAntvwn4Xu-n5xui437d9jiUX6MPumH5cN4po
2tNIMBPfWVB2FspWInnex_MVndnVB0q1trIA5fGBSd_PcKSAtmyY0oYFoeVfarnwIyb4hQrgoDHMQvc8GoK
OaDZiIeR7w in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 22

81.218.59.82 Israel 147.237.0.121

Unknown Parameter
n-QLWJTINViwpQmE1DfagcTylNIQg9T73GaFOKHt4LK89x37gXDCSSIZxEyHkw-TZYFuJ1WNvfQbhe5LZU
MKmo9ajdarVmLE3ptXYpCO2C4ZQoJDckWS-A0UfSteqdFv_Xz5KteAKixfQfJwNMZZo14qX5_ZL3TGAZcp
CZundaSoXHzrLmpfV6L3jBwdUtCBA5vx-SsqXfbzF9mneKa8qNMLCdhCFxj7KAjSZC32fPIYxCdZX9JLJzz
zD2lAvAQwOd-ujZ8Cjr0kbuQ8BMuuBkqesN-8L9dgY4H-YKBNIudLxGjA6yp0R17I8k-N2miIjvDIo7Pkq
n1azEi7EQywSw in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 21

87.68.58.159 Israel 147.237.0.121

Unknown Parameter
D-hRDJ-vRU4YbIO2IP6Xv_DdO_BqjRPxGrKEtjm-mPTuAe9a7vRI725LJJh-8w66aV5geEfzRqeTc9k7WGYXJ
40ctVcbSJY3PxkO2aj6TwtC5XG85whHiafIWx6N-AkPZhsxxELoAkQYV-syC63xRzQaZCG_DjFlmNhMlsu
dBki2NouDt7tpsT9Tl4kdUA6ZaSPOPTBEwNKpqo4i_6FBt-B4NJbJpg9bU2b31OY1614lC2Hnjrs6usodr8j
wkqJ3dACPBJSte-dakDk_YBSFHUEKolbecq8-h6arTvgqrgTmbgclbOyJgj-OEXWIGVb3jNd6WATTPX8Jaylz
5huX8Q in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 21

212.199.143.202 Israel 147.237.0.121

Unknown Parameter
mXv0Gl5Etuu3K9FI2zKY-ahrugo3ZcBysSbcSsXTiVTuvoF0rpYfbcwLPJ4cvT0kZvj1X3FE2s-kiJO_e336sdcv
m_ehMGJBdeGOLOonZhGmf3gWW3EhKv8slSRZSbAT-DPDkiw1CLFOsOIZ4Sf3QJuVdRlIevENjy1IM50vhM
4T36f0Bhqfmxi4LoD_MFZ5CuNVGVL5k3yb77PXwmVWTG4cwA5iDokMjTqmg_Dt-QgUYvIcgxjuTS_iybL
H7tAZeuEZS9HtZacHE7avBU74sjM62uyN9r4EKzqXlbw_-D2669ek58gazgduRAJapxpnbkwKbCKujy_Vd
N9vn-gXjg in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 21

79.180.115.179 Israel 147.237.0.121

Unknown Parameter
npPIxTmXC5T1Gg3RjKiyB31pT8mFlue8UoNuRnLKPEo2Jd-zcD3qiu8jIqiIxaeJKOX0ZaNGZhkRC6u8PnmZ
n3RXgS7gaGSuVEz_b_EGV4uVt_3RIaRcaF7XzTpG73wg0aM0Iui6BlSPBLPKp97SCBDO5eK3ocrEUnrBrqks
ne493biZsAhrHx-4eZn7PQ1ogrZsVRaj2FAbkVL45IUzk1CdWImZdiJtqyAzNG1ChFF5dF9uGZwoHqiJEko
x4ua70XfK809qxwSq2qazIHpJuPE5s3KmuKxrrbve9fbhVCNBlEILb8DqSV9JyPAncz62rPH0fyNv09sTNUhu
eQNymw in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 20

95.35.51.144 Israel 147.237.72.166 Multiple Unauthorized URL Access from 95.35.51.144 Block 20

192.54.204.33 France 147.237.0.121

Unknown Parameter
WoShueOKj1jgoMGrrUXuaytlJPwlw7al3CeMSQ25JYFClF4ERcFRCwgcLCms2eOeBR9oSeA36JJM_UrgavsOIb
6qixQ3pWCyd9bax2b8OaMOV1qX2fWlQfkDQBRJ9Yu6T_-CT97HCObaQYjvtXP8IjbT-iJ9qg91sqa08XCC
SK6LPtPPxS8OvdNbUBPJAB8tNYGAIpKfgYge4wHpptO8kdCDwMsK1lh4U7dWEKLmj_OVJSJyoqHbe2Qk77
ayBKPq08naG5aiT5WfitBw-17iEMts5TYzOS8r4DeZ8eO55ed6trEWgt2OTdopjoYKt7ZGdXyvuvtPBVPE4N3
1XCNB1g in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 19

79.182.31.163 Israel 147.237.0.121

Unknown Parameter
YLDP1GxDaP7MgAwhV8ytk2Xnx-an8zuLhqg7YFRHUTRfN8OfmsGC0aWsw_SHXyAr1xq8yKJPuL6qfgTH
SEyFwc2kqxd_RwJnuWScTtAXTO_1CEV-nJV-BPQT7kjKL4sGA1VqZlH-62bwc1ourph5VNBBVfC0zog2_4
FjUmZZ9lBzaMfCFJQA4vWILIhZw3TZOltnMoesW2cGdM8D2C2bwy_otgx_LzWO4_CkIFfBsdlMmE6edF74I
nZjgUFITBJVELBn0XaNQ1_eC4sIgOnYgh6-cdiapvjTXD6izyOo_L_S1f3OEoBhfPrw-Acaic7P4YV-BuhxsFOP
xrMPhUvd4Q in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 19

109.64.130.34 Israel 147.237.0.121

Unknown Parameter
XwxkyKzP2Sp2wnEzhev1Czi0Rd-LO_A6NhglIqFn4-ZzNJpOm7bpPMp7h86QJkrG6siT-P_jBhmImW1Ti9
2-P5H34M0QLZ1bOD4VgPbxcxyEVOoy-PAeqxhnfe5R4F-yTza4ktsj3mcapbzNzSfh8PnGHuBtdfGj_qhfz
WiCB1bIsNaNe7zc29E1J1_LPhfT9X6qFf-hX0eQNTqYknZ01cBw-VDzVK-rCnOJe87wcx9fGMJvVo769AtiJ
7V-9lwy1Zaqu7F-jJ5F7pFVmS418UXUccaRKJTIf1zx6ks9-_KE5i7rhy9hpoeC2J6jsQwV7l8Lw-jUqm5NYitE
TDogwg in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 19

147.237.70.61 Israel 147.237.72.166 Distributed Suspicious Response Code Block 19

82.102.141.209 Israel 147.237.0.121

Distributed Unknown Parameter on www.miluim-ishi.aka.idf.il/changepassword/firstlogin parameter
Uwse3vq0bux8CRl-mPdkZ52CULWh_L6pXMbiK1nxO4x1FuI46XLucWV3hR8tZDS_HKJDLNdqdNDhJiAw
oeivDV7dAiur07FvBBgyCVevtNl_5mpsWkbNuMEotwqZ6t5T6IBGdpiE-KG65NhwFLZ7z-WUCnAZSvy7I-
ErXMICkwEkTZvYdKFcFxWVrWRaqsnZY-LHrcx5G4eosJ4U4roK17ltiulnKfCc-b59WuSb0fIwg-2wQimGEM
RXfMdu4eoaEH5uZmAiG7HqeNbErpk-hHWr8lpv8wZLsI4m4k7pnCufziHsPHSG7wRc4MEfj6zb5uq698JJr
0__R4WJDTn5pA

Block 19



Attacker Address
Attacker
Country

Target Address Name
Device
Action

Count

46.19.86.12 Israel 147.237.0.121

Unknown Parameter
LIhTyMFKlGwUuYiARWbpAsVNlitBqxK5ZzWGAtJ3bIW-AcuUq28zmsFII9jPiOPX33YRbJHCPp4j7XJARU2m
ahYKJ024_NEFnhPYf7UAQBk_w7DjqcvJJoD5zN-ruWxg_EYZEJEU4xhEhCZ_zQVmoC16kbrPReoxjK6Oc0w
q7sNVkF4J-87oZlgzPd-3CaDaVtvufcr6VI7sdFvKqjb1d4_FpCtZXbcpehkkXwx_wzfCCs0LqHO1IL-ewo42
sRKWD6I_XuVYO_eajXNLWeTbXz1xYvo1gm1CSXhue472XBOiQNyytfCZCf2GB2oMR37hdhtYnPv6JZKKk
Cf66sWyxw in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 19

84.109.177.160 Israel 147.237.0.121

Unknown Parameter
Gdk4TsK3nDAv21RPE6E1DXG7MmxDoSQee_De5Y5OzWq8yNKfUIP5LAp9y2kzvjZk_O6q6UC2r-MH7M
fNwQxe3EzSlprwZrwYtZFkZ8Ne4Iq1iPMcR7NUsf_YoDMVn0ux4u175Odrz-W4IgaDjTgH1SHi49WRcswi
WeQKZhaoqHjDC39WtkUVm8kLxzdsIWvZFo5LHJwiVibkjT2CPHuwOykuBkcQw48GDkETfOcEme8rQyuFv
eNrfJMHDTRueZwgvJll2LB5P8EbtamxSMkJiXJJeo5nSbAxUMLrZ4tkpOGsucoutUpkDV273GDQupJ7-jkJNlE
mQIVymnIlLupVPA in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 19

213.57.106.132 Israel 147.237.0.121

Unknown Parameter
C160MZukMyT8_nU-bXdQ91wIwae8m6Pn0XrA0HM500Wcy2WZMZTJX2TTjt5oPawrwgfTWwCjaRz2LWy
aD2IZ8lSeDvJX46gT3BzhutE0GoPrcpH95UhB8649S08xgao3RY9lze7_6hBhMpqaVbiZuJat1tcCkpzKXN9
Q_7rF22Bq6-n9JFSWwW6mgLbE_poBrZrI2jPOsle_ZaceFCyFeZ1QhOyve0J91WRxaxyMvJPcD1RkOtc9w2m
7HFOBeV1ZwutV9wPO9wqG3LV2DexEN1R64Y55VN-dC9Jw_iHVYrooGBnkKuPhNFcGGLpDLO4WUxHQa
XCXOnVl_TgXMKS3Xw in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 19

87.69.210.161 Israel 147.237.0.121

Unknown Parameter
HdjeWwgiK03BkUIQWfNdq3jsLOeaXIClBQ956pCog4yL6xok7t5lhHX7yzWA5b15mIw_gVS-8Mj68YGG5
VHMUTB56YMbxjvjd-ot4x4c6wqsFwIjyxIs_ju4OMnHXjCA-wUZnKTeTfsUm7UgW9FHcAyzh6lbLuWLX8
nK2qN1zdBFMAdIqGqYLHWY6ZUjAleCMcyTpxFXLfP1QLCUb1zvmcqA8sYYEe85l0a4uwIQ_uSbq6hhQrc
HCDZoLF1TdMa9oyVazbOrNGaxkD1erI6TRUv0Hs-ny_FmwhJibiHvo4tIMnw59GLjgaIMqomTtlxhQfxRs8
Y2-4WDLemrR5DGiQ in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 18

79.181.27.248 Israel 147.237.0.121

Unknown Parameter
cthqcMNaulwHxV8uJV_4VviCmYA2Yy0TnoExIvqk7iy71qYtBdIo8JE42DIXUxCWFQe-hzSK_hsQSf4Rj4qjQ
7BZx39BafMnbUkqd4eom6075TxMg8f2K7ldCKDqx1kcCNFdIyIl4BEF_1FZ0G2CRkJXvJ5Rgk8-LyMUZcO
Lwnwq0hde5yRcweBaaWKadAIc0n6WVr0yQ4q-Q_W48tfs1iBItqBQl9dSQLg8OZHdbamrDMyhA8Bmgy32
zlWCpv3gQEWNJ6yBvvIld_s2vjzRyA9JeNdxLhsa0evlaett8CqNOx-vU2kqMtElBKvNGx6e_hjaWDqqL8YvJ-
aJm3SYEA in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 18

46.19.85.142 Israel 147.237.0.121

Unknown Parameter
oeAOcqA_RW7UTOBw8byfT31iRzAmhJHCR6HdfwBeIioqH8lQzbYQyNK9VaN51L87wI4dXeE5Qvmqa2Da
V1UUdZKq-z1XyictRklw82Iq4YjKFTXL8jGTRqb1rmmN4Bodavk-XNP5pezNKgwU-IlfYJXBcuY4EN7wYQp
cVTUq78LKlKXiCsFPIgaH9Y9eB6HJkoFpx2cF3YoyS65hNjEVFPRJVYzQPaI9ns5hWlQiMOet6A_QI5nhjAXfjT
dPF5ymYRuMJK5eEW26rDRR4aQXvKb3vBh_DhV7SdH1N9Ev_0e6qRIkG5zX0aitVrFlR5mohTPaEdD95l4IC
dDA5DPoWA in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 18

80.246.130.155 Israel 147.237.72.166 Multiple Unauthorized URL Access from 80.246.130.155 Block 18

46.120.116.155 Israel 147.237.0.121

Unknown Parameter
XJTW3TcV2U5absCJpNCGOBwRo1VEQnyjTuRTZuNIUwifozdR5rJPdZDENsQAfqFoXaAAgsbrqmaGG-WJII
hkqjcia4xkUpuk32ndBePTQfcv2iX5FE5TT06IO8-2xdHejocJqIErZhOP3Z09XgJt6EXkk3PyScDY3oKT72VT
RYosHrSX0NkB3vzPBW5kc5PYpOHBhoHGnv-npyqnCw73pbsIb0lLF-P5ShFLPW2_EBrKNIbSuXDXsXB3Hp
9km0nZSGDAPrFy8fAYRJ-a-YWI2De3CNo6o9Bjhl_xEbIatu_x0r_Mtol2SyfygXpS41cQw_HJgrKkT-cXxtB1
kNVusg in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 18

89.139.37.159 Israel 147.237.0.121

Unknown Parameter
qAU4e3cO3x4hGI3hBbVu8K6Luj3zwGs_4FmHh2OMz1I5T7HkyGf2Fy5mEEh1kzOX5ynb5CMpGLQF1h
WYAJpqkIaWFA51wqdf-wCF8v11TDxBCJNdVlrVPVNzuNi1hSmb5m5Lirtt8_Q6BbXpeBPoVzjMamcxmFFg
6r8FfC98qkK5CGztqK4qhHfTVvysRrx4DG9R93HGuOh_cVLqWHx0GkbiFzQ8hO65S26HyO4VOMlM7of
grofabdL6X8GSEsQnDv4LN4k_nRkVfArDqdgBlem_ycw3KnPVEJVjT1ELYHIET1rgO2ApeHJcAwqxepis71iw
U3XYmjUwzlch4z7oYQ in www.miluim-ishi.aka.idf.il/changepassword/firstlogin

Block 18


