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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3125
66. 249. 66. 61 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 5

66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cookie drop 4
41.102. 191. 121 Ageria 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 3

84. 108. 29. 45 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
180. 97. 106. 162 Chi na 147.237. 76. 30 hi nush. i df .i | B ock_Up Al _Nets drop 1
113.17.184. 25 Chi na 147.237.76. 177 ncore.idf.il B ock_Udp Al _Nets dr op 1
27.34.67.236 Nepal 147.237.76. 34 yohal an.i df.il B ock Wp Al Nets drop 1
141. 212. 122. 217 Lhited Sates 147.237.76. 31 nakchal . i df i | Bl ock Udp All Nets drop 1
107. 150. 98. 128 Lhited Sates 147.237.76. 39 nobile.neitav.idf.il |Bock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Aotr;uiikre; Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
40.113.113.23 |147.237.76.197 |Lhited Sates |e. hinush.idf.il ET SCAN Potential SSH Scan 1
40.113.113.23 |147.237.76.38 |[Wnited Sates [e e neitav.idf.il ET SCAN Potential SSH Scan 1
40.113.113.23 |147.237.0.16 |hited Sates |ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
14121 22196 |147. 237 76. 31 |ni na nekehal idh il ET SSAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

208. 67. 1. 155 147.237.77.74 |lnited Sates [lawidf.il ET SCAN Potential SSH Scan 1
192. 198. 216. 130|147. 237.76. 86 |Lhited Sates |navy.idf.il ET SCAN Potential SSH Scan 1
185.130.5.231 |147.237.76.31 nakchal . i df .i ET SCAN NMAP -sS wi ndow 1024 1
85. 250. 253. 194 |[147.237. 72. 166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
40.113.113.23 |147.237.76. 196 |Wited Sates |e svivaidf.il ET SCAN Potential SSH Scan 1
40.113.113.23 |147.237.0.34 |wnited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
36.110. 33. 83 147.237. 72. 167 [Chi na i shurimaka.idf.il SERVER APACHE Apache SS error page cross-site scripting 1
217.132.84. 187 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
185.130. 5. 231 |147.237.76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 [147.237.76.31 |Lhited Sates [nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.249.73.237 |147.237.0.34 |Wited Sates |tikshuv.idf.il SERVER | | S asp-dot attenpt 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature

41.102.191.121 |Ageria 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 257

41.102.191.121 |Ageria 147.237.77. 216 |dover. i df .i | Bad TCP sequence monitor (60

41.102.191.121 |Ageria 147.237.77. 216 |dover.idf.il  [Bad TCP sequence ig;e”a”s”"t with different wndow | i |53

) s Lhexpect ed post SYN packet - RST or

41.102.191.121 |Ageria 147.237.77. 216 |dover.idf.il drop SYN expect ed drop 43

41.102.191.121 |Ageria 147.237. 77. 216 |dover.idf .i | drop drop 41

41.33.231.90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 34

74.243.60. 84 Lhited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 31

84.111.208. 154 |israel 147, 237. 77. 170 |maar acht . i f .1 1{Bad TOP sequence igge”a”smt weh different wndow | ovor  [20

31.210. 186. 210 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber monitor |27

58.106. 197. 165 |Australia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 25

reaming BEngine: TCP Invali i i ssi

79.182.48.87  |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid finvalid segnent retransnission. Packet drop 21
Ret ransm ssi on dr opped.

80. 246. 130. 137 |Israel 147.237.77. 170 |maarachot . i f .i1|Bad TCP sequence S retrensmt weh different wndow | oivor |18

46.19.85.0 I srael 147.237. 77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 17
Sreaming Engine: TCP Invalid ' i ssi

77.127.215. 171 |israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. Packet |, 15
Ret ransni ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi

37.26.149.164 | srael 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransmssion. Packet |, 15
Ret ransm ssi on dr opped.
Sreaming Engine: TCP Invalid ' i ssi

176.13.16.241 |l srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. Packet |, 12
Ret ransni ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi

46.19.86.118  |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. Packet |, 12
Ret ransm ssi on dr opped.
Sreaming Engine: TCP Invalid ' i ssi

176.13. 7. 46 I'srael 147. 237. 77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. Packet |, 12
Ret ransni ssi on dr opped.
Sreaning Engine: TGP Invalid i i ssi

176.13.20.96  |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. Packet |, 10
Ret ransm ssi on dr opped.

. . SYNretransnmit wth different w ndow .

79.180. 15. 68 | srael 147.237.77. 170 |naarachot . i df . i [[Bad TCP sequence cal e noni t or 10

89. 216. 213. 249 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 9

192.116.227.90 |Israel 147.237. 77. 170 |maavachot . i of .i1{Bad TCP sequence :;;e”ansm't with different wndow | onior o
Stream ng Engi ne: TCP Segnent i

31.210. 186. 210 |Israel 147. 237. 77. 216 |dover. i df . i | . 9 B9 9 TCP segnent out of naxi mmalloved . 8
Limt Enforcenent sequence. Packet dropped.

84.109. 117. 160 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or

41.102.191.121 |Ageria 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert

46. 19. 85. 195 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning BEngine: TQP Invalid i i ssi

2.54.33. 124 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransni ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi

37.26.149.201 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransmi ssi on dr opped.

41.102.191.121 |Ageria 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi

85.64.62.88  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret ransmi ssi on dr opped.

149. 78. 233. 149 |l srael 147.237. 77. 216 [dover. i df il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6

46.19. 85. 151 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6

37.26.149.216 [Israel 147.237. 77. 216 [dover. i df i Bad TCP sequence noni t or 6

79.176.58.252 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaming Engine: TCP Invalid ' i ssi

213.57.215.191 |Israel 147. 237, 77. 243 |nobi l e.i df .i | g =g Invalid segnent retransmssion. Packet g 6
Ret ransni ssi on dr opped.

46. 19. 86. 6 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber nonitor (6

192. 116. 177. 186 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6

46.19. 85. 151 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber moni tor |6

46. 19. 85. 65 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaning Bngine: TQP Invalid i i ssi

213.57.40.225 |Israel 147. 237, 77. 243 |nobi | e. i of . i | g =g Invalid segnent retransmssion. Packet g 6
Ret ransni ssi on dr opped.

197.34.147.65 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TQP Invalid i i ssi

5.102.254.88 | srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. Packet g 6
Ret ransm ssi on dr opped.

79.176.58.252 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid AGK nunber moni tor |6
Sreaning Engine: TGP Invalid i i ssi

109. 65. 150. 144 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret ransm ssi on dr opped.
Sreanming Engine: TCP Invalid ' i ssi

46.19. 86. 12 I'srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret ransni ssi on dr opped.

46. 19. 85. 65 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber nonitor (6
Sreaning Bngine: TQP Invalid i i ssi

77.60.58.74 Netherlands |147.237.72. 166 |aka idf.il g =g Invalid segnent retransmssion. Packet g 6
Ret ransni ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi

185.32. 179. 207 | srael 147. 237, 77. 243 |robi 1 e, i of . i | 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansmi ssi on dr opped.
Sreaning Bngine: TQP Invalid i i ssi

176.13.8.219  [israel 147, 237. 77. 243 |nobi | e. i of . i | g =g Invalid segnent retransmssion. Packet g 6
Ret ransni ssi on dr opped.

46. 19. 85. 63 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
85. 65. 60. 211 I srael 147.237.77.243|mobi | e. i df . i | Ostributed Uhauthorized LR. Access on nobil e.idf.il/sachar/index [B ock 7
79.179. 110. 185 |lIsrael 147.237.77. 243 |nobi l e. i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index |H ock 5
176.13.7. 46 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 4
176.13.16.241 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode B ock 4
176. 13. 20. 96 I srael 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Code B ock 4
93.172.244.230 |Israel 147.237.77. 216 |dover. i df . il Distributed Lhaut hori zed URL Access on www i df . i1/894-he B ock 3
201.18.168.78 |Brazil 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to wwidf.il/en B ock 3
46.19. 86. 118 I srael 147.237.77. 243 |nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
176. 13. 8. 219 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 3
2.54.29.123 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.116. 195. 214 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
176.13.12.159 |Israel 147.237.0. 17 ;nlnly kosher-kravi.id] o ipred I1legal Paraneter Encoding None 2
176.13.21.94  [Israel 147. 237.72. 166 |aka. i df . i | ma’;ekt:ri ;aﬂ ?:a)i'n\/'{so;i;f?f Oirgot sassvor d. aspx None 2
84.108. 12. 56 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
176.13.2.33 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
176.13.12. 159  [Israel 147. 237.0.17 ;n |n|y -kosher-kravi . id mya'f;:r:exfzvy ioi‘f""'tii o e?p?a’?;gxﬁ';ﬁﬂg?t\'ri;ni g a5 B ock 2
84.228. 39. 64 I srael 147.237.77. 243 |nobi | e. i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index |B ock 2
2.54.150.235  [israel 147.237.0. 17 ][nlrrly kosher-kravi.id, . ple I1legal Parameter Encoding from2. 54,150, 235 None 2
109. 253. 215. 222|l sr ael 147.237.77.243|nobi | e. i df . i | D stributed Uhauthori zed LRL Access on nobi | e.idf.il/sachar/index [B ock 2
176. 13. 23. 67 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
84.109. 117. 160 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
2.54.2.27 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
213.151. 35. 216 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
5. 28. 144. 228 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
85. 250. 89. 61 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
84.111. 6. 222 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.13.8.2 I srael 147.237.77. 243 |nobi l e. i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index |H ock 2
109. 253. 135. 148]I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
37.142. 64. 99 I srael 147.237.77.243|mobi | e. i df . i | Ostributed Uhauthorized LR. Access on nobil e.idf.il/sachar/index [B ock 2
176.13.16.241 |Israel 147.237.77. 243 |nobi l e. i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index |H ock 2
213.57.40.225 [Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
100.67.21.86  [Israel 147.237.77. 243 |nobi | e. i df . i | ?;Zitféﬁuéfe,?ﬂ?gﬁ:ﬁ%ﬁesﬁﬁf&hﬁ‘ ddocunent </ 1465 B ock 2
85. 250. 187. 143 [ srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
198.20.69.74  [lhited Sates |147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to 147.237. 76. 86/ robot s. t xt Bl ock 1
36.110.33.83  |China 147.237.72.167|i shuri maka. i df . i | Illegal Hbst Nane B ock 1
84. 228. 39. 64 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.54.150.235 | srael 147.237.0. 17 ][n in|y- kosher-kravi.. 1 :r!fijos?;r?nlztae\:i E:E?d: In?a: r;?(/icrr‘ eat ecapt chai nage. aspx None !
109. 253. 157. 176l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.178.167.96 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Unauthori zed LRL Access on nobi | e.idf.il/sachar/index |B ock

60. 173. 14. 67 Chi na 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock
204.13.200. 200 [United Sates |147.237. 7. 216 |dover . i df . i | D stri butec llf;;_tggégg?ﬁe%v:‘?zsp;” Bl ock 1
107.178.194. 87 |Uhited States [147.237. 77. 216 [dover . i df . i | e 1) 1155, 23650 el dover. aue Bock |1
41.102.191.121 |Ageria 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
85.65.111.239 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
5.102. 254.199 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.52.8.51 I st ael 147.237.77. 233 [at al . i df .| oot aed Lahor zed W .Ag;’gjs on Bock |1
109. 160. 172. 17 |l srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
68.180. 228. 112 |Uhited Sates |147.237.77. 216 |dover. i df . i1 muit gfo.riI Izlidenﬁ_at?siiiirte(;/ user cont r ol s/ navnenu/ undef i ned Bl ock !
213.57.239.90 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx  |B ock 1
46.117.104. 105 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il/nain/schar B ock 1
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