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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3067
2.52.171.133 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 26
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
222.186.21.181 Chi na 147.237. 76. 38 eeneitav.idf.il JLM Under Attack Con_Tcp drop 2
109. 65. 211. 55 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
198. 20. 70. 114 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_Ulp Al _Nets drop 1
106. 75. 199. 192 Chi na 147.237.76. 42 refuah.idf.il Block Np Al _Net drop 1
107. 72. 162. 65 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
180. 97. 106. 162 Chi na 147.237.76. 199 e. nakchal .idf.il Block Udp All Nets drop 1
107. 150. 98. 124 Lhited Sates 147.237.76. 147 chinuch.aka.idf.il [Block Wp Al Nets drop 1
185. 3. 147. 204 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1

80. 215. 226. 175 France 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

Federati on

195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
213.204. 101. 24 (147. 237. 76. 86 |Lebanon navy. i df .il ET SCAN NVAP -sA (2) 2
193. 201. 227. 10 [147. 237. 76. 34 |Wkrai ne yohal an. i df . i ET SCAN Potential SSH Scan 1
89. 248. 162. 131 |147.237.0. 34  [Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
185.130. 5. 231 |147.237.77. 235 sviva.idf.il ET SCAN Potential SSH Scan 1
79.176. 176. 170 (147. 237. 77. 216 |1 srael dover.idf.il portscan: TCP D stributed Portscan 1
185.130. 5. 231 |147.237.77.205 prisha.idf.il ET SCAN Potential SSH Scan 1
46.116. 212. 120 |147. 237. 72. 166 I srael aka.idf.il portscan: TP D stributed Portscan 1
185. 130. 5. 231 [147. 237. 76. 201 eatal.idf.il ET SCAN Potential SSH Scan 1
185.130. 5. 231 |147.237.8. 46 e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
167. 114. 156. 16 [147. 237. 77. 216 |Canada dover.idf.il portscan: TCQP D stributed Portscan 1
198.20.69. 74 [147.237.76.86 |Lhited Sates navy.idf.il ET DRCP Bshi el d B ock Li sted Source 1
115. 239. 248. 54 |147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 10 |147. 237. 77. 216 |Wkr ai ne dover.idf.il ET SCAN Potential SSH Scan 1
109. 65. 34.55  [147.237. 72. 166 || srael aka idf.il portscan: TCP D stributed Portscan 1
193. 201. 227. 10 |147. 237. 76. 86 |Wkrai ne navy. i df.il ET SCAN Potential SSH Scan 1
91. 218. 246. 103 [147. 237. 0. 19 ?gj:;;”i o nedi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 227. 10 |147.237.0. 16  |Wkrai ne ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
89. 248. 162. 131 [147.237.0.19  |Netherl ands nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 231 [147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
77.126.117.51 |147.237.77. 216l srael dover.idf.il portscan: TGP D stributed Portscan 1
185. 130. 5. 231 |147.237.77.179 e.nazi.idf.il ET SCAN Potential SSH Scan 1
37.48.70.19 147.237.0.19  [Netherl ands nadi matal .idf.il ET SCAN Behavi or al Lhusugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection
185. 130. 5. 231 |147. 237. 76. 86 navy. i df.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 |147. 237. 77. 243 |Lhited Sates nobi | e.i df.il ET SCAN NVAP -sS wi ndow 1024 1
115. 239. 248. 54 [147. 237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
115. 239. 248. 54 |147.237.0.16  [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
193. 201. 227. 10 [147. 237. 76. 148 |kr ai ne gacenter. aka. i df . il ET SCAN Potential SSH Scan 1
91.218. 246, 103 |147. 237.0.34 |SSIN ti kshuv. i df i ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Target Address
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Count ry

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

79.181. 119. 252 [l srael 147.237.0.34 |[tikshuv.idf.il Ret r ansm ssi on Packet  dr opped. drop 93
31.210. 186. 210 |l srael 147.237.77. 170 |naarachot . i df . i [[Bad TCP sequence Invalid ACK nunber noni t or 43
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
37.26.146.196 |Israel 147.237.77. 243 |mbi e i i1 |2 €M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 30
Ret ransni ssi on Packet dropped.
188. 64. 102. 176 |l srael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 22
85. 65. 14. 58 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 19
109. 65. 127. 121 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 19
85. 65. 14. 58 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 16
46.19.85.109 |l srael 147. 237. 77. 216 |dover..i df . i Bad TCP sequence Inval i d ACK nunber noni t or 13
46.19.85.114  |[Israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 12
46.19.85.109 [Israel 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber alert 12
85. 250. 187. 143 |I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 11
5.28.177.106 |Israel 147.237.77. 170 |maarachot . i of .i1|Bad TCP sequence ssz;;e“msm't with different wndowl o ivor |10
46.19.85.225 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
46.19.85.221 |Israel 147.237. 77. 216 |dover . i df . i | Bad TCP sequence Invalid ACK nunber noni t or 10
46. 19. 85. 99 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Invalid ACK nunber alert
46. 19. 86. 250 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
5.22.129.66  |Israel 147. 237.72. 166 |aka i of . i Streamng Engi ne: TCP Inval i d Invalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dropped.
46. 19. 85. 99 I srael 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber noni t or
46.19. 85. 14 I srael 147. 237. 77. 216 |dover . i df . i Bad TCP sequence Inval i d ACK nunber noni t or
176.13.9. 3 I st ael 147 237. 77, 243 |mbit e icr.i1 | €AM NG Engi ne: TGP Inval id Invalid segnent retransmssion drop 8
Ret ransmi ssi on Packet dropped.
46.19.85.6 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
46.19.86. 75 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid ACK nunber noni t or 7
85.130. 192. 8 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
79. 178. 203. 238 |I srael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
85.130. 192. 8 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 52 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.86.143 | srael 147.237.72. 166 |aka.i df . Streaming Engi ne: TCP Invalid nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
85.130.192.8 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 65 I srael 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 41 I srael 147. 237. 77. 216 |dover..i df . i Bad TCP sequence Inval i d ACK nunber alert 6
85.130.129. 46 [l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
217.132. 96. 224 |I sr ael 147. 237. 77. 170 |maarachot . i f .1 1{Bad TOP sequence ig;e”ansmt with different wndowl ooivor s
46.19. 85. 41 I srael 147.237. 77. 216 |dover .i df . i | Bad TCP sequence Invalid ACK nunber noni t or 6
87.69. 111. 237 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
85. 130. 129. 46 |l srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
194. 90. 198. 147 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 6
94.159. 212. 195 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 6
41.33.232.66 |Egypt 147.237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 6
31. 210. 186. 210 [l srael 147.237. 77. 170 |naarachot . i df . i |[Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 52 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber alert 6
46.19.86.105 | srael 147.237.72. 166 |aka.i df . Streaning Engi ne: TCP Invalid nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
85.130.129. 46 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
79.178. 167. 116 |l srael 147.237.72. 166 |aka. i df . il Bad TCP seqguence Invalid ACK nunber aert 5
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
37.46.39.21 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
37.26.148.169 |Israel 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
79.178. 167. 116 [l srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 225 | srael 147.237.72. 166 |aka. i df . i drop First packet isn't SYN drop 5
94. 159. 212. 195 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber aert 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Action ‘Count
37.46.39.189  |israel 147.237.77. 243 |nobi | . i df . i | Paraneter Type Mol ation hewassvord in B ock 33
nobi | e. i df . i |/ sachar/ changepassword
66.249.78.159 [Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unhaut hori zed URL Access from 66. 249. 78. 159 B ock 3
. . Mil ti pl e Whaut hori zed Method for Known URL from
79.181.181. 213 |[Israel 147.237.72. 166 |aka. i df . i | 29,181, 181, 213 B ock 2
- . Unaut hori zed Met hod HEAD f or
79.181.181. 213 |[lsrael 147.237.72. 166 |aka. i df . i | v aka. i o i |/ nai v gi yus/ general . aspx Bl ock 2
176.13.12. 183 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: si gal gs oS Attack None 2
46.121. 16. 58 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 20 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
79.182.102. 102 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTI ONS for v aka. i df.il/ Bl ock 2
37.26.147.167 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
. . . Uhaut hori zed URL Access to
176.13.15. 26 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 Bl ock 2
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 |dover . i df .il v i dff i | / 1133 22638- hel dover . aspx. B ock 2
79.182.102. 102 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/sip storage/files/6/ |B ock
176. 13. 15. 80 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
79.180.148. 73  |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
. . Uhaut hori zed URL Access to
176. 228. 36. 232 |l srael 147.237.77. 176 [nat pash. i df . i | Wi cogat i df i 1/si p storagel i1 es/ 9/ 4629 pg Bl ock 2
85. 250. 187. 143 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
46. 19. 86. 14 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
217.132.47.59 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
46.19. 85. 19 | srael 147.237.77.216 |dover. i df . i | Distributed Ml fornmed UR Bl ock 1
} . . Dstributed ULhauthorized URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover.idf . il v i dff . i | / 1133- 22638- he/ dover . aspx. Bl ock 1
31.154.150.82 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for wwwu aka. i df.i|/sachar Bl ock 1
. . D stributed Uhauthorized URL Access on
171.25.193.77  [Sweden 147.237.77. 216 |dover.idf .il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Dstributed Lhauthori zed URL Access on
46.182.106. 190 |Net her| ands 147.237.77. 216 [dover. i df . il v i dff i | / 1133- 22461- he/ dover . aspx. B ock 1
. . . D stributed Uhauthorized URL Access on
109. 253. 140. 115]I srael 147.237.77.243|nobi | e. i df . i | mobi | 6.1 df i1/ sachar/ i ndex B ock 1
46.19. 85. 131 I srael 147.237.77. 216 |dover.idf .il II1egal HITP \ersion _pk_ses. 20. 8af c=* B ock 1
209.222.23.140 |lhited Sates 147.237.77.74 |lawidf.il Unaut hori zed URL Access to v | aw i df . il/261-5629-en/ B ock 1
. . D stributed Lhauthori zed URL Access on
80.179.14.217 |lIsrael 147.237.77.216|dover . i df . i | ww i o i1/t tps: /v df i1/ Bl ock 1
77.127.239.13 [Israel 147.237.72. 156 [anan. i df . i | Too Many Cooki es in a Request - 101 cooki es Bl ock 1
37.142.243.53 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover . i df . i | www. i df . i1/1283-17660-en/ mmmmmmm=d507e39bnmmmmm|B ock 1
d507e39b
2.54.27.2 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
. . Unhaut hori zed Met hod PCST for
149. 78.53. 73 I srael 147.237.72. 166 [aka. i df . i | v aka, i of i |/ rai r sachar/ regi strat i onw zar d/ st epd. aspx B ock 1
66. 249. 69. 2 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
94.159.212. 195 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3L Sessi ons: si gal gs DS Attack None 1
46. 19. 86. 93 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
217.132.121.90 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46. 19. 85. 19 I srael 147.237.77. 216 |dover . i df . i | D stributed Unhknown HTTP Request Met hod B ock 1
: . . .|Unhaut hori zed URL Access to
207.46.13. 27 Wited Sates 147.237.76. 147 chi nuch. aka. i df . i wawe chi nuch. aka. i df . il /tenpl at es/ si t enap/ si t enap. aspx B ock !
37.26.146.166 [Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 1
. . D stributed Unaut hori zed URL Access on
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
Bosni a and . .
62.68.111. 82 Fer zegovi na 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
148.251. 21. 227 |Ger many 147.237.76.42 [refuah.idf.il v refua. atal . i df.il/tenpl at es/ shared/ user cont r ol s/ header upper/ Bl ock !
82.102. 248. 24 gcf;i'géa” Territory, 147 237.77. 216 |dover. i df . i | Unaut hori zed URL Access to w i df .il/894-ar Bl ock 1
Mal formed URL
46.19. 85. 131 I srael 147.237.77. 216 |dover.idf .i | _pk_i d. 20. 8af c=079586b9a91ab674. 1448288091. 2. 145158976 |B ock 1
0. 1451589760. ;
. . Paraneter Type Molation FleNane in
212.241.16.102 |Kyrgyzstan 147.237.77.74 [lawidf.il W | aw i of i |/t enpl at es/ getfi | ef getfil e. aspx Bl ock 1
79.176.23.5 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
41. 44.160. 168  |Egypt 147.237.77.216 |dover. i df . i | Distributed Unaut hori zed URL Access on 147.237. 77. 216/ Bl ock 1
] . . S Uhtraceabl e Gonnection - Protocol violation
186.79. 40. 183 |Qiile 147.237.77.216|dover. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
2.54. 61. 100 I srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
149.78.204.14 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
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