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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3261
2.54.171. 50 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6

205. 197. 242. 187 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
64.233.172.171 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5

106. 75. 199. 192 Chi na 147.237.76. 197 e. hinush.idf.il B ock Np Al Net drop 1

180. 97. 106. 37 Chi na 147.237. 76. 42 refuah.idf.il Bl ock_UWp Al _Nets drop 1

119. 138. 17. 207 Chi na 147.237.76. 202 e halag.idf.il ock Wdp Al _Nets drop 1

180. 97. 106. 37 Chi na 147.237.76. 86 navy.idf.il B ock_Udp All _Nets drop 1

123. 151. 42. 61 Chi na 147.237. 76. 39 nobile.neitav.idf.il |Block Udp All Nets Con Linit drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry Target Address |Sgna1 ure Devi ce Action |Count

198. 20. 69. 74 Lhited Sates 147.237.77.121 e.navy.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
109. 67. 216. 104 |147. 237. 77. 233 |I srael atal .idf.il ET DCS Large amount of TP ZeroWndow - Possi bl e 2
Nki |l er2 DDos attack
46.117.216.229 |147.237.77.216 (I srael dover.idf.il SERVER VEBAPP apache directory di scl osure attenpt 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
46.117.216. 229 |147.237.77. 216 |l srael dover.idf.il GPL VBB SERVER apache directory di scl osure attenpt 2
79.181.130.82 [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
168. 62. 238. 153 [147.237.0.35 |Wited Sates akaws. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
79.180.129.11  [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
141. 255. 166. 37 [147.237.0.15 |Swtzerland kosher-kravi.idf .i [ET SCAN Potential SSH Scan 1
79.176.36. 148  |147.237.72. 166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 65. 0. 141 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
08.119. 105. 221 |147.237.77.216|Lhited Sates dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 74 147.237.77. 121 |lhited Sates e.navy.idf.il ET DRCP DBshi el d B ock Listed Source 1
31.11.79.220  [147.237.0. 200 Y“ﬁ;ggf;‘:/aée;;gi?roqm . df il ET SCAN NVAP -sS wi ndow 1024 1
93.172.129.231 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
192. 198. 216. 130|147. 237.8.28 |Lnited Sates e.nobi | e-ks.idf.il |[ET SCAN Potential SSH Scan 1
2.54.154. 161 147, 237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
89. 218. 176. 152 |147.237.76. 34 |Kazakstan yohal an. i df .i | ET SOAN Behavi oral .lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
185. 32. 179. 4 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.182.120. 171 |[147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
172.98. 200. 238 [147.237.76. 148 gacenter. aka. idf.i [ET SCAN NVAP -sS wi ndow 4096 1
79.180. 153. 103 [147. 237. 77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
149. 88. 230. 158 |147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
79.178.97.3 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
121.201.61.49 [147.237.77.170|Chi na nearachot.idf.il |ET SCAN Potential SSH Scan 1
77.126. 90. 47 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
109. 66. 30. 249  [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
98.119. 105. 221 |147.237.77. 216 |Wited Sates dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
212.199.57.196 |[147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
37.142.68.139 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
98.119. 105. 221 |147.237.77.216 |Wited Sates dover.idf.il ET SCAN NVAP -f -sS 1
5.102.228.138 |[147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
89. 248. 167. 155 |147.237.72. 156 |Net her | ands aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
188. 164. 67. 212 |147.237.77.121|United Ki ngdom e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
85. 64. 96. 220 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
176.241.225.9 |147.237.76.31 |Russian Federation nakchal .i df .il ET SCAN Behavi oral }.husual |y fast inbound Tel net 1
onnections, Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i SSi
149.78.6.118  |Israel 147, 237.76. 200 |ei tan. aka. i df . 9 =g Inval i d segnent retransmssi on. dr op 70
Ret ransni ssi on Packet dr opped.
109. 65.211.55 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 40
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf .il drop SAMrul e drop 30
79.182.102. 183 |Israel 147. 237. 77. 216 |dover . i df .i | dr op First packet isn't SWN drop 29
s SYNretransmt wth different .
89.139. 238.58 |Israel 147.237. 77. 233 |atal .idf il Bad TCP sequence wi ndow scal noni t or 27
46.117.221.57 |Israel 147. 237. 77. 216 |dover i df .i | drop First packet isn't SWN drop 27
Sreaning Engine: TP Invalid i i ssi
213.8.204.64  |Israel 147.237.77. 243 |mbi le.i o i1 9 =9 nval i d segnent retransmssi on. drop 27
Ret r ansmi ssi on Packet dropped.
reaming BEngine: TCP Invali i i sSi
109. 253. 139. 120|1 srael 147. 237, 77. 243 |roti L e i o i1 | SAM NG Engi ne: TCP alid nval i d segnent retransmssi on. drop 26
Ret r ansm ssi on Packet dr opped.
2.54.146. 151 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 21
2.52.30. 205 | srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 21
77.127.239.13 I srael 147.237.72.156 [anan.icf.il  |Bad TCP sequence SWretransmt with different monitor |19
w ndow scal e
107. 167. 107. 143|Wnited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
212.25.84.200 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 14
. . . SYNHAK retransnit with different .
177. 4. 98. 168 Brazil 147.237.76.86 |[navy.idf.il Bad TCP sequence wi ndow scal e noni t or 14
s SYNretransmt wth different
105. 196. 15. 229 |Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e aert 13
. . SWNretransnit wth different .
105. 196. 15. 229 |Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 13
46.19. 85. 134 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
46. 19. 85. 200 I srael 147. 237. 77. 216 |dover i df .i | Bad TCP sequence Inval id AGK nunber noni t or 10
46. 19. 85. 68 | srael 147.237.0.34 |[tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 10
89.139.49.233 |Israel 147. 237. 77. 170 |maarachot .i of .i1{Bad TCP sequence SN retransmt wth different monitor |10
W ndow scal e
37.142.68. 14 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaming Engine: TCP Invalid i i ssi
109. 186. 187. 136 I srael 147. 237. 77. 243 |nobi | e. i of . i 9 =9 nval i d segnent retransmssi on. drop 10
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
37.26.147.146 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
213.57.141. 237 |lsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
Sreaning Engine: TQP Invalid i i Ssi
46.19.86.240  |Israel 147.237.77. 243 |robi L e. i df . i1 g =g nvalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dr opped.
C e SYNHAK retransnmit with different )
213.57.141. 237 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence “i ndow scal 6 noni t or 9
2.54.38.182 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 36 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
46. 19. 85. 236 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i Ssi
85.64.136.102 | srael 147.237.77. 243 |robi L e. i df . i1 g =g nvalid segnent retransmssi on. drop 8
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 33 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
149. 78. 229. 239 |l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 7
177. 4. 98. 168 Brazil 147.237.76.86 |navy.idf.il drop First packet isn't SWN drop 7
37.46.39.11 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni t or 7
2.52.30. 205 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i SSi
79.178.226.118 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 29 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 86. 27 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid ' i ssi
109. 253. 199. 24 |Israel 147. 237, 77. 243 |nobi l e.i df . i | g =g Invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 67 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i SSi
77.126.85.93  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85.0 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaning Engine: TQP Invalid i i SSi
109. 65. 117. 197 |israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.
101. 164. 228. 136|Australia 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
2.52.30.205 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 6
46.19. 85. 134 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber alert 6
Sreaning Engine: TP Invalid i i ssi
79.181.130.82 | srael 147. 237.72. 166 |aka. i of . | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
31. 168. 30. 79 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber alert
46. 19. 85. 88 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber aert
46. 19. 85. 198 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber alert
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.117. 216. 229 |[lIsrael 147.237.77. 216 |dover. i df . i | Mil tipl e Unaut hori zed URL Access from46.117. 216. 229 B ock 57
84.108. 128. 138 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 84. 108. 128. 138 B ock 18
213. 8. 204. 15 I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type M ol ati on Password i n nobil e.idf.il/sachar/login B ock 12
109. 253. 139. 120|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 9
213. 8. 204. 64 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Qode B ock 6
37.26.148.173 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Whaut horized URL Access on nobi | e. i df.il/sachar/index |B ock 5
109. 66. 111. 125 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
79.181.36.220 |[Israel 147.237.77.243|nobi | e. i df . i | Mil ti pl e Unaut horized URL Access from 79. 181. 36. 220 B ock 4
46.117. 216. 229 |Israel 147.237.77.216|dover.idf . il Ostributed Abnornal |y Long Request B ock 3
79.181.36.220 | srael 147. 237.77. 243 |nobi | e. i df . i | thauthori zed LR. Access to B ock 3

nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362

waww, chamat z. aka. i df [unaut hori zed URL Access to
77.126.236.156 I srael 147.237.77. 226 il vy chanat z. aka. i df . i | / resour ce/ user f ol | ow esour ce/ creat ef Bl ock 8

109. 253. 199. 24 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
79.177.100. 200 |israel 147.237.72. 166 |aka. i df . i | m;}i(guit;d_ iLna#;ihnc;rsi :ciirﬁazc.)gs;ir Known LRL on Bl ock 3
109. 186. 187. 136l sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock

176.13. 16. 97 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Uhaut horized URL Access on nobil e.idf.il/sachar/index [B ock

79.178.226.118 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock

204.13.200.200 |Uited Sates [147.237.77. 216 |dover. i df .i | e 1) 1155, 25650 nel dover. aum Bl ock 2
109. 64. 150. 118 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None

2.54.24.137 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock

2.54.151.119  |israel 147. 237.72. 166 |aka. i df . i | mu;::rii dzf??l?ﬁ;jhr?/dsaiﬁ/frz& ot rati omi zar st opd, asp B ock 2
85. 64.57. 44 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 2
107.178.194.79 |Uhited Sates |147.237.77. 216 |dover . i df . i | e 1) 1155, 25650 nel dover. aume Bl ock 2
85. 64. 57. 44 I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt : cl’r(;fz‘f? } g_eggrcyisesnptl e/ 1 st chi | cdocument s/ 1071 Bl ock 2
132. 70. 66. 12 I srael 147.237.72. 166 [aka. i df . i | Ml ti pl e Uhaut hori zed Method for Known URL from 132.70.66. 12 |B ock 2
79.177.177.40 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19. 85. 34 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 2
85. 64.136.102 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock 2
80.178.0. 14 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.117. 205. 102 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in LR from46.117. 205 102 |B ock 2
204.13.200.200 |United Sates [147.237.77. 216|dover. i df .i | e 1) 1155, 25461 el dover. aume Bl ock 2
84.108. 152. 128 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
46. 19. 86. 187 I srael 147.237.77.243|nobi l e. i df . i | D stributed WUnhaut hori zed LRL Access on nobil e.idf.il/sachar/index |B ock 2
109. 64. 116. 247 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19. 85. 127 I srael 147.237.77. 216 |dover.i df . i | Distributed Mal formed URL B ock 1
85. 130. 244. 119 [Israel 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
68. 104. 58. 65 Lhited Sates |147.237.72.166|aka.idf.il Unt raceabl e S3. Sessi ons: sigal gs oS Atack None 1
61.135.190.71 |China 147.237.0.34  tikshuv.idf.il ot hor) 2o WL fcess 1o s/ cueryl] cuery-i. | s B ock 1
149.78.83.230 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
81. 218. 87. 50 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
109. 67.56. 173 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
2.54.136. 88 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
77.40.129.123  [Norway 147. 237.77. 216 |dover . i df . i | D stri utec Esgfgggggﬁe%ﬁff:pzn Bl ock 1
46.19. 86. 19 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
105. 196. 15. 229 |Egypt 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
46. 19. 85. 86 I srael 147.237.77. 216 |dover.i df . i | Distributed Mal formed URL B ock 1
84.109. 144. 143 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
61.135.190. 198 |nina 147.237.0.34 |tikshuv.idf.il ﬂ?}‘;gg(’)?ﬁ/ SLSI e/jcscrf;se dt/ ?ayout 5 css B ock 1
176.12. 138. 164 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None

31.13.99. 97 I'rel and 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None

46. 166. 170. 3 Li t huani a 147.237.77.216|dover.i df . i | Unaut hori zed URL Access to www i df.il/894-ar B ock
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