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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3043

198. 58. 102. 49 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
222.186.21. 81 Chi na 147.237. 76. 42 refuah.idf.il |[JLM Under Attack Con Tcp drop 2

189. 251. 176. 210 Mexi co 147.237.77. 243 nobile.idf.il |Frk Under Attack Con Tcp drop 2

146. 185. 239. 100 Russi an Federation 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
110, 154. 157 29 |147. 237 76. 30 |chi na hish i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
192. 198. 216. 130|147. 237. 76. 176 |Lhited Sates |test.ncore.idf.il ET SCAN Potential SSH Scan 1
84.111.111. 134 |147.237.76.86 |Israel navy. i df .il ET SCAN NVAP -sA (2) 1
168. 62. 238. 153 |147.237. 77. 243 |United Sates |nobile.idf.il ET SCAN NMAP -sS wi ndow 1024 1
81.218.207.97 |[147.237.77. 216l srael dover . idf.il portscan: TCP O stributed Portscan 1
149. 78. 200. 142 |147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
58.137.231.190 |147.237.76.86 |Thailand navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
124. 65.231. 114 |147.237.8.27 |China e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
124. 65. 231. 114 |147.237.8.14 [China e.orchot.idf.il ET SCAN Potential SSH Scan 1
111. 196. 66. 207 |147. 237. 77. 226 [Chi na vwwn chanat z. aka. i df .i | |ET SCAN Potential SSH Scan 1
111. 196. 66. 207 |147. 237. 77. 212 |Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.72. 166 |Lhited Sates |akaidf.il ET DROP Dshi el d B ock Listed Source 1
111. 196. 66. 207 |147.237.77. 121 |Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
192. 198. 216. 130|147. 237. 76. 199 [Lhited Sates |e. nakchal .idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 114 [147.237.77. 121 |krai ne e.navy.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
192. 198. 216. 130|147. 237. 76. 148 |United Sates |[gocenter.aka. idf.il ET SCAN Potential SSH Scan 1
84.109. 82.185 [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
168. 62. 238. 153 [147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
77.125. 88. 82 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
124. 65.231. 114 |147.237.8.45 |China e.eitanidf.il ET SCAN Potential SSH Scan 1
124.65.231. 114 [147.237.8.24 |China elifestyle idf.il ET SCAN Potential SSH Scan 1
111. 196. 66. 207 |147. 237. 77. 233 |Chi na atal .idf.il ET SCAN Potential SSH Scan 1
111. 196. 66. 207 |147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
111. 196. 66. 207 |147.237. 77. 179 [Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
Sreaning Engine: TCP Invalid i i ssi
31.168. 205. 224 |israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 66
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
80.178.98.149 |Israel 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransnission. drop 54
Ret r ansni ssi on Packet dr opped.
213.57.137.72 |lsrael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 45
Sreaning Engine: TCP Invalid i i ssi
109. 66. 62. 143 |Israel 147.237.0.34  |tikshw.idf.il 9 =9 Invalid segnent retransnission drop 42
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TCP Invalid i i ssi
37.26.149.225 | srael 147. 237. 76. 200 |ei tan. aka.i of .| 9 =9 Invalid segnent retransmssion. drop 27
Ret r ansni ssi on Packet dropped.
85.130.172. 42 [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 24
79.180. 227. 204 I srael 147.237.77. 170 |nsarachot . i of .i1|Bad TOP sequence S retransmt with different monitor |24
w ndow scal e
85.130.172.42 |[lIsrael 147.237.77. 233 |atal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 22
79.183.152. 117 |Israel 147.237.77. 170 |naarachot . i of .i1{Bad TCP sequence SN retransnit with different monitor  [21
w ndow scal e
85.130.172.42 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 19
85.130.172.42 |lIsrael 147.237.77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 19
85.130.172.42 |lsrael 147.237.77.233 |atal .idf.il drop First packet isn't SN drop 15
85.130.172.42 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 14
Sreaming Engine: TGP Invalid i i ssi
212.25.102.57 |israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segment retransmission. drop 14
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.179.198.2  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
62.128.41.103 I srael 147. 237.77. 170 |naarachot . i of .i1{Bad TCP sequence S retransmt with different monitor |12
w ndow scal e
5.102.220.213 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 12
192.118.11. 124 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 10
31.154.161.56 | srael 147.237.77. 170 |nsarachot . i of .i1{Bad TCP sequence SN retransnit with different monitor |10
w ndow scal e
79.177.41.123  |Israel 147.237.72. 166 |aka. i df.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
213.57.141. 242 |l srael 147.237.77. 216 |dover. i df . i SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 10
5.28.173.47  [Israel 147.237.77. 170 |nsarachot . i of .i1{Bad TOP sequence S retransmt with different monitor |10
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 94 I srael 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransission. drop 9
Ret r ansni ssi on Packet dropped.
46.19.86.86 |Israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence S retransmt with different monitor |8
w ndow scal e
176.13.17. 57 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or
94.230.86.160 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
. . SN retransmt wth different .
45.34.1.142 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 7
81.218.148. 149 |Israel 147. 237.77. 170 |naarachot . i of .i1{Bad TCP sequence S retransmt with different monitor |7
w ndow scal e
. . SN retransmt wth different
46. 19. 86. 86 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e alert 7
Sreaming Engine: TGP Invalid i i ssi
77.127.215.171 |israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segment retransmission. drop 6
Ret ransni ssi on Packet dropped.
176. 13. 17. 57 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 245 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or
5.102. 253. 3 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
. . SN retransmt wth different .
79. 180. 168. 198 |l srael 147.237.77. 170 |mearachot . i of .i1|Bad TCP sequence i ndow scal e noni t or 6
192. 0. 80. 128 Lhited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
2.52.180. 144 I srael 147.237. 77. 216 |dover.idf .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi
79.181. 162. 156 |Israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransission. drop 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreaning Engine: TCP Invalid i i ssi
79.183.137.57 |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
50. 18. 94. 121 Lhited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
212.199.57.192 |[lsrael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
217.132. 139. 126 i srael 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransission. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.125.122. 222 |israel 147. 237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 64. 116. 213 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 52 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
84.228.134. 117 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.182. 106. 115 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
31.154. 160. 208 I srael 147. 237.77. 243 |mwbi l e. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 53 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84.229.153.11 | srael 147.237.77. 243 |nobi | e. i df . i | gblaln:t ?&T{Ffsgcﬁ;aiicﬁgng?gﬁx%d in Bl ock 12
84. 108. 5. 55 I srael 147.237.77. 243 |nobi | e. i df . i | fbﬁft_?}Tf??sﬁcﬂa?t/icign%;fﬁfwd n Bl ock 12
82.81.12.31 I srael 147.237.72. 166 |[aka. i df . i | Unaut hori zed URL Access to www aka. i df . i|/nai n/ sachar/undefi ned B ock
72.167.159. 8 Lhited Sates [147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed URL Access from 72.167.159. 8 B ock
212.25.102.57 |Israel 147.237.0.34 |tikshuv.idf.il [729 % O Lhe Sane Fesponse (ode (404) Tn Session from Bl ock 5
109. 253.193. 65 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock

109. 253. 195. 143]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None

213. 251. 182. 103|France 147.237.77. 176 |nat pash. i df . i | m”égg;t"zifﬁ.H}ng_c;s;;g%m | es/ 0/ s 2622040/ 3410, p3. 51 Bl ock 3
46.19. 86. 192 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13.18. 171 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
185. 120. 125. 56 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
84.109.68.149 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.180.66.182 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
149. 50. 87. 26 Lhited Sates [147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode Bl ock 2
192.118.11. 124 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
89.138. 163. 228 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for www aka. i df.il/nai n/ sachar/fag. aspx B ock 2
213.57.164.61 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
2.54.183.118 I srael 147.237.77.243|nobi | e.i df . i | Dstributed Whaut hori zed UR. Access on nobi | e. i df.il/nekudot/i ndex B ock 2
109. 253. 157. 1901 srael 147.237.77. 243 |nobi | e. i df . i | m;ult:_?rc;fz_??/t‘;‘egpgfyim‘;tesllist ehi | ddocunert &/ 1071 Bl ock 2
109. 253. 216. 137|I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
66.249.78.159 [Israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock
80.179.125. 162 |[Israel 147.237.77. 216 |dover.i df . i | Distributed Unauthori zed URL Access on wwwidf.il/https: /v idf.il/ Bl ock
46.19.86.9 I srael 147.237.72. 166 [aka. i df . i | \vaagfa?: dlf%el‘? /Cr)r]alajyn/\llglcr?lalrfregli Ztrat i onwi zar d/ st ep3. aspx None !
173.199.65.26 |Canada 147.237. 7. 216 |dover . i df .i| [0 SI" uted ff;;t;g;geﬂe%ﬁcispf” Bock |1
31.168.206.91 |[lIsrael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
77.125.89.175 |[Israel 147.237.77. 216 |dover.i df .i | Dstributed Unauthorized URL Access on wwwuidf.il/https: /v idf.il/ B ock 1
2.54.141. 108 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: si gal gs oS Attack None 1
91.201.242.50  [Lkraine 147.237.77. 216 [dover . i df . i | \;Twaﬁrec;f(e.ri I-ry?in\;loél?eis(/)za:vanngn:;navnenu. CSS. aspx Bl ock !
66. 249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
212.143.43. 42 |lsrael 147.237.72.166|aka. i df . i | Unaut hori zed Met hod POST for wwy aka. i df . il/mai n/ sachar/ mas. aspx B ock
84.108.70.86  |israel 147.237.72. 166 |aka. i df . i | mn:k‘“glzi}“?rf;;r Jé;;?%;ggﬁcgg'\:;ipfcphsaChar$e”p' oyment Satus in |\, 1
41. 44. 161. 55 Egypt 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
138. 134.102. 15 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to www i df.il/ml net B ock 1
79.179.198.239 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 1
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx B ock 1
213.57.252.211 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/nain-sachar B ock 1
5.29.97.99 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SS. Sessi ons: Unknown SSL Sessi on None 1
109. 67. 109. 195 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
2.52.182. 49 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
89.12.186.103 |Ger many 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 1
52.00.147.70  |United Sates |147.237.77.216|dover. i df .|| o 1s fhave Roor Dreatory s/} query. pl ugi /sl cer. | & Bl ock 1
199.16. 156. 126 |United Sates |147.237.77.216 [dover.idf.il m“it;o_ri'lzli? pﬁoﬁggffsi L et e220x0) 17857, ng Bl ock 1
82.80.57. 177 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - CQpen Mde None 1
46. 19. 86. 64 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
176.12. 138. 164 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
37.26.147.135 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: si gal gs oS Attack None 1
79.3.5.77 Italy 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.142. 28 I srael 147.237.72. 166 |aka. i df . i | %ﬁgﬁﬂfﬁfﬁﬁf& - Protocol violation None 1
95.211. 0. 114 Netherlands  |147.237.72. 166 |aka. i df.il Unknown Paraneter author in www aka.idf.il/ None 1
66.249.78.95  [Israel 147.237.77. 216 |dover . i df . i | e R e o e/ dover . aspx B ock 1
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