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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3004
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 249
91.208. 129. 129 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

153. 228. 236. 159 Japan 147. 237. 76. 197 e himishidf.il |Bock UWdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

66. 249. 64. 181 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
79.178. 166. 102 147.237.72. 166 I 'srael aka.idf.il portscan: TCQP D stributed Portscan 1
62. 219. 125. 157 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
59. 39. 213. 43 147.237. 0. 200 Chi na . i df il ET SCAN Potential SSH Scan 1
46. 166. 188. 210 147.237. 8. 46 Net her | ands e. chinuch. i df .il ET SCAN NVAP -sS w ndow 1024 1
31.168. 21. 218 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
194. 90. 153. 133 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.29.4.118 147.237.77. 216 I 'srael dover.idf.il portscan: TCQP D stributed Portscan 1
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP D stributed Portscan 1
109. 64. 153. 46 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
84.109. 115. 215 147.237.72. 166 I 'srael aka.idf.il portscan: TCQP D stributed Portscan 1
62. 90. 5. 215 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
59. 39. 213. 43 147.237.0. 19 Chi na madi matal .idf.il ET SCAN Potential SSH Scan 1
46.116.81. 27 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
31.168. 11. 194 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 3. 146. 199 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 201. 154. 210 147.237. 8. 46 Net her | ands e. chinuch. i df .il ET SCAN NVAP -sS w ndow 1024 1
109. 64. 49. 92 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
46. 19. 86. 224 I sr ael 147.237.72. 167 |ishurimaka.i df.i| [Bad TCP sequence Inval i d ACK nunber nonitor |83
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35
Sreaming Engine: TGP Invalid i i ssi
46.19.85.128  |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. |, 21
Ret ransni ssi on Packet dropped.
. . SWNretransmit wth different .
83.130.119.47 |lsrael 147.237.77. 170 |marachot.idf .il |Bad TCP sequence Vi ndow scal e noni t or 17
Lhited Arab R SYNretransmt wth different .
2.49.106. 228 Eirat s 147.237.77. 216 |dover. i df .il Bad TCP sequence vi ndow scal e noni t or 16
. . SWNretransmit wth different .
79.179.54.232 |lsrael 147.237.77. 170 |marachot.idf .il |Bad TCP sequence Vi ndow scal e noni t or 16
46.19. 85. 142 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 15
81.218.241.26 |Israel 147. 237. 72. 166 |aka.i of . i | drop First packet isn't SYN drop 14
2.54.182.55 I srael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
87.68.45.230  |Israel 147.237.77. 170 |maarachot.idf.il  |Bad TCOP sequence S retransmt wth different monitor |12
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
2.52.4.145 I'srael 147. 237. 77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 92 I srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. |, 12
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.142  |israel 147. 237. 72. 167 |i shuri maka. i df .i | 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
212.76.99.71  |israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. |, 12
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.108.129.57 | srael 147. 237. 77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 10
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.181.118. 183 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 9
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.111. 111. 233 | srael 147. 237. 77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. . 9
Ret r ansni ssi on Packet dropped.
79.177.53.153 |Israel 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
79.178.2.187  [Israel 147.237.77. 170 |nmarachot i f .il  |Bad TCP sequence S retransmt with different monitor  [9
w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
46.19.86.139  |Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
174. 142. 237. 226|canada 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Imvalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dr opped.
213.57.143. 139 |Israel 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
Sreaming Engine: TGP Invalid i i Ssi
176.13.17.244 | srael 147.237.77. 243 |robi | e. i of . i1 9 =g Invalid segnent retransmssion. g 8
Ret ransni ssi on Packet dropped.
. . SYNHFAXK retransmit with different .
46. 19. 85. 234 I sr ael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence vi ndow Scal & nonitor |7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
. . SWNretransmt wth different .
212.179. 146. 174]l srael 147.237.77. 170 |marachot.idf .il |Bad TCP sequence Vi ndow scal e noni t or 7
62.128.48.84  |Israel 147.237.77. 170 |maarachot.idf il |Bad TOP sequence S retransmt wth different moni tor |7
w ndow scal e
46.19. 85. 144 I sr ael 147.237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni tor |7
Sreaming Engine: TGP Invalid i i ssi
31.168.192. 251 |[Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
109. 64. 101. 232 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
. . SYNretransmit wth different .
192. 116. 60. 166 |l srael 147.237.77. 170 |mearachot .idf.il [Bad TCP sequence wi ndow scal e monitor |6
Sreaning Engine: TGP Invalid i i ssi
84.228.37.203 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
217.132.28.109 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
37.142.227.198 |Israel 147. 237. 72. 166 |aka.i f . i | Bad TCP sequence I'nvalid ACK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi
37.26.148.205 |Israel 147.237.77. 243 |mubi le.i o . i1 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
84.109.132.83 |[Israel 147.237.0.15 |kosher-kravi.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreanmng Engine: TGP Invalid i i ssi
109.64.14.27  |Israel 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dr opped.
31.168.11.194 | srael 147.237.77. 170 |maarachot.idf.il  |Bad TCOP sequence S retransmt wth different monitor |6
w ndow scal e
156. 170. 241. 243 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i ssi
46.19.85.177  |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
5.102. 254. 55 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
37.26.147.168 |Israel 147.237.77. 243 |nobi l e.i of .i | Bad TCP sequence Inval i d AGK nunber noni t or
o SYN+AXK retransmit with different .
213.57.140.40 |lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence vi ndow scal e noni t or 5
; . . SWNretransmit wth different .
12.43.115.213 |lWhited Sates 147.237.77. 170 |marachot.idf.il |Bad TCP sequence Vi ndow scal e noni t or 5
94.159. 148.55 |l srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
94.159.148.55 I srael 147. 237.77. 216 |dover. i df .i | Bad TCP sequence SINAK retransmit with different | o vor |5
w ndow scal e
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
213.57.140.40 |lIsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
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Attacker Address count ry Target Address [Ste Signature

12.43.115.213 |Wited Sates  |147.237.77.170 |marachot.idf.il |Bad TCP sequence SNretransmt with i fferent alert 5
w ndow scal e
SYNretransmit wth different

w ndow scal e

46. 116. 80. 164 | srael 147.237.77. 170 |marachot.idf.il |Bad TCP sequence noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
85. 64. 1. 225 | srael 147.237.0.34 |tikshuv.idf.il |[Too Many of the Same Response Code (404) in Session from85.64.1.225 |B ock 61
176.13.10.9 | sr ael 147.237.77. 176 [mat pash. i df .i| |Mitiple Unauthorized UR. Access from176.13. 10.9 B ock 16
84.94.56. 64 I srael 147.237.77. 216 |dover.i df .i | Ml tiple Unaut horized URL Access from 84. 94. 56. 64 Bl ock 9
46. 19. 86. 129 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
168. 61.42.209 |lnited Sates |147.237.77.216|dover.i df.i | Parameter Type Molation IDin wwidf.il/1294-en/ dover. aspx Bl ock 5
46.19. 85. 128 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 4
84.108.129.57 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 4
109. 253. 156. 185|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 4
109. 253. 222.59 |Israel 147.237.77. 243 |nobi l e. i df . i | g;:rigugfdngﬁtder Type Mool ation on nobife.idf.il/sachar/l ogin B ock 3
212.76.99.71 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock 3
84.111.111. 233 [israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock

109. 253. 209. 154|I srael 147.237.72. 166 |aka. i df . | ;Twaz&e?df???/ﬂjﬁ/\;’a‘zhiriﬁlgiigt‘rationw. yor e ster. aspx None 3
176.13.17. 244 |lIsrael 147.237.77.243|nobi | e.i df . i | Dstributed Suspicious Response Code Bl ock 3
2.54.174. 202 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
95. 35. 205. 220 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response CGode B ock 2
2.52.4.145 I srael 147.237.77.243|nobi | e.i df . i | Dstributed Suspicious Response Code Bl ock 2
109. 253. 193. 107 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
176.13.17.244 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
31.168.192. 251 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
79.177.41.123 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
107.178.194.79 |Wited Qates [147.237.77. 216 |dover. i df i D stri bt oc gsgggzgﬁeﬁviﬁcfssp;n Bl ock 2
107.178.194.87 |Uited Sates [147.237.77. 216 |dover. i df i D stri uted lT;;f;gé;gf’ﬂeﬁvicrcisp;” Bl ock 2
66. 249. 69. 26 I srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw idf.il/error. htm Bl ock 2
109. 253. 211. 242|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
46.19. 86. 184 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
46. 19. 86. 92 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 2
37.26.148.205 |[Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code Bl ock 2
46.19. 86. 139 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 2
176. 13. 21. 68 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.12. 143. 108 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19. 86. 220 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 2
109. 253. 218. 142|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
77.125.79. 39 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
176.13.15. 151  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
37.26.148.223 |lIsrael 147.237.77.243|nobi | e.i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf . il/sachar/index Bl ock 1
109. 66. 154. 31 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
213.8.204.6 I srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ Bl ock 1
66.249.64.181 |lsrael 147.237.77.74 [lawidf.il Unaut hori zed LRL Access to waw | aw i df . i|/webservi ces/ wscity. asnx Bl ock 1
157.55.39. 136 |lhited Sates |147.237.77.233|atal .idf.il Lhaut hori zed LRL Access to atal.idf.il/fonts/ ekmikta-light.otf B ock 1
84.109.13.186 |l srael 147.237.72. 166 |aka. i df . i | x;\f;gﬁgfd_ﬁ;ﬂﬁ;gﬁﬁg!&ﬂﬂwme@ ster. aspx par ameler None 1
207.232.18.232 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
46.19. 86. 142 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Unauthori zed LRL Access on nobi | e.idf.il/sachar/index Bl ock 1
109. 253. 208. 65 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
46. 19. 85. 231 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
109. 253.151.2  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.181.223.7 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
183. 206. 169. 76 |Chi na 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to wwy | awidf.il/config fckeditor/editor/ Bl ock 1
5.102. 254. 243 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
109. 64. 32. 21 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
68.180. 229. 239 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to waw aka. i df . il/yohal an/ nai n/ f ag. asp Bl ock 1
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