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12-31-2015-11:04:09 to 12-31-2015-12:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 3716

66. 249. 66. 75 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 3

157. 55. 2. 156 Lhited Sates 147.237.77. 216 dover.idf.il|SYNH ood del ete reset drop 1

146. 185. 239. 100 Russi an Federation 147.237. 76. 86 navy.idf.il |bl ock-sp-trafl forward 1




12-31-2015-11:04:09 to 12-31-2015-12:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

2. 90. 45. 248 Saudi Arabia 147.237.77. 216 dover.idf.il |13444: HTTP. Wat\Wb User - Agent Header B ock 2




12-31-2015-11:04:09 to 12-31-2015-12:04:09

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
88. 204. 187. 90 147.237. 76. 44 Kazakst an e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
87.68.72.53 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
59. 45. 79. 117 147.237.77. 227 Chi na e. hamaz. i df .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8. 27 Chi na e.madi matal .idf.il ET SCAN Potential SSH Scan 1
37.26.149. 231 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.199.71.118 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
104. 162. 163. 237 147.237.77. 216 Lhited Sates dover . idf.il portscan: TCP DO stributed Portscan 1
88. 204. 187. 90 147.237.76. 44 Kazakst an e.refuah.idf.il ET SCAN NVAP -sS w ndow 3072 1
85. 65. 199. 179 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.77.19 Chi na | aw forumi df il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 196 Chi na e.sviva.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 167 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1




12-31-2015-11:04:09 to 12-31-2015-12:04:09

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature z\t/:(c:)i

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

46.18. 21. 128 (F;ajcis;i';'ja” Territoryds 47, 237. 77. 176 |natpash.if il |dr op First packet isnt SWN drop 34

212.76.127.10 |lIsrael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |[monitor (33

74.91. 16. 50 Lhited Sates 147.237. 77. 216 |dover.i df . i1 drop SAMrul e drop 27
Sreanming Engine: TCP Invalid i i ssi

2.54.42. 16 I srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 21
Ret r ansmi ssi on Packet dr opped.

213.57.135.38 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 20
Sreamng Engine: TCP Invalid i i ssi

46.19.86.80  |Israel 147.237.77. 243 |mbile.i o i1 9 =g Inval i d segnent retransmssion. |, ., 18
Ret r ansni ssi on Packet dr opped.

213.57.135.38 [lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout aert 14

192.117. 162. 218|I srael 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d sequence nunber noni t or 13

80.246.136.50 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 11

2.52.2.41 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 11

213.57.134.92 |[Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 10
Sreaning Engine: TCP Invalid i i ssi

109. 253. 192. 166 I srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 8
Ret ransmi ssi on Packet dr opped.

82. 80. 196. 44 I srael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 8

46. 60. 43. 68 Pal estini an Territoryt, 47 537, 77. 176 |natpash. icf.il  |dr op First packet ism't SN drop 8

Qccupi ed
172.58.96.214 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
37.142.170. 185 |[lIsrael 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
e SYNretransmt wth different .

217.132.139.34 |[Israel 147.237.77. 74 |lawidf.il Bad TCP sequence vi ndow scal e mnitor |7

80.74.101. 15 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber monitor |7
Sreamng Engine: TCP Invalid i i ssi

2.54.28. 115 I srael 147. 237, 72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.

41.33.232. 66 Egypt 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor |6
Sreaming Engine: TCP Invalid i i ssi

2.54.54. 221 I'srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

31. 168. 240. 100 |l srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreaning BEngine: TQP Invalid i i SSi

46. 19. 86. 50 I'srael 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Inval id segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.

46. 19. 85.9 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreaning Engine: TQP Invalid i i SSi

62.219.114.12 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i sSi

109. 64. 107. 166 |I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.

80. 74. 101. 15 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi

62.219. 115. 221 |Israel 147. 237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi

212.143.225.71 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.

138.134.192. 10 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect

2.54.137.66 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

. ) SYNWtAXK retransmt with )

217.194. 199. 124]l srael 147.237.72.166 |aka. i df . il Bad TCP sequence di fferent w ndow scal e noni t or 5

217.199.187.63 |United Ki ngdom 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor (5

5.102. 254. 227 |Israel 147. 237. 77. 216 |dover.i df . i1 Bad TCP sequence Inval i d ACK nunber monitor |5

31.210.187. 105 |Israel 147.237.72. 166 [aka.i of .i Bad TCP sequence Invalid AGK nunber monitor |5

2.54.179. 4 I srael 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5

80.246.137.29 |lIsrael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 5

46. 19. 86. 218 I srael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence Invalid ACK nunber monitor |4

31.223. 182 177 ga:lcis;i':éa” Territory147. 237. 77. 176 |nat pash. icf. il |dr op First packet isn't SN drop 4

46.19. 86. 218 I srael 147.237.0.19 |madimatal .idf.il[SYN Att ack SYN -> SYN-ACK -> Tineout [reject 4

46. 19. 86. 83 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i SSi

66.249.78.146 |Wnited Sates 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |y, 4
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

84.95.54.114  |Israel 147. 237, 77. 243 |nobi 1 e. i of . i 9 =9 Inval i d segnent retransmssion. |, ., 4
Ret r ansmi ssi on Packet dr opped.

2.52.1.14 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

195.34.150.18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Feiled to handl e connection data |monitor |4

87.69.210. 168 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4

2.54.22.151 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4

185. 3. 144. 92 I srael 147.237.77. 243 |nobi l e. i df . i | Bad TCP sequence Invalid ACK nunber mnitor |3
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Tar get Address |Site

Sgnature

Devi ce

‘Count

Count ry Action
37.26.147.202 | srael 147.237.72. 166 |aka. i df . i | ;3?2'\:”13’4?2826 sane Response Qode (404) in Session from B ock 97
213.151. 46. 142 |[Israel 147.237.77.216|dover.i df .i | Ml tipl e Unaut horized URL Access from 213.151. 46. 142 Bl ock 20
46. 19. 86. 135 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 8
212.199.71.118 |[lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stri buted Suspi ci ous Response Code_Qust om Tenpor ary B ock 7
79.176.96.127 |[Israel 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to waw | awidf.il/sip_storagel/files/4/394. pdf [B ock 6
46.117.26.238 |Israel 147.237.77.243|nobi | e. i df . i | Ml tiple Unauthorized URL Access from 46. 117. 26. 238 Bl ock 6
46.19. 85. 138 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
46.117.26.238 |[israel 147. 237.77. 243 |nobi | e. i df . i | ﬁ;“lt :?réfzf? | gegrcﬁim s/ 1 st chi | cdocunent S/ 1564 Bl ock 4
46. 19. 86. 80 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
46. 19. 85. 83 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
2.54.54. 221 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
82. 80. 25. 221 | srael 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 2
2.54.177.5 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Qode Bl ock 2
176. 13. 4. 146 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
109. 253. 139. 109l srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 2
109. 253.207.1  |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
176.13.21. 72 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
2.54,177.5 I srael 147.237.77.243|nobi | e.i df . i | Dstributed Whaut horized UR. Access on nobi | e.idf.il/sachar/index B ock 2
85. 65. 36. 165 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
46.19. 86. 218 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
79.180.117.10 |Israel 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 2
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
46.19.85. 21 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
2.54.47.7 I srael 147. 237.77. 243 |nobi | e. i df . i | mﬁ? o Tffﬁiﬁ'ﬁ icﬁgngi‘égsaixfgd n B ock 2
46.19. 86. 46 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
62.219.99.130 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
2.52.171. 27 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 86. 50 I srael 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Code Bl ock 2
109. 253. 192. 166|| sr ael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bl ock 2
213.151. 32. 163 |l srael 147.237.77. 243 |nobi l e. i df . i | D stributed Whauthorized LRL Access on nobil e.idf.il/sachar/index Bl ock 2
62.219.114.12 [israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
185. 3. 144. 92 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
66. 249. 69. 42 | srael 147.237.77.216|dover. i df .i | Mil tiple Unaut hori zed URL Access from 66. 249. 69. 42 Bl ock 1
176.13.10. 101 |Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
37.26.147.202 |[Israel 147.237.72. 166 [aka. i df . i | Too Many 404: Response Code per Session Bl ock 1
87.106. 149. 183 |Ger many 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/bl og/wp-adm n/ B ock 1
213. 8. 39. 241 I srael 147.237.77.216|dover. i df .i | D stributed Unaut hori zed LRL Access on waw i df.il/https:/wanidf.il/ Bl ock 1
Unaut hori zed URL Access to
207. 46. 13. 69 Wited Sates |147.237.77.176|mat pash.idf.il ww cogat . i df . i |/ coor di nat i ongaza/ news_gaza/ pages/ hahnasat agal i maza. a |Bl ock 1
spx
173.252.89.56 |Uhited Sates [147.237.72.166|aka.idf.il Lt raceabl e S3. Sessi ons: sigal gs DoS At ack None 1
80. 246.136.87 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 1
188.27.253.15 |Romani a 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock 1
109. 253. 198. 100! sr ael 147. 237.77. 243 |nobi | e. i df . i | Eaf;ﬂe?tgredpfsﬁtder Type Mol ation on nobile.idf.il/sachar/login Bl ock 1
45. 35, 20. 195 147.237.77.74 [lawidf.il Mal formed URL --data=./http-req Bl ock 1
107.178.194.79 |Uhited Sates |147.237.77. 216 |dover . i df . i | e L1 1155, 25461 nel dover. aume Bock |1
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
176.13.17. 34 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
85.64.129.120 | srael 147.237.72. 166 |aka. i df . i | mu;::riidzf??l;wn;h:/dsx/frgéi ot rati omi zar d st epd, asp B ock 1
212.97.132.209 |Denmark 147.237.72. 166 [aka. i df . i | O stributed Uhaut horized URL Access on aka.idf.il/wordpress/wp-admin/ |B ock 1
66.230. 230. 230 [United Sates [147.237.77.216 |dover. i df . il D stri bt oc 1T§;f;§g;§?ﬂe%fecr°f;p£” Bl ock 1
46. 19. 86. 169 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
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