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12-31-2015-10:04:07 to 12-31-2015-11:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site

|Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS Tool - Swi t chbl adG dest - r eset 3052
81.218. 241. 26 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 63
79.181. 180. 235 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 6
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 147 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237. 72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1




12-31-2015-10:04:07 to 12-31-2015-11:04:07

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |9te |Signature |Count |
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il [Tehila - Perl LW with fake user agent 2
213.6.8.13 147.237.77.216 Pal estinian Territory, Qecupied dover.idf.il [portscan: TGP D stributed Portscan 1
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il [Tehila - Perl LW wth fake user agent 1
132. 64. 208. 43 147.237.77. 216 I 'srael dover.idf.il [portscan: TGP D stributed Portscan 1
82.211. 60. 156 147.237.77. 179 Ger many enmzi.idf.il |[ET SCAN NMVAP -sS wi ndow 1024 1
79. 181. 180. 235 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
66. 249. 66. 75 147.237.72. 166 Lhited Sates aka.idf.il portscan: TCP D stributed Portscan 1
217.194. 203. 125 147.237. 72. 166 I srael aka.idf.il portscan: TGP DO stributed Portscan 1
212.179. 21. 194 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
176. 13. 10. 101 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
94. 230. 85. 81 147.237.77.216 I srael dover.idf.il [portscan: TGP D stributed Portscan 1
80. 246. 137. 156 147.237.77. 216 I 'srael dover.idf.il [portscan: TGP D stributed Portscan 1
79.178. 160. 205 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.19. 86. 199 147.237.77.216 I srael dover.idf.il [portscan: TGP D stributed Portscan 1
37.26. 146. 222 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1




12-31-2015-10:04:07 to 12-31-2015-11:04:07

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 182
Sreamng Engine: TCP Invalid i i ssi
5.22.131. 49 I srael 147. 237, 77. 243 |nobi l e.i df . i | 9 =g Inval i d segnent retransmssion. |, ., 21
Ret r ansmi ssi on Packet dropped.
79.178.130. 159 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 20
. . SWNretransmit wth different .
132.64.162.32 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 20
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 18
Sreaning BEngine: TQP Invalid i i SSi
109. 253. 199. 114l srael 147. 237.77. 243 |nobi l e. i f . | 9 =g Invalid segnent retransmssion. |, 18
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 77 I srael 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 18
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
85. 250. 170. 177 |l srael 147. 237.77. 243 |nobi l e. i f . | 9 =g Invalid segnent retransmssion. |, . 17
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 192. 155|i srael 147. 237. 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 14
Ret ransmi ssi on Packet dr opped.
213.57.130. 225 |l srael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 14
80. 179. 54. 68 I srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Inval id AGK nunber moni tor |13
80. 179. 54. 68 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber alert 13
reamn ine: TCP Invali i i Ssi
2.54.33.72 I srael 147.237.72. 166 |aka. i df .i | Stream g Engi ne P Invalid finvalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.52.63. 94 I srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 12
Ret ransmi ssi on Packet dr opped.
82. 205. 8. 72 glcissi':('ja” Tertitoyl 47 237.77. 74 |lawidf. il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 11
Pal estinian Territory, s SYNtACXK retransmt with .
82. 205. 8. 72 Gocup ed 147.237.77.74 |lawidf.il Bad TCP sequence afferent vi ndow scal e nonitor |11
213.57.130.225 |israel 147. 237.72. 166 |aka i f .i Bad TCP sequence SINFACK retransmt wth monitor |10
different w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
149.78.40.110 |israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 9
Ret ransmi ssi on Packet dr opped.
192. 117. 162. 218|I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid sequence nunber monitor |9
Sreamng Engine: TCP Invalid i i ssi
212.25.102.57 |Israel 147. 237.76. 200 |ei tan. aka. i of . | 9 =g Inval i d segnent retransmssion. |, ., 8
Ret r ansmi ssi on Packet dr opped.
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
Sreaming Engine: TCP Invalid i i ssi
194.90.66.15  |Israel 147. 237. 76. 200 |ei tan. aka.i of . i g =g Invalid segnent retransmssion. . 8
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 107 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |8
Sreaning BEngine: TQP Invalid i i SSi
66.249. 64. 163 |United Sates 147.237.76.86 |navy.idf.il 9 59 Invalid segnent retransmssion. |, 8
Ret r ansmi ssi on Packet dr opped.
79.182.105. 44 |lsrael 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop 8
213.57.134.121 |[lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
79.178.130. 159 |l srael 147.237.76.30 |hinush.idf.il drop First packet isn't SWN drop
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 30 I srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
46.19.86.242  |israel 147.237. 77, 243 |noti L e i i1 | €M NG Engine: TGP alid |invalid segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.54.165.193  |Israel 147. 237, 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. | ., 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
5.22.131. 90 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
2.54.3.17 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 6
Sreanming Engine: TCP Invalid i i ssi
79.176.125.69 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
2.54.59. 66 I'srael 147, 237.72. 167 |i shuri maka. i of . i 9 =g Inval id segnent retransmssion. |, . 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.54.62. 98 I srael 147. 237. 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |[nonitor 6
Sreamng Engine: TCP Invalid i i ssi
46.19.85.248  |Israel 147.237.72. 167 |i shuri maka. i of . | 9 =9 Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
80.246. 137. 250 |israel 147.237. 72. 167 |i shuri maka. i f . g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.0.73  |israel 147.237.77. 243 |mbi le.i o i1 9 =9 Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 77 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber alert 5
92.253.119.69 |Jordan 147.237.77. 216 |dover.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 77 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber nonitor |5
195.34.150.18 |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpli ant Failed to handl e connection data |[monitor (5
91.200.12. 143 |Ukraine 147.237.77. 216 |dover.i df .i | drop SAMrule drop 4
2.54.25.24 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 86. 154 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
91. 200. 12. 7 Wkrai ne 147.237.77.74 |lawidf.il drop SAMrul e drop 4
46. 19. 86. 154 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |Site Sgnature Devi ce

‘Count

Count ry Action

66.249.93.117 I srael 147.237.0.34 |tikshuv.idf.il g?;gyggli;‘e Sane Response (ode (404) in Session from B ock 8
109. 253. 208. 17 |l srael 147.237.77.243|nobi | e. i df . i | Dstributed Unauthori zed LR. Access on nobil e.idf.il/sachar/index [B ock

82.166.53.203 |[Israel 147.237.77. 216 |dover.i df . il Mil tipl e Unauthori zed URL Access from 82. 166. 53. 203 Bl ock

109. 65. 104. 190 |Israel 147.237.77. 243 |nobi 1 e. i df . i | ﬁ;”lt : ?rd'fz‘f? , gegpgrcy‘isesmj e/ i st ohi | ddocurent s/ 1362 Bl ock 5
66. 249. 66. 52 I srael 147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 5
109. 253. 199. 114|I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 5
37.142.156.5 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 4
109. 253. 192. 155]I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 4
46. 19. 85. 109 I srael 147.237.77.243|nobi l e.i df . i | O stributed Unauthorized LRL Access on nobil e.idf.il/sachar/index [B ock 3
46.19. 86. 151 I srael 147.237.77.243|nobi | e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login Bl ock 3
176.13.0.73 I srael 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code Bl ock 3
85. 250. 170. 177 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code Bl ock 3
37.26.146.245 |Israel 147.237.0. 17 ;nlrrly kosher-kravi.id|, @ e I11egal Parameter Encoding None 2
109. 253. 145. 30 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock

212.235.98.139 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 212.235. 98. 139 B ock

84.94.38.200 | srzel 147.237.72. 166 |aka. i df . i1 mu;kh:ri Id?.eidl /'\ﬁ;jhn(;c;;i 333 glfhén(;ri cat i onser vi ce. asnx/ get aut huser Bl ock 2
208.184.112.74 |United Sates [147.237.77. 216 |dover . i df . i | D stri bt oc 1?;;}:225?%%&?212” Bl ock 2
79.182. 1. 208 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 2
37.26.147.141 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
149.78.185.66 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
176. 13. 21. 26 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
176.13.7.130  [israel 147.237.0.17 ;nlnly kosher-kravi.id|, o i red Illegal Paraneter Encoding None 2
46. 19. 86. 204 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code Bl ock 2
46.19. 85. 30 I srael 147.237.77.243|nobi [ e.i df . il Distributed Suspici ous Response Code Bl ock 2
185.32.179.59 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 2
31.168. 23. 50 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for www aka.idf.il/mai n/ sachar/ B ock 2
46.19. 85. 223 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 2
109. 253. 198. 144|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 2
185.32.179.75 |Israel 147.237.77. 243 |nobi 1 e. i df . i | Eof)tij'e?ti“d? |FF‘;:2::1§; /I{]ﬁg\g;g\:\gf dogaranet o QrrentPassord | oK 2
109. 253. 217. 223l sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode Bl ock 2
52.33.66.29 Lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Unauthorized URL Access from 52. 33. 66. 29 B ock 2
176.13.21. 125 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
46.117.26.238 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
176.12.139.65 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.52.63.94 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code Bl ock 2
80. 246. 137. 191 |[Israel 147.237.77. 216 |dover.i df . il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
79.181. 180. 235 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS A tack None 1
176. 13. 19. 32 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
2. 54. 140. 234 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None 1
94.159.146.15 |[lIsrael 147.237.77.243|nobi [ e.i df . i | D stributed Whauthori zed URL Access on nobil e.idf.il/sachar/index |B ock 1
52.33.66.29  [United Sates [147.237.77.216|dover. i df il chaut 2?' ii IZ?(ilL:’,‘gj;ZCGCsess-shet/Odover_ aspx. Bl ock 1
176.13.7.88 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
46. 19. 86. 89 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
132.73.197.7 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.149.203 |lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
109. 253. 199. 114/l srael 147.237.77. 243 |nobi | e.i df . i | Dstributed Whaut hori zed URL Access on nobile.idf.il/sachar/index |B ock 1
80.178. 97. 80 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
176.13.23.105 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
176.13.7. 149 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
5.29.3.178 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
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