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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3118

183. 233. 166. 176 Chi na 147.237.76. 176 test.ncore.idf.il |B ock Udp Al Nets dr op 1

66. 240. 236. 119 Lhited Sates 147.237.76. 176 test.ncore.idf.il |Bock Wdp All Nets drop 1

183. 233. 166. 176 Chi na 147.237.76. 177 ncore.idf.il Bl ock Udp All Nets drop 1

80. 82. 64. 177 Net her | ands 147.237. 76. 86 navy.idf.il Bl ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Count ry |Ste |Signature |Count
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 6
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
176. 13. 13. 104 147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
82. 166. 83. 182 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
77.125.7.173 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
46.19.85. 1 147.237.77. 216 I srael dover . idf.il portscan: TCP O stributed Portscan 1
37.26. 147. 225 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
2.52.0.208 147.237.72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
216.72. 40. 186 147.237.77. 216 I srael dover . idf.il portscan: TCP O stributed Portscan 1
193. 105. 134. 220 147. 237.77. 205 Sweden prisha.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
149. 88. 92. 148 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
80. 179. 141. 237 147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
59.92.77.13 147.237.72. 156 I ndi a anan. i of . i | ET SCAN NVAP -sS w ndow 4096 1
5.102. 254. 48 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
217.132. 44. 210 147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 60
o SWNretransnmit wth different .
89. 138. 103. 155 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 42
89. 139, 129. 209 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SN retransnit with different monitor |24
w ndow scal e
2.54.147. 185 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 20
46. 19. 85. 47 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or 20
107.167. 116. 128|Uhited Sates [147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 19
Sreamng BEngine: TCP Invalid i i ssi
46.19.86.112  |israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 18
Ret r ansm ssi on Packet dropped.
46. 19. 86. 110 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 17
2.52.180. 110 I srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 16
Sreaming Engine: TGP Invalid i i ssi
37.26.146.168 |Israel 147.237.76.31 |nakchal .idf.il 9 =9 Invalid segnent retransmission drop 15
Ret r ansni ssi on Packet dropped.
41.33.231.90 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 12
46.19.85. 4 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 11
85.65.234.97  |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SN retransmt wth different monitor |11
w ndow scal e
. . SN retransmt wth different .
213. 8. 204. 22 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 11
46.19. 85. 144 I srael 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaming Engine: TGP Invalid i i ssi
176.13.1.164  |Israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. dr op 10
Ret r ansm ssi on Packet dropped.
203.81.93. 79 Myannar 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
89.138. 103. 155 [ srael 147.237.77. 233 |atal i df .| Bad TCP sequence SN retransmt with different moni tor (9
w ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
2.52.1.124 I srael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
176. 228. 60. 112 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence noni t or 7
62.128.48.134 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
2.52.133.29 I srael 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TP Invalid i i ssi
109. 253. 135. 15 | srael 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.146.160 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
2.52.180. 110 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
46.19. 85. 144 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
46.19.86.224  |Israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmission. dr op 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
5.102.254.31  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85. 8 I'srael 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmission. dr op 6
Ret r ansni ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreaming Engine: TGP Invalid i i ssi
46.19.85.158  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
2.54.181.203 | srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansm ssi on Packet dropped.
213.57.136.55 |Israel 147.237.72. 166 |aka. i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaming Engine: TGP Invalid i i Ssi
2.54.23.64 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 120 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
109. 66. 116. 32 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
148. 177. 129. 213|Eur ope 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
2.52.180. 110 I srael 147.237.77. 216 |dover. i df . i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
5.102.254.118 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
213.57.131. 247 |israel 147.237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
2.52.180. 110 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber aert 5
192.0.81. 17 Wited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
2.52.180. 110 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
2.52.180. 110 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid sequence nunber noni t or 5
213.57.131. 247 |Israel 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout aert 5
212.235.7.153 |Israel 147.237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
79.183.67.232 |lsrael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 76 I srael 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
66. 249. 66. 52 I 'srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 32
. . - Ostributed Paraneter Type Mol ation on
93. 172. 232. 207 |Israel 147.237.77.243|nobi l e. i df . i | mobi | e. i df . | / sachar / changepassvior d par anet er NewPassvor d B ock 17
81.218.241.26 |[Israel 147.237.77. 216 |dover.idf.il Mil tipl e Unaut hori zed URL Access from 81.218. 241. 26 B ock 16
; . . Paraneter Type Mol ation Qurrent Password in
84.111.109. 91 I srael 147.237.77. 243 |nobi [ e.i df . i | mobi | e. i df . i |/ sachar/ changepasswor d B ock 10
176. 228. 60. 112 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i |/ mai n/ sachar/undefi ned B ock 6
217.147. 85, 245 |Wted 147.237.72. 166 |aka. i df . i | PHP At tenpt B ock 6
Ki ngdom
158.69.52.102 |Uited Sates [147.237.77.216|dover.idf.il Distributed PHP Attenpt B ock 5
217. 147. 85. 245 z";;gom 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 217. 147. 85. 245 B ock 5
158.69.52. 102 |lnited Sates [147.237.77.216|dover.idf.il Ml tiple Uhauthorized URL Access from 158. 69. 52. 102 B ock
46.19. 86. 112 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
116.74.107.21 |India 147.237.77.216|dover. i df .i | Dstributed PHP At t enpt Bl ock
. . . Paraneter Type M ol ati on NewPassword in
37.26.147.225 |Israel 147.237.77.243|nobi l e. i df . i | nobi | e. i df .| / sachar/ changepassvor d B ock 3
80. 246. 137. 238 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Waut hori zed URL Access on nobil e.idf.il/sachar/index B ock
116.74.107.21 |india 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to ww i df.il/xnrpc. php B ock
176.13.1. 164 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspi ci ous Response Code B ock
] . . D stributed Uhauthorized URL Access on
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
37.26.148.177 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/main/ B ock 2
40.77.167. 14 Uhited Sates |147.237.76. 147 [chi nuch. aka. i df . i|Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
109. 253. 206. 67 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 2
37.26.147.225 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Uhaut hori zed LR. Access on nobi | e.idf.il/sachar/i ndex B ock 2
2.54.165. 193 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176.13.5.76 I srael 147.237.0.19 |madimatal .idf.i||Dstributed Suspicious Response Code B ock 2
80. 246. 139. 182 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 213. 32 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46. 19. 86. 38 | srael 147.237.0.19 |madimatal .idf.i||Dstributed Suspicious Response Code Bl ock 2
. . Paraneter Read Qnly Molation in
149.88.27.0 | srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i | / nai n/ sachar/ regi strati onw zard/ r egi st er. aspx None 2
37.46. 37. 149 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
109. 253. 197. 163|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
213. 8. 245. 58 I srael 147.237.77. 216 |dover.idf .i | Mil tipl e Unaut horized URL Access from 213. 8. 245, 58 B ock
] . . D stributed Uhauthorized URL Access on
204.13.200.200 [Wited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 2
37.26.148.132 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
. . Unaut hori zed Met hod HEAD for
2.54.187. 160 I 'srael 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx Bl ock 2
176.13. 1. 195 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
80.246.139.25 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
212. 150. 245. 250]1 srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46. 19. 86. 154 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
149. 88. 218. 105 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
40.77.167.5 Lhited Sates [147.237.72.166|aka.idf.il D stributed Unauthorized LRL Access on 147.237. 72. 166/ B ock 1
109. 253.200.2 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.179. 24. 93 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
180. 76. 15. 17 Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
66.249.78.240 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx  |B ock 1
176.13.14.211 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index B ock 1
37.26.147.214 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
] . . O stributed Whaut horized URL Access on
107.178.194.79 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
66. 249. 66. 7 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i|D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
. . Unaut hori zed URL Access to
168. 167. 100. 195 [Bot swana 147.237.77. 176 [mat pash. i df . i | wiw cogat i df .i1/si p.storagelfi | es/ 6/ 4616, ] pg B ock 1
2.54.153. 226 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
84.111.31.19 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
217.132. 46. 242 | srael 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in LR /main/kapatz//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
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