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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3452
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack dr op 2
185. 109. 161. 185 147.237.0. 35 akaws. i df.i | L4 Source or Dest Port Zero drop 1
125. 86. 166. 172 Chi na 147. 237.76. 34 yohal an. i df . | Bl ock Udp All Nets drop 1
125. 86. 166. 172 Chi na 147.237.76. 39 nobi l e.neitav.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
213.204.101. 24 |147.237.76.86 |Lebanon navy. i df il ET SCAN NVAP -sA (2) 2
115. 231. 209. 245|147. 237. 76. 86 |Chi na navy.idf.il ET SCAN Potential SSH Scan 1
115. 231. 209. 245|147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
109. 66. 199. 63  |147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
93.172.129. 141 |147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
80. 82. 64. 177 147. 237. 76. 176 |Net her | ands test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
77.127.214. 156 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 170. 36. 188 [147.237.72. 14 |Russian Federation dover.idf.il (ol d) ET K}AN Behavi oral _Lhusuaj 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
46.219. 255. 205 |147. 237. 72. 166 | krai ne akaidf.il SERVER WEBAPP admi n. php access 1
193. 105. 134. 220|147. 237. 76. 177 |Sweden ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
158. 69. 222. 199 [147.237.0.17 [thited Sates mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
115. 231. 209. 245|147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
115. 231. 209. 245|147. 237.76. 30 |Chi na hi mush. i df il ET SCAN Potential SSH Scan 1
104. 143. 14. 247 |147.237.76.39 |Lhited Sates nobi | e. nei tav. i df.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 64. 177 147. 237. 76. 202 |Net her | ands e.halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 64. 177 147.237.0.17 |Netherl ands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
46.219. 255. 205 |147.237. 77. 233 |Lkr ai ne atal.idf.il SERVER WEBAPP adm n. php access 1
46.43.78.176  |147.237.76.34 |FACSUIN AN Territory, ooy onicr i1 ET SCAN Behavi oral Lhusual Iy fast inbound Tel net 1
Geeupi ed Gonnections, Potential Scan or Brute Force
158. 69. 222. 199 |147.237.0.19 |Lhited Sates madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
82. 145, 217. 174 |Eur ope 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
66.249.78.146 |Wnited Sates |147.237.72. 166 |aka idf.il Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 10
Ret r ansni ssi on Packet dropped.
46. 19. 85. 47 I srael 147.237.72. 166 [aka. i df .i | Bad TCP sequence I'nvali d ACK nunber noni t or 9
172.56.41.213 |thited Sates [147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
84.109. 166. 206 |l srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 6
41.33.232.66 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or 6
213.57.141. 130 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
213.57.129. 222 |israel 147. 237. 72. 156 [anan. i of . i | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 5
213.57.129. 222 |Israel 147. 237. 72. 156 |anan.i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
213.57.129. 222 |Israel 147. 237. 72. 156 |anan. i f .| Bad TCP sequence mﬁsg reansm wthdifferent | oitor |5
91.200.12. 143 |Wraine 147. 237. 77. 216 |dover. i df .i | dr op SAMrul e drop 4
40.77.167.14  |Wited Stares |147. 237, 76. 200 [ei tan. aka o i1 |2 S NG Engine: TCP Invalid invalid segnent retransnission drop 4
Ret r ansn ssi on Packet dropped.
46. 19. 85. 219 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber noni t or 4
188. 165. 234. 68 |France 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid  invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
109. 253. 147. 250|i srael 147.237.77. 243 |vi e i1 | €AMNG Engine: TP Invalid —imvalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dropped.
2.52.63. 203 I srael 147.237.72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
89.138. 109. 161 |l srael 147.237.72. 166 [aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
195. 34.150.18 |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor  [4
66.249.93.192 |lhited Sates |147.237.76.202|e.halag.idf.il |Geo-| ocati on enf or cenent Geo-l ocation i nbound enf orcenent |drop 4
46.19.86.161  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
213.57. 131. 247 |Israel 147.237.72. 166 [aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout alert 3
213.57.131. 247 |lsrael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3
66.249.93.192 [Israel 147.237.76.202e.halag.idf.il |Geo-| ocati on enfor cenent Geo-l ocat i on inbound enf orcenent [drop 3
78.40.181. 34 Lebanon 147.237.77. 176 |nat pash. i df . i1 dr op Frst packet isn't SN drop 3
62.219.13.180 |lsrael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3
2.54.29. 108 I'srael 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
91.200.12. 143 |[Wraine 147.237.0.34 [tikshuw.idf.il |drop SAMrul e drop 3
213.204.101. 24 |Lebanon 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber alert 2
2.52.63.203 I srael 147.237.72. 166 |aka.i df.il Bad TCP sequence Invalid ACK nunber noni t or 2
49.149.136.140 |Piilippines  [147.237.77.216 |dover.idf.il drop First packet isn't SWN drop 2
213.204.101. 24 |Lebanon 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 2
95. 35. 94. 74 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
31.210.188. 105 [lsrael 147.237.72. 166 [aka. i df .i | Bad TCP sequence I'nvali d ACK nunber noni t or 2
46. 19. 86. 167 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 2
199.203.215.1 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
2.52.63.203 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence I'nval i d sequence nunber noni t or 2
5.102.254. 176 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2
157.55.39.22  |[hited Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 2
Ret r ansni ssi on Packet dropped.
109. 160. 254. 42 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 2
213.57.131. 247 |israel 147. 237.72. 166 |aka i f . i Bad TCP sequence mﬁsg rea”s”“ wthdifferent | oitor |2
46. 19. 85. 164 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
207.46.13.164 |United Sates |147. 237, 76. 200 [ei tan aka icr. i1 [o! SAM NG Engine: TP Invalid  Jinvalid segnent retransnission drop 2
Ret ransni ssi on Packet dr opped.
37.26.148.235 [ srael 147. 237. 77. 216 |dover i df .i Bad TCP sequence mﬁsg reansmt wehdifferent Jopnitor |2
157.565.39.101 [lhited Sates |147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid finvalid segnent retransmssi on drop 2
Ret ransni ssi on Packet dr opped.
46.19. 86. 74 I srael 147.237.72. 167 |ishurimaka.i df .i [Bad TCP sequence I'nvali d ACK nunber noni t o
109. 160. 254. 42 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
82.102.169. 113 | srael 147. 237.72. 166 |aka i f . i Bad TCP sequence mﬁsg rea”s”“ wthdifferent | oitor |2
5.22.131.126 I sr ael 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 85. 201 I sr ael 147. 237.77. 234 |hal ag.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 64. 157. 187 |l srael 147. 237.77. 243 |nobi | e. i df . i | fblarzt ?&Tfﬁs!cﬂaﬁic%r;nggaim?}sjmd in B ock 5
62.0.34.177 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df.il/ B ock 5
81.218.116. 129 |[lIsrael 147.237.72. 166 [aka. i df . i | D stributed Unaut hori zed Method for Known URL on waw aka. i df.il/ Bl ock 4
209. 88. 173. 130 |l srael 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i |/ $$$8282$$$ B ock 3
62.0.34. 177 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagel/files/6/ B ock 3
66. 249. 66. 61 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
2.54.25. 110 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
204.13.200.200 |Uited Sates  [147.237.77. 216 |dover . i df . i | e 1) 1155, 2461 el dover. aume B ock 2
46.19. 86. 185 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
188. 165. 234. 68 |France 147.237.76.86 |navy.idf.il Ml tipl e Wnaut horized URL Access from 188. 165. 234. 68 B ock 2
109. 253.207.1 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
46.219. 255. 205 |Ukrai ne 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 46. 219. 255. 205 B ock 2
46. 219. 255. 205 |Wkrai ne 147.237.77.233|atal .idf.il Mil ti pl e Unaut hori zed LRL Access from 46. 219. 255. 205 B ock 2
109. 253. 146. 226 |1 srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
66. 249. 66. 55 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
46. 219. 255. 205 |Wkrai ne 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 2
85. 65. 127. 79 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 85.65. 127. 79 B ock 2
46.219. 255. 205 |Ukrai ne 147.237.77.233|atal .idf.il PHP Attenpt B ock 2
95. 154. 101. 28 :32::1”' on 147.237.77. 216 |dover.i df .i | Parameter Type Mol ation id in vwwidf.il/1294-en/ dover. aspx Bl ock 1

: : O stributed Lhauthorized URL Access on
46.166. 186. 197 |Netherl ands 147.237.77. 216 |dover.idf . il i df i 1/1133- 22461- he/ dover . aspx. B ock 1

. . D stributed Lhauthori zed URL Access on
193.90.12.87  |Norway 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1

Mil tiple Ful lw dth/ Hal fw dth Lhi code BEncodi ng on URY Par anet er (+)

2.54.177. 159 I srael 147.237.72. 166 |aka. i df . i | from 2. 54. 177, 159 B ock 1
176.13.17.218 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None

109. 253. 210. 178|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None

46.219. 255. 205 |Ukrai ne 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/wp-1ogin. php B ock

208.184.112.74 |Wited Sates  147.237.77. 216 |dover . i df . i | D stri buted 1Lf§3“t;§g'3;egeﬁvgcispf” B ock 1
85. 65. 127. 79 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ sachar/ B ock 1
46.19. 85. 194 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
180. 76. 15. 149  |China 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
77.127.85.56 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
2.52.55. 46 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
176.13. 4. 212 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 1
109. 253. 195. 163|l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
107.178.194.79 |Wited Sates  [147.237.77. 216 |dover. i df .i | D stri uted g;;_t;gzgfgeﬁvﬁ‘fjpzn Bl ock 1
46.210.229.89 |[Israel 147.237.77.243|mobi | e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 1
199.50.148. 211 |Whited Sates  [147.237. 7. 216 |dover. i df . i mﬂt gf?riilzli? pﬁofg;eeffi L o<l 2622050/ 463, pg Bl ock 1
5.28.151.235  |Israel 147.237.72.166 |aka. i df . i | m”:k":i Z?rlalr;er:;;/ ;;f\am;%mmas'& None 1
176. 13. 19. 69 I srael 147.237.77.243|nobi l e. i df . i | Dstributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 1
81.218.116.129 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/sip storagel/files/3/ B ock 1
149. 88.90. 240 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
46.219. 255. 205 |Ukrai ne 147.237.77.233|atal .idf.il Adnin Bl ocki ng B ock 1
109. 67. 153. 96 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
93.172.62.227 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
46.19. 86. 179 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
185. 32. 179. 214 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
79.179. 24.93 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
176.13.10.181 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 253. 197. 165|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
107.178.194.79 |thited Sates  [147.237.77. 216 |dover. i df . i | Distributed Lhauthori zed URL Access on Bl ock 1

waw i df . i | /1133- 22638- he/ dover . aspx.
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