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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3001
180. 97. 106. 161 Chi na 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 dr op 1
180. 97. 106. 36 Chi na 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 162 Chi na 147.237.76. 200 eitan. aka.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 37 Chi na 147.237. 72. 166 aka idf.il bl ock-sp-traf 1 drop 1
77.247.178. 132 Net her | ands 147.237.76. 30 hi nush. i df .i | Block Np All _Net drop 1
180. 97. 106. 161 Chi na 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 36 Chi na 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 dr op 1
180. 97. 106. 162 Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 37 Chi na 147.237.77.170 naar achot . i df .i | bl ock-sp-traf 1 drop 1
77.247.178.132 Net her | ands 147.237.76.176 test.ncore.idf.il Block Np All _Net drop 1
180. 97. 106. 162 Chi na 147.237. 72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 36 Chi na 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 162 Chi na 147.237.77.176 nat pash. i df .i | bl ock-sp-traf 1 dr op 1
180. 97. 106. 37 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 162 Chi na 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 37 Chi na 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 162 Chi na 147.237.77. 226 W chamat z. aka. i df . i | bl ock-sp-traf1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
195. 142. 117. 226 147. 237.76. 42 Tur key refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
195. 142. 117. 226 147. 237.76. 42 Tur key refuah.idf.il ET SCAN NVAP -f -sS 1
195. 142. 117. 226 147. 237.76. 42 Tur key refuah.idf.il ET SCAN NMAP -sS w ndow 2048 1
195. 142. 117. 226 147. 237.76. 39 Tur key nobi | . nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
158. 69. 222. 199 147.237.77. 243 Lhited Sates nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
41. 33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrule drop 36
141.0.11. 21 Lhited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
Sreanming Engine: TCP Invalid i i ssi
66.249. 64. 163 |United Sates 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. o 10
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 [dover.idf . i Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data |nonitor |6
Sreaming Engine: TCP Invalid i i ssi
87.68.66. 78 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dr opped.
46. 116. 230. 45 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 6
46.116.230.45 |[Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data|nonitor |4
Sreamng Engine: TP Invalid i i ssi
87.68.247.14  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
reaming BEngi ne: TCP Invali i i ssi
79.182.221.26 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Inval i dlinvalid segnent retransnissi on. drop 3
Ret r ansn ssi on Packet dr opped.
207.241.226. 113|lhited Sates 147.237.77. 216 |dover.idf .il drop SAMrule drop 3
Sreanming Engine: TCP Invalid i i ssi
2.54.174.201  |israel 147. 237. 72. 166 |aka i of . i | 9 g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dropped.
197.210.173.21 |Ngeria 147. 237. 77. 216 |dover . i df . i Header Rejection rﬁa?;u;g ection pattern found | oivor |2
128.232.110.28 |United Kingdom [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 2
Sreaming Engine: TCP Invalid i i SSi
199.30.25.160 |lnited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dr opped.
128.232.110.28 |United Kingdom |147.237.76.197 |e. hi nush.idf.il Geo- | ocati on enf or cenent gﬁfolrggihf n i nbound drop 2
128.232.110.28 |Wnited Kingdom [147.237.76.201 e atal.idf. il Geo-l ocation enforcement |0 !ocation inbound drop 2
enf or cenent
Sreaming Engine: TCP Invalid i i ssi
157.55.39.212  |Wited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dr opped.
109. 66. 164. 186 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |1
77.77.76.3 Iran, Islanic 147. 237.77. 216 |dover. i df . i Bad TCP sequence Invalid AGK nunber alert 1
Republ i ¢ of
Iran, Islanic . . .
5.144.131. 170 Republ i ¢ of 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert 1
180. 97.106.37  |Chi na 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
87.68.79. 153 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 96 |Lhited Sates 147.237.77. 235 |sviva.idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 212|Wited Sates 147. 237. 77. 226 WI‘“I”" chamat z. aka. 1df | qyN pf t ack SYN -> SYN-ACK -> RST rej ect 1
2.52.185.59 I srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence I'nval i d ACK nunber alert 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 1
77.77.76.3 IFL.ZEBI :i'?’f"'c 147. 237.77. 216 |dover. i df .| Bad TCP sequence Inval i d ACK nunber moni tor |1
Iran, Islanic . . . .
5.144.131. 170 Republ i ¢ of 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |1
180. 97. 106. 161 |Chi na 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject
141.212.122. 196|hited Sates 147.237. 76. 148 |gqcenter. aka. i df . i | drop drop
46. 120. 250. 241 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval id ACK nunber alert
184. 105. 247. 251|Wited Sates 147.237.8.14 |e.orchot.idf.il Geo-l ocation enforcenent |0 ! ocation inbound drop 1
enf or cenent
180. 97.106.36 |Chi na 147.237.77.235|sviva.idf .il SYN At tack SYN -> SYN-ACK -> Tineout |[reject 1
2.52.185.59 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |1
180. 97. 106. 162 |Chi na 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |[reject 1
141. 212. 122. 197|Uhited Sates 147.237. 76. 148 |ggcenter. aka. i df .i | drop drop 1
101. 198. 159. 31 |Chi na 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 120. 250. 241 |Israel 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber monitor |1
184. 105. 247. 252|nited Sates 147.237.0.34 [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
180. 97.106. 37  |China 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
85. 64. 92. 63 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber monitor |1
180. 97. 106. 162 |Chi na 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |[reject 1
149. 210. 158. 71 |Net her | ands 147.237. 77. 176 |mat pash. i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data|nonitor |1
109. 66. 164. 186 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
5.102.230.151 |l srael 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Gonpl i ant Failed to hand e connection data|nonitor |1
180. 97.106. 37  |China 147.237. 77. 170 |naar achot . i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout [reject 1
130. 193. 51. 91 R‘F Sf:;”ion 147.237. 76. 200 |ei tan. aka. i df . i SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
216.218.206. 80 |Whited Sates 147.237.0.16 Iny'kOSher'kraV"'df" SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count

79.183. 149. 191 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. idf.il/mai n/ sachar/undefined [B ock 5

40.77.167.73 Lhited Sates [147.237.77.216|dover.idf .il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 4

37.142.242.142 |Israel 147.237.77. 243 |nobi | e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 3

107.170.1.51 Lhited Sates [147.237.77.176|nmat pash. i df. il Mil tipl e Unaut hori zed URL Access from 107.170.1.51 B ock 3

66. 249. 66. 55 I srael 147.237.76. 147 |chi nuch. aka. i df .i| |Distributed Suspicious Response Code_Qust om Tenporary B ock 3

178. 255. 215. 87 |France 147.237.76. 147 |chi nuch. aka. i df . il |Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
] . . DO stributed Unaut hori zed URL Access on

204.13.200.200 |[wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2

157.55.39.197 |lhited Sates |[147.237.76.147|chinuch. aka.idf.il [Dstributed Suspicious Response Code_Qustom Tenporary B ock 2

45.55.134.6 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2

66. 249. 66. 61 | srael 147.237.76. 147 |chi nuch. aka. i df . i| |Dstributed Suspicious Response Code Qust om Tenpor ary B ock 2

157.55.39.228 |uwited Sates [147.237.77.216|dover.idf .l Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 2
’ . . O stributed Unaut hori zed URL Access on

107.178.194.83 |Wnited Sates [147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1

66. 249. 69. 42 I srael 147.237.77.216|dover. i df .i | Mil tipl e Unaut horized URL Access from 66.249. 69. 42 Bl ock 1
] . . D stributed Lhaut hori zed URL Access on

208.184.112.74 [Wited Sates |147.237.77.216|dover. i df.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1

5.102. 254.234 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1

Unknown Par anet er
172.250.63.12 |lhited Sates |147.237.72.166|aka.idf.il ct | 00$ct | 00$cphMai n$cphSachar $enpl oynent St at eshbnt h in None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx

85. 64. 92. 63 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1

46.120.113.66 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1

197.210.173.21 |Ngeria 147.237.77.216|dover . i df . i eMi | Hoar di ng B ock 1

. - Unaut hori zed Met hod HEAD f or
109. 65. 3. 214 I 'srael 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx Bl ock 1
66. 249. 69. 48 | srael 147.237.77.216|dover. i df .i |l Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
Russi an . .

212.75.234.51 erati on 147.237.77.216|dover. i df . il PHP Attenpt B ock 1

66. 249. 66. 52 I srael 147.237.76. 147|chi nuch. aka. i df .i| |Distributed Suspicious Response Code Qust om Tenpor ary B ock 1

109. 253. 214. 184/l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None

68.180.228.112 [lnited Sates |147.237.77.216|dover.idf.il Ml ti pl e Unaut horized URL Access from 68. 180. 228. 112 B ock

212. 75. 234. 51 RJSIS:;”i o 147.237.77. 216 |dover . i df . i | Uhaut hor i zed URL Access to waw i df.il/xmrpc. php B ock 1

180. 76. 15. 143 |China 147.237.76. 147|chi nuch. aka. i df . il |Dstributed Suspicious Response Code Qust om Tenporary B ock 1
’ . . O stributed Unaut hori zed URL Access on

107.178.194.79 |Wnited Sates [147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . - D stributed Lhaut hori zed URL Access on

204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. ny- kosher - kravi . i df _

216.218.206. 68 |lLhited Sates |[147.237.0.16 iI Unaut hori zed URL Access to 147.237.0. 16/ B ock 1

180. 76. 15. 149  |China 147.237.76. 147 |chi nuch. aka. i df .i| |Distributed Suspicious Response Code_Qust om Tenporary B ock 1
] . . D stributed Lhaut hori zed URL Access on

107.178.194.79 |Wnited Sates [147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1

207. 46. 13. 62 Lhited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/robots. t xt B ock 1

. - Unknown Par anet er | sPDFFor mxzx| x* x"x™x?at in

84.108.152.39 [Israel 147.237.72. 166 |aka. i df . i | ww aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx None 1

46.117.123.34 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1

197.210.173.21 |Ngeria 147.237.77.216|dover . i df . il Enmail collector robots 14 B ock 1
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