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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3803
180. 97. 106. 161 Chi na 147.237.77. 234 hal ag.idf .il bl ock-sp-traf 1 drop 1
213.177.27.210 Romani a 147.237. 76. 44 e.refuah.idf.il Bl ock Udp All Nets drop 1
180. 97. 106. 36 Chi na 147.237.77. 205 prishaidf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 162 Chi na 147.237.0. 17 m ny- kosher -kravi .idf . il bl ock-sp-traf 1 drop 1
180. 97. 106. 37 Chi na 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 162 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 drop 1
180. 97. 106. 161 Chi na 147.237.76. 30 hi nush. i df.i | bl ock-sp-traf 1 drop 1
184. 63. 200. 16 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp |drop 1
180. 97. 106. 36 Chi na 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 64. 181 |147.237.77.74 |Wited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
183. 60. 48. 25 147. 237. 76. 198 [Chi na eyonaan.idf.il |ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 147 |Chi na chinuch. aka.idf .iI[ET SCAN Potential SSH Scan 1
131.109.15. 15 [147.237.76.30 |Lhited Sates |hinush.idf.il ET SCAN NVAP -sS wi ndow 3072 1
118. 68. 29. 67 147. 237. 77. 234 |M et nam hal ag.idf.il ET SCAN NVAP -sS w ndow 2048 1
91.201. 236. 114 |147. 237. 76. 202 |kr ai ne e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
82.211.60.107 |147.237.77. 227 |Ger many e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220|147. 237. 8. 14  |Sweden eorchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
183. 61. 109. 189 |147. 237. 76. 199 [Chi na e.nakchal .idf.il |[ET SCAN NVAP -sS wi ndow 4096 1
45.34. 163. 42 147. 237. 76. 201 eatal.idf.il ET SCAN NVAP -sS wi ndow 3072 1
183. 60. 48. 25 147. 237. 76. 200 [Chi na eitan.akaidf.il |ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 197 [Chi na ehinsh.idf.il |ET SCAN Potential SSH Scan 1
131.109.15. 15 [147.237.76.30 |Lhited Sates |hinush.idf.il ET SCAN NVAP -sS wi ndow 4096 1
118. 68. 29. 67 147. 237. 77. 234 |M et nam hal ag.idf.il ET SCAN NVAP -sS w ndow 3072 1
118. 68. 29. 67 147. 237. 77. 234 |\ et nam hal ag.idf.il ET SCAN NVAP -f -sS 1
82.211.60.107 |147.237.77. 227 |Ger many e. hanaz. i df .il ET SCAN NVAP -sS wi ndow 2048 1
82.211.60.107 |147.237.77. 227 |Ger many e. hanaz.idf.il ET SCAN NVAP -f -sS 1
189,198, 118. 62 1147 237 0.34  |vexi co Cikshv.idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
45, 34. 163. 42 147. 237. 76. 201 eatal .idf.il ET SCAN NVAP -sS w ndow 4096 1
183. 61. 109. 189 |147. 237. 76. 199 |Chi na e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
184.63.200.16 |Uhited Sates |147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 49
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
207.241.226. 113|lhited Sates [147.237.77. 216 |dover.idf.il drop SAMrule drop 17
Sreaning BEngine: TCP Invalid i i SSi
162. 243. 245, 102|Wited Sates |147.237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. |, 14
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249. 64.163 |lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dr opped.
86.108. 13. 25 Jordan 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
Sreaning Engine: TCP Invalid i i ssi
157.55.39.19  |Wited Sates |147.237.76.86 |nawy.idf.il 9 =g Invalid segnent retransmssion. . 4
Ret ransm ssi on Packet dropped.
195.34.150.18  |Austria 147.237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |4
Sreaning Engine: TCP Invalid i i ssi
207.46.13.91  |Wited Sates |147.237.76.200 |eitan. aka.idf. il 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
157.55.39. 200 |Wited Sates |147. 237.77. 243 |nobile.idf. il 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
199.30.16.178 |Uhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
Lhi ted s ; Geo- | ocati on i nbound
128.232.110.28 | . ngdom 147. 237. 76. 199 [e. nakchal .i df .i | Geo- | ocati on enf or cenent enf or conent drop 2
67.82.229.201 |Wited Sates |147.237.77.216|dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 2
128. 232, 110. 28 E?';;gom 147.237.77. 226 ;””N chamatz. aka. 1df- 1 oy At t ack SYN -> SYN'ACK -> Tineout |reject 2
109. 66. 148.52 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber alert
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
109. 66. 148.52  |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d AGK nunber noni t or
: R SYNtACK retransmt wth .
199.30.16.178 |Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence di fferent vi ndow scal e noni t or 2
213.57.132. 148 |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 2
67.45.114. 39 Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |2
54.186.248.49 |lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
176.126.252. 11 |Romani a 147.237.77.216 |dover.idf.il D rectory Traversal directory traversal overflow noni t or 1
216.218. 206. 112|wited Sates  [147. 237. 76. 199 [e. nakchal .i df . i Geo- | ocati on enf or cenent ﬁfolggi'mon I nbound dr op 1
79.178.116.31 |[lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
195.154.56.44  |France 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
184.105.139. 76 |Wnited Sates [147.237.76.39 |nuhile.meitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
108.185.184.39 |Wnited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
74.82.47.14 Lhited Sates |147.237.0.17 ?]I"Iy kosher-kravi.id |qyN At ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 243|Wited Sates  |147. 237.77. 121 |e. navy. i dof .i | Geo- | ocati on enf or cenent gﬁ?olrggi:mo” i nbound drop 1
62.210. 37. 82 France 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
180. 97.106.36 |China 147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
84.111.52.56 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
195. 154. 227. 118|France 147.237.77.74 |lawidf.il drop SAMrule drop 1
67.227.163.231 |lLited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 1
184.105. 139. 86 |Wnited Sates |147.237.77. 226 :’“’“’“ha”m' aka.1df-1 oy At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 166. 170. 3 Li t huani a 147.237.77. 216 |dover. i df .| Drectory Traversal directory traversa overflow monitor |1
208.115.113.84 |lLhited Sates [147.237.77.74 [lawidf.il drop SAMrule drop 1
74.82.47.16 Lhited Sates |147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
194. 150. 168. 79 |Ger nany 147.237. 77. 216 [dover.i df .i | Drectory Traversal directory traversal overflow noni t or 1
66. 230. 230. 230 |Lhited States |147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow nonitor |1
180. 97.106. 37  |Chi na 147.237.0.15  |kosher-kravi.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 1
141. 8. 132. 112 RJSf;;”ion 147. 237. 72. 166 |aka i of . i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
71.233.128.220 |Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
184.105. 139. 112|thited Sates [147.237.76. 200 |eitan. aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
77.247.181. 162 |Netherl ands 147. 237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
195. 28. 180. 101 |l srael 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |nonitor |1
180.97. 106. 162 |ni na 147.237.0.17 ?]I"Iy kosher-kravi.id |qyN At ack SYN -> SYN-ACK -> Tineout |reject 1
37.187.129. 166 |France 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66. 249. 66. 52 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 31
162.243. 245, 102|thited Sates [147.237.76.86 |navy.idf.il Mil tipl e Wnauthorized URL Access from 162. 243. 245. 102 B ock 4
] . . Unaut hori zed URL Access to
199.59. 148. 209 |Wnited Sates |[147.237.77.216|dover.idf.il v df i1 /5i p_storagel fil es/ 6/ si ze220x0/ 4636. ] pg B ock 2
37.142.242.174 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Attack None 2
68.180.228.112 [lhited Sates |147.237.77.216|dover.idf.il Ml ti pl e Uhaut horized URL Access from 68. 180. 228. 112 B ock 2
66. 249. 66. 55 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenporary B ock 2
37.26.149.138 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
157.55.39. 178 |Uhited Sates |147.237.76. 147 |chi nuch. aka. i df .i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.116.25.197 |Romani a 147.237.77.216|dover . i df .i | Ml tipl e Unauthori zed URL Access from 79. 116. 25. 197 B ock 1
; . . D stributed Lhaut horized URL Access on
66. 230. 230. 230 |Lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
68.180.228. 112 |lLnited Sates |[147.237.77.216|dover.idf.il D stributed Whaut horized URL Access on ww idf.il/error.htm B ock 1
79.116.25.197 |Romani a 147.237.77.216|dover. i df . il PHP Att enpt B ock 1
] . . DO stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
109. 66. 144.91 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.117.123.34 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
] . . Unaut hori zed URL Access to
162. 243. 245. 102|lhited Sates [147.237.76.86 |navy.idf.il v navy. i df i 1/994- 8613- he/ navy. aspx. aspx Bl ock 1
79.116.25.197 |Romani a 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v i df.il/). htm( B ock 1
] . . DO stributed Unaut hori zed URL Access on
204.13.200.200 [Wwited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
2.54. 147. 65 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
109. 66. 148.52 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
68.180.228. 112 |wnited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNumin B ock 1
wan i df . i | /1824- he/ dover . aspx
54.186.248.49 |Lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294- he/ wan i df . il B ock 1
180. 76. 15. 25 Chi na 147. 237. 76. 147 [chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenporary B ock 1
98.193.54.186 |Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover.aspx |B ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wawn i df.il/error. htm B ock 1
5.29.103. 78 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
128. 232. 110. 29 E?';gegom 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237.77.234/ B ock 1
_ m ny- kosher - kr avi . i df )
74.82.47.2 Lhited Sates [147.237.0.17 i Unaut hori zed URL Access to 147.237.0.17/ B ock 1
; . . D stributed Lhaut horized URL Access on
64.113.32.29  |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
180. 76. 15. 153  |Chi na 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
107.170.1.51 Lhited Sates |147.237.77.176|mat pash.idf.il Lhaut hori zed URL Access to waw cogat . idf.il/sip_storage/ Bl ock 1
66.249.69.42  |Israel 147. 237.77. 216 |dover . i df . i | thaut hori zed LR Access to B ock 1

ww idf.il/atal 1/izkor/vi ew pi ct ures. asp
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