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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site

|Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3018
107. 150. 98. 128 Lhited Sates 147.237.76. 148 ggcenter.aka. i df.il ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Gountry

Ste

|Signature

66. 249. 64. 181 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 342
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
208.67.1.121 147.237.0. 35 Lhited Sates akaws. i df .i | ET SCAN Potential SSH Scan 1
82.117. 208. 243 147. 237.77. 234 hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.211. 34. 236 147.237.76. 86 Lkr ai ne navy.idf.il SERVER- WEBAPP admi n. php access 1
208.67.1.121 147. 237.77. 216 Lhited Sates dover.idf.il ET SCAN Potential SSH Scan 1
208.67.1.121 147.237.0. 16 Lhited Sates ny- kosher-kravi . i df il ET SCAN Potential SSH Scan 1
104. 143. 14. 247 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 211. 34. 236 147.237.0. 34 krai ne tikshuv.idf.il SERVER- WEBAPP adm n. php access 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry |Target Address |Ste Signature
41.33.231.90  |Egypt 147.237.77. 216 |dover. i df .i 1 drop SAMrule drop 36
207.241.226. 113|lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 18
S reanming Engi ne: TCP i i ssi
213.151. 32. 163 |Israel 147.237.77. 243 |nobil e.i df . mng tngihe- 1 Invalid segnent retransmssion. |, 16
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
217.132. 43. 243 |israel 147. 237.77. 243 |mobi l e. i o i mng tngine. 1 Invalid segnent retransmssion. |, 15
Inval i d Retransm ssion Packet dropped.
Sreanming Engi ne: TCP Invalid segnent retransnission
66.249.66.48  [Wited Sates 147.237.77. 234 |hal ag.i of . i | ) - " |dro 10
0 Inval i d Retransnission Packet dropped. P
93.173.34.190 |Israel 147.237.77. 226 :“”‘WCha”atz' aka.1df-1 o\ At ack SYN -> SYN-ACK -> RST rej ect 7
s . Fail ed to handl e connection .
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant data noni t or 6
213.57.132.19 |israel 147.237.77. 233 |atal .idf. il SYN Att ack SYN -> SYN-ACK -> Timeout |reject 6
67.55.90. 132 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout [reject 5
195.34.150.18 |Austria 147. 237.77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Zzltged to handie comection Jpnitor [
189. 6. 61. 167 Bazil 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 232 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
46. 19. 85. 232 I sr ael 147.237.77. 216 |dover. i df .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
213.57.132.148 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
S reaming Engi ne: TCP i i ssi
66.249.78.230 |Wited Sates  |147.237.77.243|nobile idr il mng tngihe- 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engi ne: TCP i i ssi
46.19.86.140  |Israel 147.237.72. 166 |aka. i df . mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
reamn ine: T i i ssi
79.180.118.99 |Israel 147. 237. 72. 166 |aka. i df .| Streamng Engine: TCP Invalid segnent retransmssion. fq . 3
Inval i d Retransm ssion Packet dropped.
46.120. 226. 228 |Israel 147.237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 3
S reanming Engi ne: TCP i i ssi
109. 66. 168. 208 |Israel 147.237.72. 166 |aka. i f .11 mng thgine. Invalid segnent retransmssion. fq ., 3
Inval i d Retransnission Packet dropped.
Russi an D Streaming Engi ne: TCP Invalid segnent retransmssion.
141.8.132. 112 . 147.237.72. 166 |aka.idf.il . .. droj 3
Federati on Inval i d Retransnission Packet dr opped. P
S reaming Engi ne: TCP i i ssi
109. 66.207.92 | srael 147.237.72. 166 |aka.i df . mng thgine. Invalid segnent retransmssion. fq . 3
Inval i d Retransnission Packet dropped.
128.232.110.28 |Wnited Kingdom |147.237.8.50 |e.tikshuv.idf.il Geo-l ocation enforcenent |0!ocation inbound drop 2
enf or cenent
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
128.232.110.28 |united Kingdom [147.237.76.39 |mobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Tinmeout |reject
84.111. 105. 129 |l srael 147.237.77. 216 |dover.i df .il Bad TCP sequence noni t or
128.232.110.28 |Wnited Kingdom |[147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenment S;f’o'rggﬁ;uo”  nbound drop 2
Streaning Engine: TCP Invalid segnent retransnission
66.249.66.51  [Wited Sates 147.237.77. 234 |hal ag.i of .i | . . " |dro 2
0 Inval id Retransm ssion Packet dropped. P
46. 19. 86. 138 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 196|Wited Sates 147.237.77. 212 |e. dover. i df .1 Geo-l ocation enforcement |0 !ocation inbound drop 1
enf or cenent
Iran, Islamc R . )
95. 38. 61. 199 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence I nval i d ACK nunber noni t or 1
79.177.157.38  |Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 1
141. 212. 122. 200|Uhited Sates 147.237.72. 167 |i shuri maka.i df . il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
50.87.144.185 [Uited Sates  |147.237.77. 216 |dover.idf il B ock HTTP Non Conpl i ant Zzltged to handle comection  Jpniior [
84.111. 105. 129 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
141.212. 122. 197|Wited Sates 147. 237.77. 212 |e. dover. i df .1 Geo- | ocati on enf or cenent Sﬁ?olggi'mo” i nbound drop 1
95.128.134.90 [United Kingdom [147.237.77.216 |dover.idf.il B ock HTTP Non Conpl i ant Z;;ed to handie connection oo por [
200.98.224.51 |Brazil 147. 237.77. 216 |dover. i df . i1 Block HITP Non Conpliant ~ |f!ed e fende comection opnipor
64.207.189.45 [lnited Sates  [147.237.77. 216 |dover.idf . il B ock HTTP Non Conpl i ant Z;;ed to handie connection oo por [
141. 212. 122. 203|United Sates 147.237.77.235sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 123 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 1
92.253.119.69 [Jordan 147.237.77. 176 |nat pash. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
213.57.80. 82 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
69.195.124.97 [lnited Sates  [147.237.77. 216 |dover. i df .l Bl ock HTTP Non Conpl i ant Sjtged to handie connection fopnipor |1
192.185.176.171|Wited Sates  [147. 237. 77. 216 |dover. i df i B ock HTTP Non Conpl i ant Z;Led to handie comnection | opor |1
46. 120. 226. 228 |Israel 147. 237. 72. 166 [aka. i df .i | drop First packet isn't SN drop 1
141.212.122. 198|lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
101. 198. 159. 31 |Chi na 147.237.0.17 ;"I”I” kosher-kravi.1d lqyn At t ack SYN -> SYN-ACK -> RST rej ect 1
218.22.211.69 |China 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 1
207.46.13.107 |lWiited Sates 147.237.77. 170 |naarachot . i df . i | SYN Attack SYN -> SYN-ACK -> Timeout [reject 1




12-31-2015-02:04:09 to 12-31-2015-03:04:09

|Top Attackers In V\AF|

At acker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
66.249.66.52 [Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
46.118. 155. 216 |krai ne 147.237.77. 216 |dover.i df .i | Mil tipl e Unauthori zed URL Access from 46. 118. 155. 216 B ock 3
46.211.34.236 |lkraine 147.237.76.86 |navy.idf.il Mil tipl e Unaut horized URL Access from 46.211. 34. 236 B ock 3
46.211.34.236 [Wkraine 147.237.76.86 |navy.idf.il Mil tiple Admn B ocking from46.211. 34. 236 Bl ock 2
66.249.66.55 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
46.211.34.236 |Wraine 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut hori zed URL Access from 46. 211. 34. 236 B ock 2
46.211.34.236 |Wkraine 147.237.76.86 |[navy.idf.il PHP At t enpt Bl ock 2
46.211.34.236 |Wkraine 147.237.0.34 |tikshuv.idf.il PHP At enpt B ock 2
] . . . Paraneter Type Mol ati on Qurrent Password in
62.97.126.170 [Spain 147.237.77.243|nobi | e.i df . i | nobi | e. i df i |/ sachar/ changepassvor d B ock 2
37.26.148.214 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 2
46.211.34.236 |Wraine 147.237.0.34 |tikshuv.idf.il Adnin Bl ocki ng B ock 1
} . . O stributed Unaut hori zed URL Access on
208.184.112.74 |Lhited Sates |147.237.77. 216 |dover. i df .| v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
- - D stributed Lhaut hori zed URL Access on
150. 70. 173. 55 |Japan 147.237.77.216|dover.i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
68.180. 229. 121 |Wnited Sates [147.237.76.200]eitan. aka. i df. il [Wknown Paraneter &SortDir in v eitan. aka.idf.il/1103-he/eitan. aspx |None 1
185. 10. 107. 69 |Eur ope 147.237.76. 147 |chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
134.197. 68. 226 |Lhited Sates |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to www i df . i|/894-en/idf gdover. aspx B ock 1
46.211.34.236 |Wkraine 147.237.0.34 |tikshuv.idf.il Mil tiple Admin B ocking from 46.211. 34. 236 B ock 1
213. 151. 32. 163 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
173.3.180.109 |Uhited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessions: sigal gs oS Atack None 1
77.127.249.11 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 1
185. 120. 125. 45 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 1
. . O stributed Unaut hori zed URL Access on
150.70.97.84  |Japan 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.66. 61 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
180.76.15.16 |China 147. 237. 76. 147 [chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
79.182.59.210 |Israel 147.237.72. 166 |aka. i df . i | SIS Untraceabl e Qnnection - sigal gs DoS Attack None 1
202.46.54.16 |China 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
. . DO stributed Uhaut hori zed URL Access on
150.70.97.84  |Japan 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.66. 61 [Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Suspi ci ous Response Code_CQust om Tenpor ary B ock 1
. . . Unaut hori zed URL Access to
180.76.15.134 |Chi na 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ shared/ cl i ent scri pts/j query/jquery-1.4.2.nin.js Bl ock !
} - - D stributed Lhaut hori zed URL Access on
107.178.194. 79 [Wnited Sates |147.237.77.216|dover.idf.i | v i dff . i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . O stributed Unaut hori zed URL Access on
46.166. 188. 247 [Netherlands ~ |147.237.77. 216 [dover. i df . il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
} - - D stributed Lhaut hori zed URL Access on
204.13.200. 200 [Wited States [147.237.77. 216 |dover. i df . i v i dff . i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . O stributed Unaut hori zed URL Access on
150. 70. 173. 55  |Japan 147.237.77. 216 (dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.69.26 |Israel 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut horized URL Access from 66. 249. 69. 26 B ock 1
46.211.34.236 |Wraine 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to tikshuv.idf.il/wp-1ogin. php B ock 1
180. 76. 15. 139 |Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
107.178.194. 87 |Whited Sates  |147. 237.77. 216 [dover. i df . i | Distributed Uhauthori zed LR Access on Bl ock 1

wawy i df . i 1 /1133- 22638- he/ dover . aspx.
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