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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3038
66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn dr op 1910
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
52.1.90.117 Lhited Sates 147. 237. 72. 156 aman. i df.il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
52.1.90. 117 Lhited Sates 147.237.72. 166 aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1




12-30-2015-23:04:02 to 12-31-2015-00:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
. . L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
119. 184. 254. 215|147. 237.76. 30 |Chi na hi nush.idf.il . 1
Potential Scan or Brute Force
Russi an ... |ET SCAN Behavi oral Wusual |y fast Termnal Server Traffic, Potenti
95.165.173.83  [147.237.77.19 . lawforumidf.il . 1
Federation Scan or Infection
82.117. 208. 243 |147.237.0.33 idf.il ET SCAN NVAP -sS w ndow 1024 1
5 61 157 29 147 237 8. o7 |Fussian o radi matal i df ”EI' SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
I T Federation ' "7 |Potential Scan or Brute Force
I ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
2.54.44.18 147.237.77. 233 |l srael atal.idf.il 1
att ack

220. 231. 195. 122|147. 237.0. 15 |China kosher-kravi .idf.i|[ET SCAN NVAP -sS wi ndow 4096 1
192.186.95. 178 |147.237.76.30 |Canada hi nush. i df . i | ET SCAN NVAP -sS wi ndow 3072 1
95.165.173.83  |147.237.77. 19 ?ézz;;”im lawforumidf.il |ET SCAN NVAP -sS wi ndow 1024 1
88.249.106.23 |147.237.76. 198 [Turkey eyohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
79.177.10.250 |147.237.72. 166 |l srael aka idf.il portscan: TGP DO stributed Portscan 1
2.54.58.30 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
220. 231. 195. 122|147. 237.0.33 |China idf.il ET SCAN NVAP -sS w ndow 3072 1
220. 231. 195. 122[147.237.0.15 |thina kosher-kravi .idf.i|ET SCAN NVAP -sS wi ndow 3072 1
192. 186. 95. 178 |147.237.76.30 |Canada hi nush. i df . i | ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
195. 239. 16. 53 gz::;”i on 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 26
195. 239. 16. 40 g;:’:;”i on 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 26
109. 253. 210. 196 I sr ael 147.237.77. 243 |rvi e i1 | S9N Engine: TCP Invalid invalid segnent retransnission drop 20
Ret r ansni ssi on Packet dropped.
207.241.226. 113|Wited Sates  |147.237.77.216|dover.idf.il  |drop SAMrul e drop 18
212.179. 212. 146|i srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
2.54.174. 4 I'srael 147.237.77. 243 |rvi e i1 || S NG Engi e TQP Invalid invalid segnent retransnission. drop 12
Ret r ansni ssi on Packet dropped.
46.121.106. 152 I srael 147.237.72. 166 |aka. i of . i Bad TCP sequence mdz)jrsa:;nr Wth different moni tor |11
2.54.58. 30 I sr ael 147.237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
212.179. 212. 146|l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
31.154.25. 42 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
212.179. 212. 1461 srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 10
46. 19. 85. 103 I sr ael 147.237.77. 233 |atal .idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 19 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
176.13.10.35  |israel 147.237.77. 243 |rvi e i i1 || S NG Engi e TCP Invalid invalid segnent retransnission. drop 8
Ret r ansni ssi on Packet dropped.
185. 3.146. 247 |Israel 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nvalid ACK nunber noni t or 8
212.179. 212. 146|l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 8
5.102. 254. 104 | srael 147.237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 8
185.32.179. 131 |Israel 147.237.72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
5.22.129.128 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
68.180.229. 239 |Wnited Sates  |147.237.72. 166 |aka idf.il Streaming Engine: TCP Invalid finvalid segnent retransissi on. drop 6
Ret ransni ssi on Packet dropped.
79.180.39.24  |israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid finvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
41.33.232. 66 Egypt 147. 237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
37.26.146.211 |[Israel 147.237.76.30 |[himush.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
79.182.35.102 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dr opped.
213.57.134. 127 |Israel 147.237.76.30 |[hinush.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
46. 19. 85. 103 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
89.139.247.99 |israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 86. 56 I'srael 147237, 77, 243 |mbi e i i1 | €AM NG Engi ne: TGP Invalid finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
2.54.58. 30 I sr ael 147. 237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
2.54.58.30 I sr ael 147. 237.72. 166 |aka. i of .i | Bad TCP sequence I'nvalid ACK nunber alert 5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
46. 120. 206. 152 |l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 5
2.54.58.30 I sr ael 147. 237.72. 166 |aka. i of .i | Bad TCP sequence I'nvalid ACK nunber noni t or 5
46.19. 85. 244 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
2.54.58. 30 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 5
212.143.142.56 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
213.57.134.127 [Israel 147.237.76.30 |nimsh.idi.il |Bad TCP sequence mﬁsrczreansmt wthdifferent | onitor |
46. 19. 86. 229 | srael 147.237.77. 170 |naarachot . i df . i [[Bad TCP sequence Inval i d ACK nunber noni t or 4
31.154. 25. 42 | sr ael 147.237.76.30 |himush.idf.il |drop First packet isn't SWN drop 4
93.172. 140. 198 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 201 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber alert 4
213.57.132. 148 |israel 147.237.72. 166 |aka.i of .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4
46. 19. 85. 201 I 'srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpli ant Failed to handl e connection data  [nonitor 4
5.102.254. 214 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nvalid ACK nunber noni t or 4
46. 120. 206. 152 |l srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
66.87.128.216 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
79.178. 214. 155 |israel 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
77.127.222.82 |israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid  finvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
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Target Address

Site
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Devi ce
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Country Action
79.179. 186. 195 |Israel 147.237.0.34 |tikshuv.idf.il ;g?l'\gfylgé. tlgg Sane Response (bde (404) in Session from B ock 14
109. 253. 210. 196|I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 9
79.181.134.32 [ srael 147.237.0. 17 ;nlnly kosher-kravi.id|, i\ ed I1l1egal Parameter Encoding None 7
66. 249. 66. 61 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
77.126. 14. 39 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal Iy Long Header Line from77.126. 14. 39 B ock
141. 8. 142. 82 :ZZ::FI on 147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 4
77.126. 14. 39 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 77. 126. 14. 39 B ock 4
77.126.14.39  |israel 147.237.72. 166 |aka. i df . i | Wit ) o3 Bte (e Caracter in Feader fane from Bl ock 4
77.126. 14. 39 I srael 147.237.72. 166 |aka. i df . i | Ml tiple Ml formed URL from 77.126. 14. 39 B ock 4
77.126. 14. 39 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte QGode Character in Mthod from77.126. 14. 39 [B ock 4
77.126.14.39 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 77.126. 14. 39 B ock 3
2.54.174. 4 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 3
5.29.17. 20 I'sr el 147. 237.77. 243 |nobi | e. i df . i | ?msflr;?‘gfe?lf;:é’;:r‘j:'nzd‘;i R Access on Bl ock 3
114.97. 48. 57 Chi na 147.237.77. 176 |nat pash. i df . i | Mil tipl e Uhauthorized UR. Access from 114. 97. 48.57 B ock 3
77.126. 14. 39 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
176. 13. 10. 35 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 2
217.132.0.252 |lIsrael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
93.173. 255. 254 |[lIsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
84.109.114.72 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary Bl ock 2
109. 253. 206. 172|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
77.126. 14. 39 I srael 147.237.72. 166 [aka. i df . i | Mil tiple NLLL Character in Method from 77.126. 14. 39 B ock 2
46.10.86.194  |israel 147. 237.77. 243 |nobi | e. i df . i | O strihuted thadthort zed LR Access on Bl ock 2
217.132.15.185 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
77.126. 14. 39 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal HITP \Version from77.126. 14. 39 B ock
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 69. 26 B ock
84.94.38.200 | srael 147.237.72. 166 |aka. i df . i | m“;;;rl ! d?.eidl /'\ﬁ;.hn‘jdgi 333 gfhérirl cati onser vi ce. asn! get aut huser |2 %% 2
217.132.57.173 |israel 147.237.72. 166 |aka. i df . i | \?w;;;:(:”f glf’. ltf"f‘r‘:;h;ré ;:ﬁarﬁn cfecfciensesd on B ock 2
77.126. 14. 39 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Mal formed HTTP Header Line from 77.126. 14. 39 B ock
109. 67. 33. 27 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
77.126.14.39  |israel 147. 237. 72. 166 |aka. i df . i | w.tli;g?lullggal Byte (e Craracter in Hbader el ue from B ock 2
46. 120. 206. 152 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
84.108.64.218 |Israel 147.237.76.39 |nobile.neitav.idf.il [Utraceable SSL Sessions: (pen Mde None 2
213. 251. 182. 114|France 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 213. 251. 182, 114 B ock 2
84.109.17.205 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
180. 76. 15. 155  |China 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary Bl ock 1
17.142.156. 109 |Uhited Sates |147.237.77.216|dover.idf .il Lhaut hori zed LRL Access to waw i df.il/newsite/ novi es/ yassin7. |B ock 1
2.54.135. 164 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66.249.78.153 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176.12. 139. 248 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
109. 226. 27. 63 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
77.126. 14. 39 I srael 147.237.72. 166 [aka. i df . i | Mi tiple NILL Character in Header Nane from 77.126. 14. 39 B ock 1
204.13.200.200 [Uhited Sates  [147.237.77. 216 |dover . i df . i | D stri butec 1?;;}2;2;:?&%\/2??;&” B ock 1
46.19.85.244  |israel 147.237.77.233|atal .i df .i L e ot hor zed WL sl Bock |1
85.250.242. 34  |Israel 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenporary B ock 1
185.35.62.11  [Satzerland 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147.237.77.234/ B ock 1
68.180. 229. 239 |[Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka. i df il /v tikshuv.idf.il B ock 1
5.29.142.13 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
80. 246. 139. 220 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66. 249. 69. 42 I srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wanidf.il/igf Bl ock 1
114.97.48.57  |hina 147.237.77. 176 |nat pash. i df . | m”ig‘g’;t' .ngf iy fggYe—SrTe/t:ogat aspd L rackback! B ock 1
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