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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3362

85. 203. 17. 102 Net her | ands 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 10
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 8

109. 66. 160. 66 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

124.13. 150. 79 Ml aysi a 147.237.76. 42 refuah.idf.il |Bock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
118.68.29.67 |147.237.76.86 |Vietnam navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 218. 246. 103 |147. 237. 72. 167 gj::;”ion i shuri maka. i df . i ET SCAN NVAP -sS wi ndow 1024 1
40.115.57. 147 (147.237.76.42 |wnited Sates |refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
195. 22. 126. 20 [147.237.76. 176 |Fol and test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
176.102.200.8 1147 237 0.33 | Wraine il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
118.68.29.67 |147.237.76.86 |Vietnam navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
104. 200. 78.34 |[147.237.0.17 |lLhited Sates mny-kosher-kravi .idf.il |[ET SCAN Potential SSH Scan 1
61.50.187.94 |147.237.0.35 [China akavs. i df . i ET SCAN Potential SSH Scan 1
185. 106. 94. 126 |147. 237. 77. 176 nat pash. i df . i | ET SCAN Potential SSH Scan 1
158. 69. 222. 199 [147.237.8.14 |lhited Sates e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

80. 179. 54. 68 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber aert 28

80. 179. 54. 68 I 'srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 28

213.57.131. 100 |[Israel 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 25
Sreaning Engine: TCP Invalid i i ssi

84.108. 169. 252 I srael 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransmssion. g, 22
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

2.54.7.76 I'srael 147.237. 77. 243 |robi 1 e i df . i | 9 =9 nval i d segnent retransmssi on. drop 21
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

176.13.1.175  |israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. g, 21
Ret r ansni ssi on Packet dr opped.

213.57.131.100 |Israel 147.237. 77. 216 |dover . i df . i Bad TCP sequence SINWAK retransmt with different §ooor |20

W ndow scal e

213.57.131. 100 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout aert 19

207.241.226. 113|lhited Sates  [147.237.77. 216 |dover.idf.il drop SAMirul e drop 18
Sreamng Engine: TCP Invalid i i SSi

176.13.6.31 I srael 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssi on. drop 16
Ret r ansni ssi on Packet dr opped.

Syrian Aab R .
178.52.51. 41 Republ § ¢ 147.237.77. 176 |matpash.idf.il  |Bad TCP sequence I'nval i d ACK nunber alert 16
Syrian Arab s . .

178.52.51. 41 Republ i ¢ 147.237.77. 176 |mtpash.idf .il  [Bad TCP sequence Inval i d ACK nunber noni t or 16
Sreamng Engine: TCP Invalid i i ssi

149.78. 249. 129 |1 srael 147. 237. 77. 243 |robi | e. i df . i | 9 =9 nval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i SSi

79.178.105.17 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.19.86.223  |Israel 147. 237. 77. 243 |robi | e. i df . i | 9 =9 nval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i SSi

109. 66.99.94  |Israel 147.237.77. 243 |nobi l e.i df .| 9 =g Inval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

5.102. 254.226 |Israel 147. 237. 77. 243 |robi | e. i df . i | 9 =9 nval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.

85.203.17.102 |Netherl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 14

66. 195. 109. 254 |lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
Sreaming Engine: TGP Invalid i i sSi

2.54.177.166 |l srael 147.237.77. 243 |nobile. i of . 9 =g Invalid segent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.

2.52.136.9 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
Sreamng Engine: TCP Invalid i i ssi

82.81.5.114 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.

5.102. 254. 81 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nvalid ACK nunber noni t or

46.19. 85. 142 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or
Sreaming Engine: TGP Invalid i i sSi

83.201.204.53 |France 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segent retransmssion. drop 8
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

109. 253. 193. 1071 sr ael 147. 237.77. 243 |mobi le. i f . i 9 =9 Invalid segnent retransmssion. | 8
Ret r ansni ssi on Packet dr opped.

85. 65. 145. 45 I srael 147.237.77. 233 |atal .idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8

46.19.85.50 |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINHAK retransmit with different 1ooniior |

w ndow scal e

5.102.254.191 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7

94.230.86.165 |lsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 7

31.210.187.85 |[Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nvalid ACK nunber noni t or 7

2.54.39.45 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
Sreanming Engine: TQP Invalid i i SSi

46.117.221.34  |Israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g o, 6
Ret ransni ssi on Packet dr opped.

2.52.136.9 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber alert

46. 19. 85. 97 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d ACK nunber noni t or

46.19. 85. 123 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i ssi

109. 253. 134. 46 |Israel 147. 237. 77. 243 |nubi | e.i df .i 9 =9 Invalid segnent retransmssion. g, 6
Ret r ansni ssi on Packet dr opped.

85.203.17.102  |Netherl ands 147. 237. 77. 216 [dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6

2.52.136.9 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6

41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |noni tor 6

46. 19. 86. 117 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaning Engine: TGP Invalid i i ssi

109.64.0.233  |Israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

46. 19. 86. 86 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i SSi

79.180. 210. 129 |Israel 147.237.72. 166 |aka. i df . 9 =g nvali d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

2.52.136.9 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunber noni t or
Sreaning Engine: TGP Invalid i i ssi

84.228.27.40  |israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.

149.88.231.60 |l srael 147.237.72. 166 |aka i of .i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 6

46. 19. 85. 97 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 6
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

dgnature

Devi ce

‘Count

Count ry Action
79.176.23.1 I sr el 147.237.0.34 [tikshuv.idf.il |10 My of the Same Response Cbde (404) in Session from B ock 147
79.176.23.1
149.78.133.54  |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 55
79.181.110. 178 |Israel 147.237.77. 243 |nobi | e. i df . i | Snzti:i:Li'tdefd' I'T{jr:’af;z: /I{]‘;ig\g;;sa;i\gf dogarmt o Qurrent Passuor d Bl ock 15
79.182.113.7 I srael 147. 237.72. 156 |anman. i df . i | Mil tipl e Unaut hori zed URL Access from 79.182.113.7 B ock 13
176.13.1.175 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
157.55.39.178 |Uited Sates |147.237.76. 147 |chi nuch. aka. i df . i|D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock
79.181.110. 178 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Whaut hori zed URL Access on nobi | e. i df.il/sachar/index B ock 5
176.13.11.222  [Israel 147.237.77. 243 |nobi | e. i df . i | Eﬂf iegf?’f’fs\;cﬂa?t/ic‘:;ggaifﬁsjmrd in Bock |5
109. 66. 99. 94 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 4
149. 78. 249. 129 |I srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
62.90.214.252 |[Israel 147.237.77.243|mobi | e. i df . i | Uhaut hori zed URL Access to nobile.idf.il/sip storage/files/3/1843. pdf  |B ock 4
5.102. 254.226 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 4
179. 219, 143, 186|Brazil 147.237.77.74 |lawi df .il e /\Az%?thie(/)gaith;g;; n Bock |4
66. 249. 66. 52 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stri buted Suspi ci ous Response Code_Qust om Tenpor ary B ock
157.55.39.179 |[wnited Sates |147.237.76. 147 |chi nuch. aka. i df . i|D stributed Suspicious Response Code_Qustom Tenpor ary B ock
207.46.13.164 [thited Sates |[147.237.76.147|chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock
141. 8. 142. 82 :ZZ::FI on 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
82.102. 169. 210 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
157.55.39.197 |lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Distributed Suspicious Response Code_Qust om Tenporary B ock 2
66. 249. 66. 61 | srael 147.237. 76. 147 |chi nuch. aka. i df . i|D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
109. 186. 59. 7 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 156 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
66. 249. 69. 26 | srael 147.237.77.216|dover . i df . i | Ml tipl e Whaut horized URL Access from 66. 249. 69. 26 B ock 2
46.19. 85. 242 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
95.86.117.122 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
37.26.148.167 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
46.19. 86. 223 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.6.152 I srael 147.237.77.243|nobi l e. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
109. 64.105.52 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
2.54.148. 126 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
79.179. 24. 93 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
77.127.92. 84 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
46.19. 86. 79 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176. 13. 14. 25 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.157.117 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
77.127.239.13 |[Israel 147.237.72. 156 |anan. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
46.19. 85. 196 I srael 147.237.77.216|dover . i df .i | Mil formed URL asp. net_sessi oni d=f hzl euS5azhyl f zpj | usf 42r; B ock 1
Uhaut hori zed URL Access to
93.184.66.227 [Jovakia 147.237.77.216|dover.idf . il waw i df . i |/ sys-adni n- nessage_googl e_i s_not_our _friend_and_t he_nono |B ock 1
ply rip-off needs to be stopped
31.168. 245. 131 |lIsrael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs oS Atack None 1
85.203.17.102  |Net herl ands 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to v i df.il/giyus B ock 1
Unknown Par arret er
213.57.200. 213 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acetol der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
149. 78. 249. 129 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
2.54.20. 35 I srael 147.237.77.243|mobi | e. i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index Bl ock
193.90.12.88  [Norvay 147.237. 77. 216 |dover . i df .i | D stri bt ec 1?;;}2%;;?&%\/2‘?;&” Bock |1
54.161.222.119 |Lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock
109. 160. 204. 227|I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
46. 19. 86. 158 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
109. 64. 130. 200 I srael 147.237. 72. 166 |aka. i df . i | Lledd I?’tageeﬁdsng‘;ggzgl;;k% e iepazlfres Bock |1
79.177.21. 94 I srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to v cogat . idf.il/xnrpc. php B ock 1
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