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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 3512

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 751
213.151. 36.118 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 3
213.151. 36. 118 | srael 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

of

Potential Scan or Brute Force

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
193. 105. 134. 220|147. 237. 77. 176 |Sweden nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
192.186. 95. 178 |147.237.8.46 |Canada e. chinuch. i df .il ET SCAN NVAP -sS wi ndow 1024 1
109. 65. 57. 222  [147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
87.68.37. 112 147.237. 72. 166 |I srael aka. idf.il portscan: TCP O stributed Portscan 1
79.182.194.86  [147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
45. 34, 163. 42 147.237.77. 216 dover.idf.il ET SCAN NVAP -f -sS 1
31.19.116.8 147.237.0.17 |Ger many mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
213.57. 46. 94 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
192. 186. 95. 178 [147.237.8.46 |Canada e. chinuch.idf .il ET SCAN NVAP -sS wi ndow 3072 1
185. 106. 94. 126 [147.237.0.19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
94.159. 146. 48  [147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
84.108. 86. 147 |147.237.72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
45. 34, 163. 42 147.237.77. 216 dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
37.142.218. 186 |147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
5.22.129. 226 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
11 181 230.77 |147. 237 77 74 |KOr€R Republicf ... ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connections, 1
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|Top Attackers In FW |

Attacker Address

A tacker

Country

Target Address ‘ Ste

‘Signature

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

46.19. 85. 183 I srael 147. 237. 76. 200 |ei tan. aka. i of . i > dro 180
Ret r ansm ssi on Packet dr opped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
176. 228. 86. 255 |l srael 147.237.72.166|aka.idf.il  |Bad TCP sequence i’;:;e”ansm with different wndow) ooivor |28
213.57.131. 100 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYNACK -> Ti meout rej ect 23
213.57.131.100 |Israel 147.237.77. 216 |dover.idf.il [Bad TCP sequence SINAK retransmt with different oo 22
w ndow scal e
94. 159. 149. 230 |l srael 147.237. 72. 166 |aka.i df .i drop First packet isn't SN drop 20
207.241.226. 113|hited States |147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 19
213.57.131. 100 |Israel 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout alert 18
207.241.226. 113|hited Sates |147.237.72. 166 |aka.idf.il drop SAMrule drop 16
94. 159. 149. 230 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 16
204. 65. 81. 66 Lhited Sates [147.237.77.216|dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 15
Sreaning Engine: TP Invalid i i ssi
2.54.1. 114 I srael 147.237.77. 243 |nobil e.i of . 9 =9 Inval i d segrent retransmssi on. drop 15
Ret r ansm ssi on Packet dr opped.
197.178.43.90 |Kenya 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 15
213.57.129. 202 |lsrael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 15
. . SYNtAXK retransnmit with different .
197.178.43.90 |Kenya 147.237.77. 216 |dover.idf.il |Bad TCP sequence i ndow scal noni t or 15
204. 65. 81. 66 Lhited Sates [147.237.77.216|dover.idf.il [Bad TCP sequence Inval i d ACK nunber alert 15
Sreaning Engine: TP Invalid i i ssi
66.249. 64.163 |Uited Sates |147.237.76.86 |navy.idf.il 9 =9 Inval i d segrent retransmssi on. drop 14
Ret r ansm ssi on Packet dr opped.
2.52.174.47 I srael 147.237.72. 156 |aman.idf.il  |SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
reamn ine: TCP Invali i i ssi
192.116. 167. 41 |Israel 147, 237, 76. 200 |ei tan. aka. i o | S N9 Engi ne: TP aid Inval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
46.120.29.223 |israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TP Invalid i i ssi
109. 253. 221. 44 |Israel 147.237.77. 243 |nobi l e.i f . | 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
213.57.131. 100 |lsrael 147.237.77. 243 |mobile.idf.il |SYN At ack SYN -> SYN ACK -> Ti meout rej ect 12
Sreaming Engine: TP Invalid i i ssi
79.181.132.70 | srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
213.57.132. 148 |Israel 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYNACK -> Ti meout rej ect 12
62. 90. 208. 93 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 11
213.57.131.100 |Israel 147.237.77. 243 |mbile.idf.il [Bad TOP sequence SINAK retransmt with different foonor |11
w ndow scal e
62. 90. 208. 93 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST aert 10
213.57.131.100 |Israel 147.237.77. 243 |mobile.iof il |SYN At t ack SYN -> SYN-ACK -> Ti neout alert 10
208.54.37.202 |Whited Sates |147.237.77.176|matpash.icf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
R, SYNtAXK retransnmit with different .
46. 19. 85. 29 I srael 147.237.77. 243 |mbile.idf.il |Bad TCP sequence i ndow scal 6 noni t or 10
Sreaming Engine: TP Invalid i i ssi
109. 64.22. 227  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 67. 194. 147 |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
2.54.186. 84 I srael 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
94. 159. 149. 230 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN ACK -> Ti meout rej ect
94. 159. 149. 230 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TCP Invalid i i ssi
176.13. 1. 44 I'srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Inval i d segnent retransmssi on. drop 8
Ret r ansm ssi on Packet dr opped.
31.168.207.28 |israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence igge”ansm't with different wndowl ooivor |7
46. 19. 85. 40 | srael 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 7
179. 219. 143. 186|Brazi | 147.237.77.74 |lawidf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 7
75.147.232. 121 |thited Sates [147.237.77.176|natpash.idf.il |dr op First packet isn't SN drop 6
197.178.43.90 |Kenya 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
213.57.136.55 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 6
79.178.203.50 |[lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber alert 6
79.178.203.50 |Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaming Engine: TGP Invalid i i sSi
31.154.148.60 |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreanming Engine: TGP Invalid i i ssi
37.26.148.177 |israel 147. 237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
31.210.186. 210 |israel 147.237.72. 166 |aka.i df . i g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
o SYNtAXK retransnmit with different .
185. 32. 179. 145 |Israel 147. 237. 72. 166 |aka i of .i Bad TCP sequence i ndow scal noni t or 6
46.19. 85. 170 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
66. 249. 66. 61 I srael 147. 237. 76. 147 |[chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 7
109. 67. 116. 109 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod CPTIONS for www aka. i df.il/ B ock 4
104. 131. 245. 20 |Uited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 4
176.12.145.9 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
46.19. 85. 115 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
2.54.180. 138 I srael 147.237.77.243|nobi l e. i df . i | Dstributed Uhauthori zed LRL Access on nobi | e.idf.il/sachar/index B ock 4
79.178.121.181 |Israel 147. 237.72. 166 |aka. i df . i | mu;grii;‘??lﬁa?ﬁsﬁr;iowaspx B ock 3
66. 249. 66. 52 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i|D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
176.12. 144. 175 |l srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock
204.13.200.200 [Uhited Sates  [147.237.77. 216 |dover. i df . i | D stri butec 1?;;_?;22?&%\/2??:&” Bl ock 2
66. 249. 66. 55 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
176.13.19.196 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
80.246.137.71 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
89.138.68.250 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 2
185. 32. 179. 235 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
176.13.10.159 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
207.46.13.164 [lLnited Sates 147. 237. 76. 147 |[chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
157.55.39.179 |Uited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
85. 65.115. 251 [Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176.13.10. 159 |l srael 147.237.77.243|nobi l e. i df . i | Distributed Whaut hori zed URL Access on nobi | e.idf.il/nekudot/index |B ock 2
62.219. 136. 251 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
208.184.112.74 |Uhited Sates  |147.237.77. 216 |dover. i df .i | D stri butec 1?552%%?&%&?21? Bl ock 2
149. 50. 78. 71 Lhited Sates 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock

66. 249. 69. 26 | srael 147.237.77. 216 |dover . i df . i | Mil tipl e Whaut horized URL Access from 66. 249. 69. 26 B ock

179. 219, 143, 186|Brazil 147.237.77.74 [lawidf.il e /\AZ;"Sf"thL‘/";aiir‘fh;;i n Bl ock 2
176.13.0.73 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
79.180.10.236 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
31.210.187.16 [Israel 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
180. 76. 15. 22 Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i|D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
176.13.7.0 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
107.178.194.83 |lhited Sates  [147.237.77. 216 [dover . i df .i D stri buted 1%";5;;2%?&%\/?22;” B ock 2
85.250.81.200 |[lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock

109. 253. 221. 181 ]I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
37.26.149.142 |[israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock

95. 108. 158. 165 :Z:::Inl on 147. 237. 76. 147 |chi nuch. aka. i df . i|D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
212.34.23.88 Jordan 147.237.77. 216 |dover.idf . il Unknown HTTP Request Method wwidf.il in URL B ock 1
80. 245. 114. 101 |Wkrai ne 147.237.72. 166 |aka. i df . i | Uhknown Paraneter catid in ww aka.idf.il/chinuch/hone/ default.asp |None 1
79.178.121.181 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
149. 88. 49. 219  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.54.44.165 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 1
87.69.172.152 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
188. 169. 248. 152|Georgi a 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to w i df.il/xmrpc. php B ock 1
68.180.228. 112 [Lhited Sates  |147.237.77.216|dover. i df .i| muit(?:ri'lzﬁdenﬁtgf:;;;d? Sser cont 1ol </ nevrend ezl i i B ock 1
109. 253.130.7 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Uhauthorized LRL Access on nobi | e.idf.il/sachar/index B ock 1
2.52.27.94 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
85. 65. 17. 228 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e SSL Sessions: sigal gs oS Attack None 1
185.32.179.79 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
84.94.23. 84 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
176.13.9. 107 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 86. 249 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
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