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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3036
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
92.221. 32. 95 Nor way 147.237. 76. 202 e halag.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos

80.246. 130. 88  [147.237. 77. 233 |l srael atal.idf.il 10
at t ack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
77.127. 86. 42 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
176.13.17.214 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.120. 84,194  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
149. 88. 108. 150 [147.237. 72. 166 |I srael aka. idf.il portscan: TCP D stributed Portscan 1
37.26.146.175 |147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
109. 65. 171. 18  |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
2.52.142.15 147.237. 72. 166 |I srael aka. idf.il portscan: TCP DO stributed Portscan 1
89.138.11. 32 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
84.228.56.113  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
84.109. 154. 57  |147.237.72. 166 |l srael aka. idf.il portscan: TCP DO stributed Portscan 1
210. 195. 211. 233|147.237.8.27 |Mlaysia e.nadimatal .idf.i|ET SCAN NVAP -sS wi ndow 3072 1
193. 105. 134. 220(147. 237.8.24  |Sweden elifestyle.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
79.180. 166. 187 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
180. 153. 104. 125|147. 237. 76. 38 |Chi na eeneitav.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
5001 170. 107 |147 237 0.34 |india Cikshov. i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
168. 62. 238. 153 [147.237.77.243|Wited Sates |[nobile.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.116. 240. 231 (147.237.72. 166 || srael aka.idf.il portscan: TP D stributed Portscan 1
149.78.94. 6 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
31.168.226. 186 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
91.201.236. 114 |147.237.8.14 |Wkraine e.orchot.icf.il |ET SCAN NVAP -sS wi ndow 1024 1
87.69.120. 159  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
84.111.113.64 |147.237.72.166 |Israel aka.idf.il portscan: TCP D stributed Portscan 1
921 217.98.133 |147. 237 0.33  |chi na - ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
84.94. 54. 243 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
79.183. 24. 34 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
180. 153. 104. 125|147. 237.76. 38 |Chi na eemitav.idf.il [ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
213.57.128. 185 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 67
213.57.128.185 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Smwace e reansm wehdifferent | onitor o6
138.162.128.52 |Wited Sates |147.237.77.233atal .idf.il dr op First packet isn't SWN drop 59
213.57.132. 148 |l srael 147.237.72. 166 |aka i df .i | SYN At tack SYN - > SYN-ACK -> Ti meout rej ect 51
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
79.178.203. 241 |israel 147. 237.72. 166 |aka. i df . Bad TCP sequence ﬁ%ﬁ?ﬂ? wth different monitor |26
213.57.132.110 |lsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 23
46.19. 86. 115 I srael 147.237.77. 233 |atal .idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
46.19. 85. 53 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval id AGK nunber noni t or 19
207.241.226. 113|lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrule drop 18
207.241.226. 113|lhited Sates [147.237.77. 216 |dover.idf.il dr op SAMrul e drop 18
138.162.128.54 |Whited Sates |147.237.77.233|atal .idf.il dr op First packet isn't SWN drop 17
138.162.128.53 |[Lhited Sates |147.237.77.233|atal.idf.il drop Frst packet isn't SYN drop 16
5.22.131.108  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransnission drop 15
Ret ransni ssi on Packet dropped.
2.52.58.9 I'srael 147, 237. 77, 243|obi e icr i1 |7 €M NG Bngine: TCP Invalid  invalid segnent retransnission. drop 15
Ret ransni ssi on Packet dr opped.
46. 19. 86. 159 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or 15
213.57.131. 247 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 15
46. 19. 85. 238 I srael 147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
5.102. 254. 13 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
75.147.232.121 |Wited Sates |147.237.77.176|natpash.idf.il  |drop First packet isn't SN drop 12
46. 19. 86. 86 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
46.19.86.124  |Israel 147.237.77. 243 |mmbit i1 | S2MNG Engine: TP Invalid —invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
213.57.28.248 | srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence vﬂdﬁrsaéﬂt Wth different alert 11
213.57.28.248 |israel 147.237.76.42 |refuah.idfi.il  |Bad TOP sequence f;-y':drcﬁ‘v;a;j”lt wth different moni tor |11
80. 246.130.88 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval id ACK nunber noni t or 11
2.54.162. 88 I srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
109. 65. 48. 7 I'sr ael 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
213.57.131. 247 [Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence SIACK retransmt wehdifferent 1 onitor o
37.26.146.220 |[lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
79.177.98.48  |Israel 147.237.77. 233 |atal i of .i Bad TCP sequence Vﬂdzirsac':rit Wth different monitor |8
80.246.130. 88 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 8
2.54.148. 174 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 8
46. 19. 85. 238 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
37.26.146.178 |lsrael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 7
46. 19. 85. 110 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
84.109. 214. 127 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 6
84.108.99. 164 [lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 6
109. 65. 10. 43 I srael 147.237.72. 166 |aka.i df . i | Bad TCP sequence noni t or 6
46.19.85. 11 I srael 147. 237, 72. 167 | shurimaka i o || S NG Engine: TGP Invalid invalid segnent retransssi on. drop 6
Ret ransmi ssi on Packet dr opped.
84.109. 214. 127 [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 133 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber alert 6
46. 19. 86. 115 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 204 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
84.108.99. 164 |lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 133 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
5.102.207.250 |[lIsrael 147. 237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 204 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 6
213.57.131. 247 |Israel 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
213.57.135.38 |[lIsrael 147.237.77. 216 |dover.idf il SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 6
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

dgnature

Devi ce

‘Count

wan i df . i |/ shar ed/ user cont r ol s/ header upper /

Country Action
79.179. 186. 195 |Israel 147.237.0.34 |tikshuv.idf.il ggt.)l’\??ylgefs. tlgg Sane Response (bde (404) in Session from B ock 60
66. 249. 66. 52 I srael 147.237. 76. 147 [chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 13
109. 253. 213. 25 |Israel 147.237.72. 166 |aka. i df . i | \;Pjrwa':f:ri ?fl ﬂa’l’n\fso;f:‘;f/”f Oirgot sassnord, asp None 4
46. 19. 86. 38 I'srael 147.237.77. 243 |nobi | e. i df . i | Eaf;ie?gfdngﬁtder Type Mol ation on nobile.idf.il/sachar/login Bl ock 4
176. 13. 3. 142 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
66. 249. 66. 61 | srael 147.237.76. 147 |chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock
93.172.130.96 |[Israel 147.237.72. 156 [aman. i df . i | Ml tipl e Abnormal |y Long Request from 93.172.130. 96 B ock
109. 253. 213. 25 |Israel 147.237.72. 166 |aka. i df . i | \;':/arwa';ﬁ;elr m@??/ﬂfv\ga‘zhiiﬁzgiis?r o zard reg st aspx None 3
93.172.130.96 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Abnormal Iy Long Request from 93.172.130. 96 B ock
93.172.130.96 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock
93.172.130.96 |lsrael 147.237.72. 156 |aman. i df . i | Mil tipl e Unknown HTTP Request Method from 93.172. 130. 96 Bl ock
93.172.130.96 | srael 147. 237. 72. 156 |aman. i df . i | E';‘g'.tlif';lgo'.eggl Byte (ode (haracter in keader Nane from Bl ock 3
93.172.130.96 |[Israel 147.237.72. 166 [aka. i df . i | Miltiple Ml formed URL from 93.172. 130. 96 Bl ock
178.62.48.159 |Uhited Sates |[147.237.72.166aka.idf.il Mil tipl e Unaut horized Method for Known URL from 178. 62. 48. 159 B ock
93.172.130.96 |Israel 147.237.72. 166 |aka. i df . i | E'\;g"_tlif';l'sl&egg] Byte (ode (haracter in teader Nane from Bl ock 3
93.172.130.96 |lsrael 147.237.72. 156 |aman. i df . i | Mil tiple Malformed URL from 93.172. 130. 96 Bl ock
128.127.107.80 |Netherlands 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock
46.19. 86. 205 I srael 147.237. 76. 147 [chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock
93.172.130.96 | srael 147. 237. 72. 166 |aka. i df . i | s'\g.tligzélls!(lfgzl Byte (e Craracter in Header Al ue from Bl ock 3
93.172.130.96 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 93.172. 130. 96 B ock 3
93.172.130.96 |[Israel 147.237.72. 156 [aman. i df . i | Mitiple Illegal Byte Code Character in Mthod from 93.172. 130. 96 Bl ock 3
93.172.130.96 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Il1legal Byte Gode Character in Method from93.172. 130. 96 B ock 3
93.172.130.96 |[Israel 147.237.72. 156 [aman. i df . i | Mitiple Illegal Byte Code Character in URL from93.172. 130. 96 B ock 2
93.172.130.96 |[Israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnornal |y Long Header Line from 93.172.130. 96 Bl ock 2
109. 253. 199. 146 |1 srael 147.237.77.243|mobi l e. i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index Bl ock 2
79.180.230.37 [Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
93.172.130.96 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal HITP \ersion from93.172. 130. 96 Bl ock 2
93.172.130.96 |Israel 147.237.72. 156 |aman. i df . i | Mitiple Illegal HITP Version from93.172. 130. 96 Bl ock 2
109. 67. 21. 94 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 28 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 204. 157|I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
79.180.230.37 | srael 147.237.77. 243 |nobi | e. i df . i | m;ﬂt :_?rd'fz_?‘lj/t‘;‘egpgf;sem;esmStch” sdocunent </ 1403 Bl ock 2
66. 249. 66. 55 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code Qust om Tenpor ary Bl ock
93.172.130.96 |[Israel 147.237.72. 156 |aman. i df . i | Mil tipl e Mal formed HTTP Header Line from93.172.130. 96 B ock
93.172.130.96 | srael 147.237.72. 156 |anan. i df . i | S'\f:",'_tlig;l';c')_eggl Byte Qode Character in Header \al ue from Bl ock 2
2.52.161.78 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
93.172.130.96 |[Israel 147.237.72. 156 [aman. i df . i | Mil tiple NILL Character in Header Nanme from 93.172.130. 96 B ock 2
93.172.130.96 |[Israel 147.237.72. 156 [aman. i df . i | Mil tiple Abnornal |y Long Header Line from 93.172.130. 96 Bl ock 2
109. 253. 197. 218|I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176. 13. 16. 49 I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 225 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
107.178.194.79 |United Sates |147.237.77.216|dover. i df .il D stri ot ec 1?;;}2%;;?&%&??:&” B ock 2
66.249.78.234  |Israel 147.237.72. 166 |aka. i df . i | ﬂ?“tzg;’rgefeéﬁ gfsctejrsa;; (11 es 71 60037, pcl Bl ock 1
93.172.130.96 |l srael 147.237.72. 156 |[anan. i df . i | A%k[?;grz?‘]:t_er 'n Method [[#17]]A 4A RAZATT[#0]] 6" ALACRY Bl ock 1
173.252.89.56 |lhited Sates |[147.237.72.166|aka.idf .il Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
37.26.148.199 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
82.81.18. 245 I srael 147.237.77.243|nobi l e.idf . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index Bl ock 1
93.172.130.96 |[Israel 147.237.77.216|dover.idf .l Miltiple Mal formed URL from 93.172. 130. 96 B ock 1
213.57.28.248 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css Bl ock 1
5.175. 0. 137 Ger many 147.237.77. 216 |dover . i df . i | Wnaut hori zed LRL Access to B ock 1
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