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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3000

109. 65. 19. 147 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets dr op 6

31. 168. 225. 146 | srael 147.237.77. 216 dover.idf.il Bl ock Udp Al Nets drop 3
82.81.12. 22 I srael 147.237.77. 216 dover. i df.il Block Udp All Nets drop 3
188.214.128. 113 Romani a 147.237.76. 148 gocenter.aka.idf.il Bl ock_ Udp Al _Nets drop 2
218.52.197. 109 Korea, Republic of 147.237.76. 31 nakchal .idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker OJuntry|Target Address |Site ‘Sgnature

89.216.115. 6 147.237.77. 216 |dover . i df . i|17272: HTTP. Suspi ci ous User-Agent (WndowsNT) Wth No Separating Space |B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
95. 218. 97. 67 147.237. 77. 233 |Ronani a atal.idf.il ET SCAN NVAP -sA (2) 4
95. 218. 97. 67 147.237. 77. 216 |Romani a dover.idf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
207. 241. 226. 113|147.237. 77. 216 |Wited Sates |dover.idf.il portscan: TCP O stributed Portscan 3
95. 218. 97. 67 147.237.77.19 |Romani a lawforumidf.il |ET SCAN NVAP -sA (2) 2
95. 218. 97. 67 147.237. 77. 234 |Ronani a hal ag. i df .il ET SCAN NVAP -sA (2) 2
213.57.157. 234 |147.237.72. 166 | srael aka.idf.il portscan: TCP O stributed Portscan 1
95. 218. 97. 67 147.237.77. 74 |Romani a lawidf.il ET SCAN NVAP -sA (2) 1
201. 165. 32. 205 |147.237.76.39 |Mexi co nobi | e. nei tav. i df . i ET SOAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
93.172.186.22 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 106. 94. 126 [147. 237. 76. 30 hi nush. i df . il ET SCAN Potential SSH Scan 1
87. 68. 55. 202 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
176.13. 6. 189 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
84.109. 3. 111 147, 237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
151.11. 201. 3 147.237.72. 217 |italy eidf.il ET SCAN NVAP -f -sS 1
46.121.193.15 [147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
109. 66. 99. 215  |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
5.254.65. 9 147. 237. 72. 166 |Romani a aka.idf.il portscan: TCP O stributed Portscan 1
213.151.39. 137 |[147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
95. 218. 97. 67 147. 237. 77. 205 |Ronani a prishaidf.il ET SCAN NVAP -sA (2) 1
89. 138. 205. 219 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
185. 106. 94. 126 [147.237.8. 14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
85. 64. 79. 241 147, 237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
151.11.201. 3 147.237.72. 217 |italy eidf.il ET SCAN NVAP -sS w ndow 2048 1
79.177.114. 110 |[147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
109. 160. 149. 162|147. 237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
40.115.57.147 |147.237.77.178|United Sates |e. natpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.28.129. 116 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
95. 218. 97. 67 147, 237. 77. 227 |Romani a e. hanaz. i of .i | ET SCAN NVAP -sA (2) 1
95. 218. 97. 67 147.237. 77. 212 |Ronani a e.dover.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
2.54.62.212 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 42
89. 138. 251. 247 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence mdﬁvr;n;n;t Wth different moni tor (30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
207, 241. 226, 113|Uited Sates |147. 237, 77. 216 |dover. i .11 | V€D Server Enfor cerent Véb Servers S ow HITP Denial of | o 29
Mol ation Service
5.47.225.12 Tur key 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 24
185.24.207.13 [ srael 147.237. 77. 216 |dover. i df .| Bad TCP sequence VSUYEZﬁ?V(SrCZtI rea”sm't wthdifferent | oitor o1
37.26.146.242 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 18
Ret r ansni ssi on Packet dr opped.
185.24.207.13 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 18
79.183.103.71 [Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁvr;n;n;t Wth different moni tor (17
46. 19. 85. 187 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 17
46.19.85.5 | sr ael 147.237.72. 166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 15
46. 19. 85. 184 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 13
213.57.143.74  |israel 147. 237.72. 166 |aka. i df . Bad TCP sequence ﬁg@‘sg rea”S”“ wthdifterent Joonitor |12
198. 204, 249. 34 |Wnited Sates |147. 237.72. 166 |aka i df .1 Streamng Engine: TCP Invalid invalid segnent retransnission drop 12
Ret ransmi ssi on Packet dr opped.
79. 181. 4. 196 I srael 147. 237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 12
213.57.143. 74 |Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 12
213.57.143. 74 |lIsrael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN - > SYN-ACK -> Ti meout alert 11
46. 19. 85. 138 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
5.47.225.12 Tur key 147.237.77. 216 |dover.idf il Bad TCP sequence noni t or 10
93.172.186.22 | srael 147.237.77. 233 |atal i df il Bad TCP sequence mdze\:,rsaé;rit wth different monitor |10
185. 24. 207. 13 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
79.178.119.7  |israel 147.237.76.86 |navy.idf.il Streamng Engine: TCP Invalid invalid segnent retransnission drop 9
Ret ransmi ssi on Packet dr opped.
149.78.25.224 | srael 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
2.54.39. 144 I srael 147.237.77. 243 |mmbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
77.127.245.123 | srael 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
157.55.2.153  |ited Sates |147.237.72. 166 |aka i df i Streamng Engine: TCP Invalid invalid segnent retransnission drop 9
Ret ransmi ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
5.47.225.12 Tur key 147.237.77. 216 |dover.idf il Bad TCP sequence I'nvalid ACK nunber alert 7
2.54.62. 212 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 7
5.47.225.12 Tur key 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 7
2.54.62.212 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d sequence nuniber noni t or 7
37.46.39. 229 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 7
46. 19. 86. 36 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 7
2.54.62. 212 I srael 147.237.72. 166 |aka i df .i 1 Bad TCP sequence I'nvalid ACK nunber alert 7
5.22.131.91 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
213.57.129.222 |israel 147. 237. 72. 156 |anan. i df i Bad TCP sequence ﬁg@‘sg rea”S”“ wthdifterent |oonitor |6
46. 19. 85. 196 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
31.210.188.11 [lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 129 I sr ael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert
79.181. 214. 209 i srael 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dr opped.
213.57.136.55 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 129 | sr ael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or 6
213.57.129. 222 |Israel 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 6
46. 19. 85. 213 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
79.181. 4. 196 | sr ael 147.237.72. 166 |aka i df .i 1 Bad TCP sequence I'nvalid ACK nunber noni t or 6
213.57.129. 222 |lsrael 147.237.72. 156 |anan.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 213 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.7 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or 5
207.241. 226. 113|lhited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 5
94.230.86.177 |lsrael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
66.249.93. 117 |lsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 16
2.52.15.115 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock 11
40.77.167. 77 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 5
85. 65. 60. 211 I srael 147.237.77.243|mobi | e. i df . i | O stributed Whaut horized URL Access on nobil e.idf.il/sachar/index |Bl ock 5
66. 249. 66. 52 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 4
85. 65. 77. 55 I srael 147.237.77.243|nobi | e. i df . i | O stributed Uhaut horized URL Access on nobi | e. i df.il/sachar/index Bl ock 4
84.94.39. 176 I srael 147. 237.76. 147 |chi nuch. aka. i df . i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
2.54.39. 144 I srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response CQode B ock 3
77.125.153. 233 [Israel 147. 237. 76. 147 [chi nuch. aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 3
109.67.114.42  |Israel 147.237.76.39 |nobi | e. nei tav.idf.il lp;]” r?g;tleé ng'fiv“. Z'ff’itli/ot”erfp;'a?%ﬁ’g?: :'s;fem' der 18txtPassword 1 ooy 3
46.118. 155. 216 |Wkrai ne 147.237.77. 176 [mat pash. i df . i | Mil tipl e Unauthorized URL Access from 46. 118. 155. 216 Bl ock 3
66. 249. 66. 55 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 3
109. 253. 213.59 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
66. 249. 66. 61 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
79.180.48.158 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
2.54.56. 32 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 2
217.132.3.13  [israel 147.237.0.17 (Tf nlyl kosher -kravi .1 P ;mr;;erkogzre\k':;\'/ft: o ﬁ} Pgﬁ;‘::gg;ciﬂ;fr 1stxtpersonal 1d- gy ooy 2
109. 253. 202. 140|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
77.127.126.6  |Israel 147.237.0. 17 g]fnlyl kosher-kravi.i |, e I1legal Parameter Encoding None 2
109. 65. 140. 166 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock
46. 19. 85. 100 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
80.246.139. 47 |[Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock
Ostributed Paraneter Read Qnly Mol ation
77.127.182.224 |[Israel 147.237.72. 166 |aka. i df . i | wwwy aka. i df . i |/ mai i/ sachar/ regi strati onw zar d/ regi st er . aspx None 2
par anet er
37.26.149.141 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
87.69.222.188 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 2
95.86.121. 165 |[Israel 147.237.77. 216 |dover.idf . il D stributed Suspicious Response Code B ock 2
109. 253. 207. 226 |1 srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
37.26.146.250 | srael 147.237.0.17 g]fnlyl kosher-kravi. 115 ied Ilegal Paraneter Encoding None 2
212, 150. 214. 90 |Israel 147.237. 72. 166 |aka. i df . i | shaut hor zed /'\ﬁ;hn‘;%i ﬂ'/ O i oncer i co. acm( U T
176.13.23.138 |[Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response CQode B ock 2
37.26.148.187 [Israel 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 2
87.68.49. 14 I srael 147. 237.76. 147 |chi nuch. aka. i df . i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
197.35.104.12  |Egypt 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to www cogat . idf.il/xnmrpc. php B ock 1
46.116.201.75 |Israel 147. 237.72. 166 |aka. i df . i | ohknown Paramet ¢ L,;ﬁaﬁﬁgm = None !
79.179.220.58 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
185. 3. 144. 103 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
109. 66. 201. 212 |l srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 1
37.26.147.160 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
89.138. 251. 247 |israel 147.237.76.42 |refuah.idf.il i;t ;g?”;gd 4;1;u;/lhg/rsirfaerde(;/j?_es§?issss on Bl ock 1
66.249.78.146 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock
176.13.8. 138 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response CQode B ock
157.55.39. 227 |wited Sates |147.237.77.216|dover.idf.i | Ostributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
85.64.21.111  |israel 147.237.72. 166 |aka. i df . i | lL:kvrm" ak';ari Zf”elt f/rn;trlvos(;tf;?ggm'\ggﬁ;ﬁhsamamfaSi MEgAl f\one 1
213.57.178.37 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.120. 69. 85 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46. 19. 86. 24 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
109. 253. 196. 166|l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
79.183.123.105 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
187. 161. 116. 239|Mexi co 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to /tnunbl ock. cgi B ock 1
178. 154. 189. 37 gcsj:;:ﬂ on 147. 237.76. 147 |chi nuch. aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
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