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12-30-2015-16:04:00 to 12-30-2015-17:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3128
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 105
81.23.86.124 Italy 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

94. 102. 56. 238 Net her | ands 147.237.76. 199 e.nakchal .idf.il [Bock Np All Net drop 1
106. 75. 199. 192 Chi na 147.237.76. 31 nakchal .idf.il Block Np All Net drop 1
109. 253. 138. 39 | srael 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 1
94.102. 56. 238 Net her | ands 147.237.76. 34 yohal an.idf.il Bl ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

12-30-2015-16:04:00 to 12-30-2015-17:04:00

|Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
207. 241. 226. 113 147.237.77.216 Lhited Sates dover.idf.il portscan: TGP DO stributed Portscan 2
132. 71. 121. 167 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
93.173.11. 212 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
89.139.0.71 147.237.77.216 I srael dover.idf.il portscan: TGP DO stributed Portscan 1
79.182.13. 26 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79.176. 72. 232 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
62.90. 181. 149 147.237. 72. 166 I srael akaidf.il portscan: TGP DO stributed Portscan 1
180. 153. 104. 125 147.237.76. 34 Chi na yohal an. i df . i ET SCAN NVAP -f -sS 1
40.115. 57. 147 147.237.8. 45 Lhited Sates e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
176. 13. 14. 234 147.237. 72. 166 I srael akaidf.il portscan: TGP DO stributed Portscan 1
151. 217. 14. 42 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
96. 44. 187. 158 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP DO stributed Portscan 1
93.172. 13. 239 147.237.77.216 I srael dover.idf.il portscan: TGP DO stributed Portscan 1
82. 166. 189. 2 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
79.178. 115. 16 147.237.72. 166 I srael aka.idf.il portscan: TQP D stributed Portscan 1
77.127.126. 10 147.237. 72. 166 I srael akaidf.il portscan: TGP DO stributed Portscan 1
180. 153. 104. 125 147.237.76. 34 Chi na yohal an. i df . i ET SCAN NVAP -sS wi ndow 2048 1
46.121.137.135 147.237.72. 166 I srael aka.idf.il portscan: TQP D stributed Portscan 1
178. 203. 178. 148 147.237.77.216 Ger many dover.idf.il portscan: TGP O stributed Portscan 1
2.54.58.37 147. 237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
151. 217. 14. 42 147. 237. 76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

SWNretransmt wth different

Ret r ansm ssi on

Packet dr opped.

84.228.27.230 |[lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence . noni t or 129
w ndow scal e
R SYNretransmt wth different .
89. 139. 176. 210 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal @ monitor |50
Vb Server Enforcenent HTTP Deni
207. 241. 226. 113|Wni ted Sates 147. 237. 77. 216 |dover . i of . i _ Véb Servers S ow Denial of | o ect 37
Mol ation Servi ce
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
163.247.46.239 |Qhile 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 36
46.19. 86. 222 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Invalid AGK nunber nonitor |34
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 29
212.76.127.10 |lsrael 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |[monitor (27
113.119.18. 151 |China 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |26
Sreaning Engine: TCP Invalid i i ssi
37.26.147.199 |Israel 147.237.76.31 |nakchal .idf. il 9 =g Inval id segnent retransmssion. |, ., 24
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
80.246.136.58 [l srael 147.237. 77, 243 |roti Ve i1 | €M g Engi ne P Invalid finvalid segnent retransnission drop 24
Ret r ansmi ssi on Packet dr opped.
188. 161. 63. 158 gcf;i'géa” Territory147. 237. 77. 176 |nat pash. icf. il |dr op First packet isn't SN drop 21
reamn ine: TCP Invali i i Ssi
46.19.86.135 [ srael 147.237. 77, 243 |roti Ve i1 | €M g Engi ne P Invalid finvalid segnent retransnission drop 18
Ret r ansmi ssi on Packet dr opped.
192.118. 27. 253 |l srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |18
reamng BEngine: TCP Invali i i sSi
176.13.9.181  |Israel 147.237. 77, 243 |roti L e i i1 || S@M NG Engine: TGP alid |invalid segnent retransnissi on, drop 18
Ret ransm ssi on Packet dr opped.
2.52. 165. 207 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
Sreaning Engine: TGP Invalid i i sSi
80. 178. 157. 105 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segnent retransmssion. |, 16
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
79.182.56.126 | srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.54.171.110  |israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. |, 15
Ret ransm ssi on Packet dr opped.
46. 19. 86. 36 I srael 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
Sreanming Engine: TCP Invalid i i ssi
2.54.13.173 I srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. | ., 12
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
37.26.149.214 | srael 147.237.76.31 |nakehalicr.it |2 €M g Engine P Inval i d finvalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
81.218.241.25 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 12
Sreaning Engine: TQP Invalid i i SSi
85.65.57.201 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 12
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.86.195 |Israel 147.237.72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssion. |, ., 12
Ret r ansmi ssi on Packet dr opped.
80.249.65.135 |Ageria 147.237. 77. 216 |dover.i df .i | drop drop 11
37.26.146. 247 |lIsrael 147.237.0.34 |tikshuv.icf.il [drop First packet isn't SW drop 11
o SYNtACXK retransmt with .
147.235. 8. 70 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence afferent vi ndow scal e nonitor |11
46. 19. 85. 16 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
147.235.8. 70 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
84.108. 50. 179 | srael 147.237.72. 166 |aka.idf. il dr op Frst packet isn't SYN drop 9
2.52.172.193 | srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
192. 118. 27. 253 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber aert 9
5.102.254.173 |l srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |9
46. 19. 86. 68 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreamng Engine: TCP Invalid i i ssi
176.13.15.241 |Israel 147. 237, 77. 243 |nobi l e. i df .i | 9 =g Inval i d segnent retransmssion. |, ., 8
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 16 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber alert 8
46.19. 85. 216 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber nonitor |8
77.93.63.173 krai ne 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 8
192. 118. 27. 253 |l srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 86. 36 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
2.52.13.145 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 86. 221 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 208 I srael 147.237.77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 220 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
81.199.122.97 |lsrael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunber noni t or 6
5.22.130. 99 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid AGK nunber monitor |6
Sreanming Engine: TCP Invalid i i ssi
2.54.189.224  |Israel 147. 237. 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
37.26.147.169 | srael 147. 237.77. 243 |nobi l e i i | 9 =g Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.182. 133.229 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
113.119. 18. 151 |China 147.237.77.216|dover. i df . i | Mil ti pl e Wnaut hori zed URL Access from 113.119. 18. 151 B ock 27
176.13.18. 18 I srael 147.237.77. 243 |nobi | e. i df . i | Par aneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 17
81.218.241.25 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwn aka. i df . i |/ $$$&287$$$ Bl ock 13
77.93.63.173 Wkrai ne 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 77.93.63. 173 B ock 13
176.13. 16. 57 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 8
89. 138. 160. 6 I srael 147. 237.76. 147 |chi nuch. aka. i df .i| |Distributed Suspicious Response Code_Qust om Tenporary B ock 7
80. 178. 157. 105 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 6
176.13.9. 181 I srael 147.237.77. 243 |nobi | e. i df . i | D stributed Suspici ous Response Code B ock 6
109. 253. 205. 141 I srael 147.237.77. 243 |nobi | e. i df . i | gaztsrvi\obrﬂed Peraneter Type Mol ation on nobile.idf.il/sachar/login parameter gy oo\ |5
80. 246. 136.58 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
185. 32. 179. 200 |l srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 4
66. 249. 66. 55 I srael 147. 237.76. 147 |chi nuch. aka. i df . i| |D stributed Suspicious Response Code Qustom Tenporary B ock 3
213. 8. 245. 50 | srael 147.237.77.216|dover . i df . i | Mil tipl e Uhaut hori zed URL Access from 213. 8. 245. 50 B ock 3
46.19. 86. 135 I srael 147.237.77.243|mobi | e. i df . i | D stributed Suspicious Response Code B ock 3
85.64.1.174 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 3
109. 253. 213.59 |Israel 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 3
176.13.15. 241  |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 3
84.100.127.9  [Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt :‘:rc;fz‘?? , (L:J;_eggrcyis;esnptlgtesll <t ohi 1 ddocument </ 1568 Bock |3
212.76.104.17 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SIS Sessi ons: Lhknown SSL Sessi on None
66. 249. 66. 52 I srael 147. 237.76. 147 |chi nuch. aka. i df .i| |Distributed Suspicious Response Code_Qust om Tenporary B ock
176. 13. 16. 82 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
37.26.148.132  |Israel 147.237.72. 166 |aka. i df . i | m“;kgorl idﬁdl /"f;j T;’gazﬁﬁ\; C;Apaysl . asp Bock |2
46. 19. 86. 131 I srael 147.237.0.19 |nadi matal .idf.il O stributed Suspicious Response Code B ock 2
176.13.13. 215 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i| |Distributed Suspici ous Response Code Qust om Tenporary B ock 2
84.109. 127.9 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 2
2.54.150. 44 I srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Code B ock 2
176.13.8.27 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
93.172.187.42 [israel 147.237.76. 147 |chi nuch. aka. i df .i| |Distributed Suspicious Response Code_Qust om Tenporary B ock 2
2.54. 49. 108 I srael 147.237.0.19 |nadi matal .idf.il O stributed Suspicious Response Code B ock 2
176.13.14. 170 |israel 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 2
109. 253. 128. 24 |l srael 147. 237.72. 166 |aka. i df . i | mw;e;:ri (Sfidl /C)‘Ja‘i’n\/”é’;ﬁ;fff O'r';m passwor . aspx None |2
84.109.127.9 | srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unaut hori zed URL Access from 84.109. 127.9 B ock 2
109. 253. 198. 56 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
5. 29. 238. 246 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 2
80.246.133.51 |[Israel 147.237.76. 147 [chi nuch. aka. i df . i| |Distributed Suspicious Response Code_Qust om Tenporary B ock 2
109. 64.171. 89 |Israel 147.237.72. 166 |aka. i df . i | %gg&ﬁ_ﬁgif'&fﬁﬁ%’t&g&ﬁ% 171.89 (Protocol vidlation | o |,
113.119. 18. 151 [China 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock 2
185. 32. 179. 137 |Israel 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Gode B ock 2
79.183.205.23 [Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46. 19. 86. 56 I srael 147.237.77.243|mobi | e. i df . i | O stributed Uhaut hori zed LRL Access on nobi | e. i df . il/sachar/i ndex B ock 2
176.13.19.103 [Israel 147.237.0. 17 ?gfy.-iﬁosher SKravi o bued 11 legal Paraneter Encoding None  [2
213.151.35.216 |[Israel 147.237.0.19 |madi matal .idf.il Dstributed Suspicious Response Code B ock
176.13. 1. 243 I srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock
176.13.19.103 [Israel  [147.237.0.17 n? g'iﬁOSher ~kravi rzd;;‘_”f;:r:e:fszv?’f oaen e?p?aﬁgx%;aﬂ;:ri;ni g, a5 Bock |2
46. 19. 85. 37 I srael 147. 237.76. 147 |chi nuch. aka. i df .i| |D stributed Suspicious Response Code Qust om Tenporary B ock 2

Illegal Byte Code Character in Method AtA ACRVAEY] [#31]][[#6]][ 7TAYAE

[[#25]] Az[ [ #0]][ [ #3]] A A2 INA-NA, AvbA[ [ #25] ] Ao Kook Ao

" RaA-wASA-A'Ace( A® #A: AthASAFP[ [ #17] ] 4Aj CAc Jabl [ #4] | Acks
109. 64.171.89 |l srael 147.237.72. 166 |aka. i df . i | [[#17]]1 A KA N AGRE, A2ARH [ #3]] AyVAS o Bl ock 1

PAC. | EL[[#15] ] [[#28] ] A [[#19] ] A2Af[ [ #22]][ [ #18]] wA?AZA—A AceA..

A-LI#I6) AvoA®: ]

AvAcR? A K A“sAcAcAAs A™MA—A A™A) [[#8]][[#30]]A°. 2
204.13.200.200 |11 |147. 237.77. 216|dover . i df . i | b stri bt oc 1?;;}:;&;;?&%&??:&” Bock |1
37.26.146.169 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1

Unknown Par arret er
84.108.50.179 |[Israel 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetHol der $at udaCont r ol $f i r st At udaControl $ [None 1

ct| 00$Mbssad i n wwv aka. i df . i |/ nai n/ gi yus/ at uda/ asnacht a. aspx
149. 78. 231. 252 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 1
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