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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3017
62.219. 224, 61 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets dr op 6
212.179. 210. 163 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

79. 182. 20. 205 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
148.177.129. 213 Eur ope 147.237.76. 42 refuah.idf.il JLMPurple Gon Linmt Htp drop 3
148.177.129. 213 Eur ope 147.237.76. 42 refuah.idf.il JLM Under _Attack Con Htp drop 2
195.6.5. 35 France 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 2

94. 102. 56. 238 Net her | ands 147.237.76. 39 nobi | e.neitav.idf.il |Bock Np All _Net dr op 1

94. 102. 56. 238 Net her | ands 147.237. 76. 202 e halag.idf.il Bock Np Al Net drop 1
101. 226. 142. 209 Chi na 147. 237.76. 31 nakchal . i df i | Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




12-30-2015-15:04:04 to 12-30-2015-16:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
167. 114. 156. 16 147.237.77. 216 Canada dover.idf.il portscan: TCP O stributed Portscan 2
91. 201. 236. 114 147.237.0. 17 krai ne m ny- kosher -kravi . i df . i ET SCAN NVAP -sS w ndow 1024 1
84.94.197. 246 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
217.132. 39. 169 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.183. 163. 98 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
196. 47.173. 21 147. 237. 76. 202 Qte Dlvoire e.halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
46.19. 86. 114 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
196. 47.173. 21 147.237. 76. 202 Qte Dlvoire e halag.idf.il ET SCAN NVAP -f -sS 1
2.54.128. 146 147.237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1
176. 13. 3. 87 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
151.217. 14. 42 147.237.0. 15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
104. 238. 160. 101 147.237.0. 35 akaws. i df .il ET SCAN NVAP -sS w ndow 3072 1
85. 250. 234. 42 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 137. 244 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
217.23.36. 111 147.237.77.216  |Jordan dover.idf.il portscan: TCP DO stributed Portscan 1
77.127. 243, 227 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
196. 47.173. 21 147.237. 76. 202 Qte Dlvoire e.halag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
46. 19. 85. 220 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
168. 62. 238. 153 147.237. 72. 167 Lhited Sates i shuri maka. i df.i| ET SCAN NVAP -sS w ndow 1024 1
151, 217. 178. 55 147.237.0. 19 madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 66. 108. 151 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
217.23.36.111 |Jordan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1209
148.177. 129. 213 |Eur ope 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SN drop 125
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
213.57.135.41 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 22
Sreanming Engine: TCP Invalid i i ssi
77.127.204. 121 |israel 147.237.0.34  |tikshuv.idf.il 9 =9 nval i d segnent retransmssi on. drop 21
Ret ransmi ssi on Packet dr opped.
46. 19. 86. 199 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or 19
Sreanming Engine: TCP Invalid i i ssi
37.26.148.210 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 18
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
176.12.141.95 |Israel 147. 237.77. 243 |robile. i f .| 9 =9 Invalid segrent retransmssion. drop 18
Ret r ansm ssi on Packet dropped.
96.44.187.158 |Uhited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 15
Veb Server Enforcenent HTTP Ceni
207. 241. 226. 113|Wnited Sates [147.237. 77. 216 |dover.idf.il _ Veb Servers 3 ow enial of et 14
Violation Servi ce
Sreaning Engine: TCP Invalid i i SSi
84.109. 98. 208 [l srael 147.237.72. 166 |aka. i df .i | 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransni ssi on Packet dr opped.
e SYNHAK retransmit with different .
37.26.147.150 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal noni t or 12
95.35.28.173 |l srael 147.237.77. 233 |atal i of i Bad TCP sequence SINHAK retransmt with different opyvor |12
w ndow scal e
46.19.85.0 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
84.108.52. 143 [lIsrael 147. 237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST alert 11
84.108.52.143 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
213.57.143.49 |lsrael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
80. 246. 139. 152 I srael 147.237. 77. 216 |dover . i of . i1 Bad TCP sequence SINWAK retransmt with different | oo 11
W ndow scal e
S SWNretransnmit wth different .
79.179.62.113 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence v ndow scal noni t or 10
80.249.65.135 |Ageria 147.237.77. 216 |dover.idf il dr op drop 10
95. 35. 28. 173 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
46.19.86. 73 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
Sreaning Engine: TQP Invalid i i SSi
79.177.35.122 |israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 41 I srael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 234 I srael 147.237.0.34 |tikshuv.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 8
. . SYNPAXK retransmit with different .
213.57.143.49 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence vi ndow scal e noni t or 8
Vb Server Enf orcenent HITP Deni
217.23.36.111 |Jordan 147. 237. 77. 216 |dover . i of . i | _ Ve Servers S ow enial of et 8
Mol ation Service
188. 209. 52. 109 |Ronani a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 8
109.253.130.9 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 8
95. 35, 28. 173 I srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 7
109. 186. 185. 87 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
s SYNretransmit wth different .
169. 254. 131. 94 147.237.77. 216 |dover. i df il Bad TCP sequence wi ndow scal e noni t or 7
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaning Engine: TGP Invalid i i sSi
84.228.220.69 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
5.102.254.192 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 86. 212 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
213.8.204. 60 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
46.19.85.234  |israel 147.237.0.34  |tikshuv.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 251 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert
37.46.39. 107 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid AGK nunber noni t or
Sreanmng Engine: TCP Invalid i i ssi
109. 65. 147. 221 |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
80. 246. 133. 127 |Israel 147.237.77. 233 |atal i df i1 Bad TCP sequence SN retransmt wih different monitor |6
W ndow scal e
46. 19. 85. 234 | srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i sSi
5.22.129.142  |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46.19. 85. 251 I srael 147.237.77. 216 [dover.idf il Bad TCP sequence I'nvalid ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
176.12. 136. 145 | srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46.19. 85. 194 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert
46. 19. 85. 204 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or
213.57.130. 117 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
217.23.36.111 |Jordan 147.237.77.216 |dover. i df . i | Distributed Unknown HTTP Request Met hod B ock 3626
217.23.36.111 |Jordan 147.237.77. 216 |dover . i df . i | Mil tiple Abnormal |y Long Request from 217.23.36.111 B ock 3625
217.23.36.111 |Jordan 147.237.77. 216 |dover.i df . il Dstributed Milformed UR B ock 3614
46. 19. 85. 234 | srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 190
84.109. 73. 70 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 186
79.181.196.42 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 101
109. 67.169.36 |l srael 147.237.0.34 |tikshuv.idf.il Igg. '\gfylg; ;28 sane Response (ode (404) in Session from Bl ock 41
176. 13. 19. 39 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Uhauthori zed LRL Access on nobi | e.idf.il/sachar/index B ock
176.12.141.95 |lIsrael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock
40.77.167. 77 Lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut horized URL Access on waw idf.il/error.htm B ock
2.54.128.146  |Israel 147.237.72.166 |aka. i df . i | \;Ps\rwa';;elr d?_*?? /%ﬁ/\ga‘zhztr'/?’;gi's':r ati o zar e ster. asp None 4
109. 253. 140. 16 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
192. 114. 105. 254 /1 sr ael 147.237.77.243|nobi l e. i df . i | Ml tipl e Wnauthorized URL Access from 192. 114. 105. 254 B ock 4
2.54.128.146  |Israel 147.237.72. 166 |aka. i df . i | \;T;rwagi;erl d??? /?L.y n;’;gfair;’?egii et o zar dl st ep3. aspx None 4
109. 64.171.89  |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from 109. 64. 171. 89 Bl ock 3
109. 64.171.89 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Header Val ue from 109. 64. 171. 89 |Bl ock 3
46. 19. 86. 99 I srael 147.237.77.243|mobi | e. i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index Bl ock 3
109. 64.171.89 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple NILL Character in Header Nanme from 109. 64.171. 89 B ock 3
109. 253. 146. 185|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
109. 64.171.89 |l srael 147.237.72. 166 |aka. i df . i | Mitiple I1legal Byte Code Character in Mthod from109. 64. 171. 89 B ock 3
109. 64.171.89 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Abnornmal |y Long Header Line from 109.64.171. 89 B ock 3
176.13. 1. 80 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Uhauthori zed LRL Access on nobi | e.idf.il/sachar/index B ock 3
109. 64.171.89 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 109. 64. 171. 89 B ock 3
109. 64.171.89  |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed HITP Header Line from 109. 64. 171. 89 Bl ock 3
192. 114. 105. 2541 sr ael 147.237.77. 243 |nobi | e. i df . i | m;ﬂt eh_?rc;fz_??/g‘egpgfyim s/ 1 st chi | ddocunent s/ 1362 Bl ock 3
185.32.179. 195 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66. 249. 66. 61 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
37.26.149.246 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 41 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
207.46.13.109 |Lhited Sates [147.237.77.216|dover.idf.il Dstributed Lhauthori zed URL Access on wwidf.il/error. htm B ock 2
212.76.96. 51 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
2.54.151. 17 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
176.13.10.201 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.52.56.118 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Uhauthori zed LRL Access on nobi | e.idf.il/sachar/index B ock 2
37.26.147.198 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
81.218.131. 215 |Israel 147.237.72.167 |i shuri maka. i df . i ;2(.)2’\1?)/1;;. ;22 Sane Response (ode (404) in Session from B ock 2
46. 19. 86. 100 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
95. 35. 156. 57 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
213. 8. 204. 60 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
46.19.85.7 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
5.28.155. 188 I srael 147.237.72. 166 |aka. i df . i | Distributed Uhaut horized URL Access on www aka. i df .il/nai n/ Bl ock 2
109. 64.171.89 |l srael 147.237.72. 166 |aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock 2
2.52.168. 27 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.183.50.186 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
176. 12. 136. 145 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
66. 249. 66. 52 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
46. 19. 86. 169 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
109. 64.171.89 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 109. 64. 171. 89 B ock 2
46.19. 85. 113 I srael 147.237.77. 243 |mobi | e. i df . i | D stributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index Bl ock 2
176.13. 18. 18 | srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 2
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