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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3000
192.118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-d i dest - r eset 34
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack dr op 4

148. 177. 129. 213 Eur ope 147.237.76. 42 refuah.idf.il JLMPurple Con Lint Htp drop 3

69.171. 230. 106 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
148.177.129. 213 Eur ope 147. 237.76. 42 refuah.idf.il JLM Under _Attack Con_Htp drop 2

85. 250. 249. 141 | srael 147.237.72. 166 aka.idf.il 11 S SSL- CSL- DoS dest - reset 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
46. 19. 85. 45 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
212.235. 98. 139 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
37.142. 64. 109 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
199. 191. 56. 188 147. 237. 76. 30 Lhited States hi mush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
151, 217. 178. 55 147. 237. 76. 197 e hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
87.69. 92. 192 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
84.108. 15. 30 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 246. 133. 163 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
77.125. 83. 130 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 101 147.237.77.216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.142.68. 63 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
212.143.154. 55 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
148.177. 129. 213 147.237.77.216 Eur ope dover.idf.il portscan: TCP D stributed Portscan 1
84.228. 15. 172 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
82. 81. 240. 47 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.183. 130. 68 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
46.121. 133. 115 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature z\t/:(c:)i
148. 177. 129. 212 |Eur ope 147.237.76. 42 |refuah.idf.il dr op First packet isn't SN drop 458
148.177. 129. 213 |Eur ope 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 309
46.19. 85. 146 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or 38
2.54.136. 188 | srael 147.237.72. 166 |aka.idf.il SYN Attack rej ect 37
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
2.54.136. 188 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 25
46. 19. 86. 225 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber moni tor |23
2.54.190. 195 I srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
2.54.166. 95 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
84.228.15.172 | srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence SWretransmt with different — opyor |18
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
176.12.141.95 |israel 147. 237. 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 18
Ret r ansmi ssi on Packet dr opped.
79.181.101. 135 |Israel 147.237.72. 166 |aka. i of . i | Bad TCP sequence SWretransmt wth different — Hopor |18
w ndow scal e
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 15
2.54.136. 188 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d sequence nunber noni t or 13
2.54.136. 188 I srael 147.237. 72. 166 |aka.i of .i Bad TCP sequence Invalid AGK nunber aert 13
2.54.136. 188 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |13
196. 217. 120. 54 |Mor occo 147. 237. 72. 166 |aka.i of .i drop drop 13
Sreanming Engine: TCP Invalid i i ssi
176.12. 149. 164 |l srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 163 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
Sreaning BEngine: TCP Invali i i ssi
81.218.172. 111 [Israel 147. 237.72. 167 |i shuri maka. i f . i g =gl ne P Inval i d finvalid segnent retransnission drop 12
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
37.26.149.226 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 12
Ret ransmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
176.13.23.203 |Israel 147.237. 77, 243 |roti Ve i1 | €M g Engine P Inval i d finvalid segnent retransnission drop 10
Ret r ansmi ssi on Packet dr opped.
2.54.11.113 I srael 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 10
2.54.59. 249 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
109. 253. 208. 102|l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber alert 9
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 52 I srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. | ., 9
Ret ransmi ssi on Packet dr opped.
109. 253. 208. 102|l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber monitor |9
Sreamng Engine: TCP Invalid i i ssi
2.54.138. 63 | srael 147.237. 72. 167 |i shurimaka. i df . i g _g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
79.183.62.242 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 9
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
149.78.167. 177 |Israel 147. 237, 72. 167 |i shuri maka i of . i 9 =g Inval i d segnent retransmssion. |, ., 8
Ret r ansmi ssi on Packet dr opped.
2.54.49. 151 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |l srael 147.237.77. 216 |dover.i df .i | drop First packet isn't SW drop
46. 253. 94. 201 glcf;i'géa” Territoryty 47, 237. 77. 216 |dover . i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 210 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi
79.183.170.39 |Israel 147.237.72. 166 |aka. i of . | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
109. 66. 154. 101 |l srael 147.237.72. 166 |aka. i of .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreaming Engine: TCP Invalid i i ssi
5.102.254.184 | srael 147. 237.76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 76 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |6
37.26.149.166 | srael 147. 237.72. 166 |aka i f . i Bad TCP sequence SINFACK retransmt wth monitor |6
different w ndow scal e
37.26.148.146 |lsrael 147.237.77. 234 |hal ag.idf .il drop First packet isn't SYN drop 6
213.57.41.91  [israel 147.237.76.42 |refuah.icf.il  |Bad TCP sequence SN retransmt with different | onivor |
W ndow scal e
46.19. 85. 51 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert
2.54.13.124 I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning BEngine: TQP Invalid i i SSi
58.11.102. 246  |Thai l and 147. 237.72. 166 |aka. i of i 9 =g Inval id segnent retransmssion. |, . 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.179. 196. 215 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
2.54. 42,177 I'srael 147. 237.77. 243 |nobi l e i i | 9 =g Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 51 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
41.33.232. 66 Egypt 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor |6
176. 13. 8. 150 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber alert 6
37.26.149.166 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66. 249. 66. 52 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 34
81.218.241.25 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . il/$$$8282$$$ Bl ock 12
46.19. 86. 220 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock
176.13. 5. 205 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
Ostributed Paraneter Read Qnly Mol ation
109. 253. 213. 25 |l srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai i/ sachar/ regi strati onw zar d/ regi st er . aspx None 4
par anet er
46. 19. 85. 158 I srael 147.237.77.243|nobi l e. i df . i | D stributed Whaut horized URL Access on nobi | e.idf.il/sachar/index |B ock
66. 249. 66. 61 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenporary B ock
176.12.141.95 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspicious Response Code B ock
176.13.3.242  |israel 147.237.77. 243 |nobi | . i df . i | Emf)ti:'et_"iﬁ dio_' Iﬁriﬁg /Iﬁgig\g;'asast\:\;” dogaram o QU et Passuor d B ock 3
66. 249. 66. 55 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
87. 69. 233. 18 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip_storagel/files/8/ B ock 3
46.19. 85. 52 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
66.249.78. 159 |lsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66. 249. 78. 159 Bl ock 3
80. 246. 136. 249 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
185. 32. 179. 143 |Israel 147.237.77.243|nobi l e.idf . i | O stributed Suspicious Response Code B ock 2
176.13.8.116 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
87. 69. 233. 18 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 87.69.233. 18 B ock 2
84.228.111. 237 [Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
46.19. 85. 28 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 253. 140. 86 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
2.54.128.146  |Israel 147.237.72. 166 |aka. i df . i | magfae: dff?‘:: /?T‘;jy n/\'lgcfa;;’?eg'i S rati o zar st o0 aspx None 2
2.52.59. 164 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
176.13. 21. 95 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
85. 250. 248.82 |l srael 147.237.77.216|dover . i df . i Unhaut hori zed URL Access to wawidf.il/error. htm B ock 2
2.54.132. 100 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
89.138.82.132 [Israel 147.237.76. 147 |chi nuch. aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
109. 253. 194. 2501 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
109. 253. 215. 17 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
109. 253.193.0 |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 2
2.54.175. 116 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
5.29.172. 204 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS At tack None 1
84.228.15.172 [Israel 147.237.76.42 refuah.idf.il o ated Lot fori zed éﬁaﬁc‘;ﬁ( on Bl ock 1
176.13.20.18 | srael 147.237.0.17 g]]‘ _niy|- Kosher-kravt Lilrrfgilos':l:aerra}nlfrt:\;i E|n((j:f0d: F?a; r;?(/icr; eat ecapt chai nage. aspx None !
46.165.230.5  |Ger many 147. 237.77. 216 |dover . i df . i | m rl id?L_’ti ?‘; 1?;‘;};;;5?26%\/2?22;” B ock 1
109. 253. 193. 120|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
2.54.136. 123 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.19. 86. 169 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
109.64.18.123  [Israel 147.237.72. 166 |aka. i df . i | m”;r:g?r ?Ff;wer N;‘\!hiﬁﬁzmégpi None 1
46.19. 85. 163 I srael 147.237.77.216|dover.idf.il Ml tipl e Unknown HTTP Request Met hod from 46. 19. 85. 163 B ock 1
95. 86.120. 163 [l srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter sig2 in ww aka.idf.il/main/giyus/general.aspx |None 1
212.25.84.200 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw idf.il/894-he B ock 1
2.54.13. 106 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
79.116. 25. 244  |Romani a 147.237.77.216|dover . i df . i Unhaut hori zed URL Access to wawidf.il/). htm( B ock 1
149. 50. 73. 48 Lhited Sates |147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Atack None 1
109. 253. 211. 57 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
46. 19. 85. 27 I srael 147.237.0. 16 Iny kosher-kravi. i df .| SSL Untraceabl e Connection - Cpen Mde None 1
85. 65. 127. 79 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 85.65.127.79 |B ock 1
46.19. 86. 255 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
109. 67. 206. 252 |Israel 147.237.72. 166 |aka. i df . i | m“;?;riidzf?l ;J:‘aj ff;e;ussltm‘;w vy, i . B ock 1
5.22.129. 248 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
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