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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3034

182. 155. 216. 82 Tai wan 147.237.76. 86 navy.idf.il ock_Udp All _Nets dr op 1

107. 150. 98. 131 Lhited Sates 147.237. 76. 148 gocenter. aka.idf.il Bl ock Udp Al Nets drop 1

182. 155. 216. 82 Tai wan 147.237.76. 197 e hinush.idf.il Bl ock Udp Al Nets drop 1
151.217.178. 86 147.237.76. 34 yohal an.idf.il Bl ock_ Udp Al _Nets drop 1

182. 155. 216. 82 Tai wan 147.237.76. 199 e. nakchal .idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Slgnalure Devi ce Action |Count
77.248.12. 228 Net her | ands 147.237.76. 42 refuah.idf.il |14331: HITP. Suspicious User-Agent (M Session) B ock 3
2.90.75.78 Saudi Arabia 147.237.77.216 |dover.idf.il |3886 HITP. Qoss Ste Scripting in PCBT Request Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

168. 62. 238. 153 [147.237.72. 166 |Lhited Sates |aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 64. 114. 52 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
85. 65.245. 147  |147.237. 72. 166 || srael akaidf.il portscan: TCP DO stributed Portscan 1
79.177. 24. 68 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 77 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
37.26.147.183  |147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
213. 8.204. 13 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.90.75.78 147.237.77.216|Sudi Arabia  [dover.idf.il GPL VB _SERVER / et ¢/ passwd 1
195. 160. 240. 11 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
168. 62. 238. 153 [147.237.77.19 |Wited Sates |lawforumidf.il |[ET SCAN NMVAP -sS wi ndow 1024 1
109.186.35.77 [147.237.0.19 [israel radi matal o i {20 o APACHE Apache nod_ss| non- SSL connection to SSL port 1
deni al of service attenpt
106.39. 22396 |147. 237 77. 227 |chi na o hanaz. i f il ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
79.179.192. 129 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
62. 90. 35. 162 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
46. 19. 85. 228 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.90.75.78 147.237.77.216|Saudi Arabia  [dover.idf.il SQ Injection - Select Fom 1
199. 189. 227. 172(147. 237. 77. 216 |Lhited Sates |dover.idf.il Tehila - Perl LWP with fake user agent 1
2.54.15. 65 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature z\t/:(c:)i
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
213.57.143. 232 |lIsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 32
46. 210. 133. 210 |lsrael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop 25
reamn ine: TCP Invali i i Ssi
46.19.85.208  |Israel 147.237. 77, 243 |noti L e i i1 | €M NG Engine: TGP alid |invalid segnent retransnissi on drop 24
Ret r ansmi ssi on Packet dr opped.
82.166.57.226 |[lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or 21
107.167.105.96 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
Sreanming Engine: TCP Invalid i i ssi
176.13.15.229 |l srael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 18
Ret r ansni ssi on Packet dr opped.
46.210. 133.210 [israel 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> Timeout [reject 18
46.210.133. 210 |israel 147. 237.72. 166 |aka i f i Bad TCP sequence SINFACK retransmt wth monitor (17
different w ndow scal e
46.210. 133. 210 |[Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 15
reamng BEngine: TCP Invali i i sSi
2.52.184.5 I srael 147.237.72. 166 |aka. i df .i | Strean g =gl he @ Invalid invalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dr opped.
s SWNretransnit wth different .
82.166.181. 111 [l srael 147.237. 72. 166 |aka.i of .i Bad TCP sequence i ndow scal nonitor |12
reamng BEngine: TCP Invali i i sSi
109. 253. 195. 123|1 srael 147.237. 77, 243 |roti L e i i1 || S@M NG Engine: TGP alid |invalid segnent retransnissi on, drop 12
Ret ransm ssi on Packet dr opped.
37.8.31.195 (F;ajcis;i';'ja” Territory 47 237.77. 216 |dover. i df . i1 SYN Att ack SYN -> SYN-ACK -> Timeout |reject 12
reamng BEngine: TCP Invali i i sSi
46.19.85.239  |Israel 147.237. 77, 243 |roti L e i i1 || S@M NG Engine: TGP alid |invalid segnent retransnissi on, drop 12
Ret ransm ssi on Packet dr opped.

Pal estinian Territory, . . SYNFACXK retransmt wth .
37.8.31.195 Gecupi ed 147.237. 77. 216 |dover.i df .i | Bad TCP sequence different w ndow scal e nonitor |12
80. 178. 189. 165 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 11
37.8.31.195 g‘ilcisgi':('ja” Tertitonyly 47 237. 77. 176 [matpash.idf il [SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 10

Pal estinian Territory, R SYNLACK retransmt with .
37.8.31.195 Qecup ed 147.237.77. 176 |matpash.icf.il  [Bad TCP sequence di fferent wi ndow scal e noni t or 10

Sreaming Engine: TCP Invalid i i ssi
77.127.2.2 I'srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
176.13.21.168 |l srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
176.13.21.168 |Israel 147.237.72. 166 [aka.i of .i Bad TCP sequence Invalid AGK nunber aert 8
2.54.186. 247 I srael 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
reamn ine: TCP Invali i i Ssi
2.54. 39, 164 I'srael 147.237.72. 167 |i shurimaka i i | | ST NG Engine: TP Inval id invalid segnent retransmission. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
95.86.123.112  |[Israel 147. 237, 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. | ., 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
66. 249.78.5 Wited Sates 147.237.0.19 |nadimatal .idf.il 9 =g Inval id segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.54.178.172  |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
41. 33.232. 66 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |[nonitor 6
Sreamng Engine: TCP Invalid i i ssi
109. 253. 219. 57 |Israel 147. 237, 77. 243 |nobi l e. i df .i | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
195.110.40.7  |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. —q ., 6
Ret ransm ssi on Packet dr opped.
2.52.187.252 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i sSi
2.54.62. 190 I'srael 147.237. 77. 243 |nobi le.i df .1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
2.52.53. 209 I'srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
2.54.5. 227 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
212. 143. 161. 161|i srael 147. 237.72. 166 |aka. i df .11 g =g Invalid segnent retransmssion. g, 6
Ret r ansni ssi on Packet dr opped.
80. 246. 138. 162 |l srael 147. 237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
176.12. 137. 221 |l srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid AGK nunber monitor |5
46. 19. 85. 75 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber monitor |5
46.210. 133.210 [Israel 147. 237. 72. 166 |aka.i of .i SYN Att ack rej ect 4
Sreaning BEngine: TQP Invalid i i SSi
176.13.1.119  [israel 147. 237. 77. 243 |nobi l e.i df . i1 9 =g Inval id segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpli ant Failed to handl e connection data |[monitor (4
46. 19. 85. 155 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 86 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber alert 4
91.200.12.136  |lkrai ne 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 4
46. 19. 85. 86 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber monitor |4
176.12.137. 221 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber alert 4
Sreaning Engine: TQP Invalid i i SSi
149.88.69. 169  |Israel 147. 237. 76. 200 |ei tan. aka.i df . i g =g Invalid segnent retransmssion. |y, 4
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.13.6.187  |Israel 147.237.77. 243 |mbi le.i o i1 9 =g Invalid segnent retransmssion. |, 4

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Count ry Action
89.138.161.20 |l srael 147.237.0.34 |tikshuv.idf.il ;g(.)fgylg, ;ge Sane Response Code (404) in Session from B ock 92
85.65.126. 186 [l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 20
176.13.14. 148 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 16
109. 253. 213. 25 |Israel 147.237.72. 166 |aka. i df . i | m;}(ffﬁfdf?ﬂﬁtﬂaﬁﬁ /?:g)i's\frﬂl?gr:; yardivegister. aspx paranster |01 11
176.13.15.229 |israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 9
176.13.15.246 |Israel 147.237.77.243|mobi l e. i df . i | Par anet er Type M ol ation Password in nobile.idf.il/sachar/login Bl ock 6
212.34.20.104 |Jordan 147.237.77. 176 [nat pash. i df . i | Distributed Ml forned LR B ock 5
212.34.20.104 |Jordan 147.237.77. 176 |mat pash. i df . i | Distributed Unknown HTTP Request Met hod Bl ock 5
2.54.49.108 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
212.34.20.104 |Jordan 147.237.77. 176 |mat pash. i df . i | Dstributed Abnormal |y Long Request B ock 4
66. 249. 66. 61 I srael 147.237. 76. 147 |chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 3
2.90.75.78 Sudi Aabia |147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed LRL Access from2. 90. 75. 78 Bl ock 3
176. 12. 150. 218 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 3
46.19.86.79 | r el 147.237.72. 166 |aka. i df . i \?\w;\:;i(g[fzfd r?;ar;w@tn?rsaﬁz(rj/%g){s\fr(il?t;:vc zard/ regi st er. aspx par anet er None 2
46. 19. 85. 156 I 'srael 147.237.77. 216 |dover . i df . i | Distributed M forned UR B ock 2
107.178.194.83 |Wited Sates [147.237.77.216 |dover. i df . i | b stri bt ed lT:;f;g;gfﬂe%ﬁ‘ffsspfn Bl ock 2
204.13.200. 200 [United Sates [147.237.77.216|dover. i df .il b stri bt oc ;f;;_t;ggisg_eﬁeﬁgf?:psn Bl ock 2
176.228.24.57 |Israel 147.237. 76. 147 [chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
46. 19. 86. 254 I srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
2.54.143.5 | srael 147.237.77.243|mobi l e. i df . i | Mil tipl e Uhaut horized LRL Access from2.54.143.5 B ock 2
46. 19. 85. 116 I srael 147.237.77.243|nobi l e.i df . i | Dstributed Whaut hori zed URL Access on nobi | e. i df.il/nekudot /i ndex B ock 2
109. 6. 185. 106 I srael 147. 237. 72. 166 |aka. i df . i | bty buted itf‘/ar‘:;h;;rsiazciirsb;;;‘."isgr Knowun LRL on Bl ock 2
195, 95. 183. 254 |l srael 147.237.77. 170 |m@ar achot . i df . i | |Waut hori zed URL Access to maarachot.idf.il/pdf/files/ 0/ 110640. pdf B ock 2
46.19. 86. 79 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
212.34.20.104 |Jordan 147.237.77. 176 |mat pash. i df . i | Mitiple Illegal HITP Version from212. 34. 20. 104 Bl ock 2
176.13.9. 126 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 156 I srael 147.237.77.216|dover.idf .il D stributed Unknown HTTP Request Met hod B ock 2
109. 253. 197. 187|I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/index B ock 2
2.54.143.5 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt : °|rd'fz'f? | t’;eggrcﬁsem;esn <t ohi | ddocunent </ 1362 Bl ock 2
176.13.1. 119 I srael 147.237.77.243|nobi l e.i df . i | O stributed Uhaut hori zed LR Access on nobi | e. i df . il/sachar/index Bl ock 2
46. 19. 86. 89 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: si gal gs oS At ack None 2
212. 143. 173. 198]l srael 147.237.77.216|dover.idf .l Ml ti pl e Unaut hori zed URL Access from 212. 143. 173. 198 B ock 2
80.246.137.51 |[Israel 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
46.19. 85. 85 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
185. 24.207. 14 |Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80.178.212.121 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
95.86.123.112 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 253. 219. 57 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
81.218. 126. 105 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
46.19. 86. 74 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 2
109. 253.208.8 |l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to vww | aw i df.il/14-he B ock 2
2.54. 154. 237 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
95.86.123.112 |l srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtg?;.zief/gegﬁf;ejsmt;es”istch”dsubcategories/ s Bl ock 2
46.19. 86. 218 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
128.127.107.80 |Netherlands [147.237.76. 147 |chi nuch. aka. i df . i|D stributed Suspici ous Response Code_Qust om Tenporary B ock 2
46. 19. 85. 239 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 2
176.13.13.221 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 116 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
207.46.13.164 |Lhited Sates |[147.237.76. 147 |chi nuch. aka. i df . i|Distributed Suspicious Response Code_Qust om Tenporary B ock 2
77.125.2.232 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wwn aka. i df.il/nain/mluim B ock 2
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