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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOB- Tool - Swi t chbl adG dest - r eset 3000
81.218. 241. 25 | srael 147.237.72. 156 anan.idf.il Anonal y-TLS renegoti ation-d i dest - r eset 77
82.81.12. 22 | srael 147.237.72. 156 anan.idf.il B ock Wp Al Nets drop 3
40.77.167. 77 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

168. 235. 196. 227 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 2

183. 60. 48. 25 Chi na 147.237.76. 199 e.nakchal .idf.il |[JLM Under Attack Con_Tcp drop 2

198. 20. 70. 114 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |B ock Udp Al Nets drop 1

66. 240. 236. 119 Lhited Sates 147.237.76. 31 nakchal . i df.il B ock_UWp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

151. 80. 44. 115 Italy 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Signature

‘Ste

81.218.97.114 |147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
46.19. 86. 2 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
199. 203. 131. 177|147. 237. 77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
46. 19. 85. 194 147.237.77. 216 (I srael dover.idf.il [portscan: TCP D stributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 1
168. 62.238. 153 [147.237.8.24 |Uhited Sates e lifestyle.id{ET SCAN NVAP -sS wi ndow 1024 1
151, 217.178.55 |147.237.76. 177 ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
109. 67.27.203  |147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
85. 250. 29. 42 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
82.117.208. 243 |147.237.77.227 ehamaz.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
46.19. 86. 141 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
46. 19. 85. 209 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
199. 191. 56. 188 [147.237.77.235|Wited Sates |sviva.idi.il |[ET SCAN NVAP -sS w ndow 1024 1
2.54.8.18 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
185.32.179. 181 |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
151, 217.178.55 |147.237.77. 243 mobi le.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
151, 217.178.55 |147.237.72.217 eidf.il ET SCAN NVAP -sS w ndow 1024 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
103.7.247.211 |147.237.8.24 g?rea, Republ i ¢ elifestyleddl o 0 o o B Ute For():/e 1
84.228.97. 14 147.237.77. 216 |I srael dover.idf.il [portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
168. 235. 196. 227 |United Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 98
s SN retransnmit wth different .
85. 64. 227. 65 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e nonitor |58
176.12.139. 214 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence SNretransmt wih different oo las
wi ndow scal e
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
e SWNretransmit wth different .
80. 246. 133. 102 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . monitor |36
wi ndow scal e
192.198. 151. 37 |Europe 147. 237.77. 226 "‘:’Y”Chanmz'aka"df drop First packet ism't SWN drop 35
212. 235. 103. 203|l srael 147.237.72. 167 |ishurimaka. i df .i Bad TCP sequence Invalid sequence nunber monitor |24
S reamng Engi ne: TCP i i ssi
79.178.193. 129 |Israel 147.237.76.31 |nakchal .idf il mng Engine: 1 Invalid segnent retransmssion. | 24
Inval i d Retransnission Packet dropped.
46.19. 85. 153 | srael 147.237.72. 167 |i shuri maka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 24
79.178.181. 234 |lsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
46. 19. 85. 150 | srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Invalid ACK nunber noni t or 18
2.54. 45, 219 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
46. 19. 86. 208 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |16
S reamng Engi ne: TCP i i ssi
109. 253. 195. 1231 sr ael 147. 237.77. 243 |mobi l e. i f . i mng tngine- 1 Invalid segnent retransmssion. | 16
Inval i d Retransnission Packet dropped.
77.127.3.62  [Israel 147.237.76.42 |refuah.idf. il Bad TCP sequence Sretransmt with different o, o 16
wi ndow scal e
reamng BEngi ne: T i i ssi
46.19.85.139  |Israel 147.237.76.31 |nakchal .idf. il Streamng Engi ne: TCP Invalid segnent retransmssion. |q 15
Inval i d Retransnission Packet dropped.
213.57.136. 115 |[lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[alert 14
213.57.136. 115 |lsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 14
2.54. 45,219 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor |14
2.54.45.219 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid sequence nunber nonitor |14
Pal estini an . . -
188. 161. 86. 106 Territory, Creupied 147.237.77.176 |nat pash. i df . il dr op First packet isn't SYN drop 14
81. 218. 241. 25 | srael 147.237.72. 156 |anan.i df .i | dr op First packet isn't SYN drop 13
2.54.45.219 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 12
S reaming Engi ne: TCP i i ssi
2.54.15. 80 I srael 147. 237. 72. 167 |i shuri maka. i df .i | mng Engine: 1 Invalid segnent retransmssion. | . 12
Inval i d Retransmi ssion Packet dr opped.
S reanming Engi ne: TCP i i ssi
79.182. 144. 229 |Israel 147. 237.72. 166 |aka i df . i | mng tngihe. Invalid segnent retransmssion. | 12
Inval i d Retransmission Packet dropped.
109. 66. 153.52 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Siretransmt wih different | oo |1
. 66. 153. . 237.76. i df . q w ndow scal e
109. 64. 219. 210 |Israel 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> Tineout |[reject 11
2.54. 45,219 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 10
S reaning Engi ne: TCP i i ssi
84.95.217.152 |l srael 147. 237.72. 166 |aka i df . i | mng Enhgine: 7 Invalid segnent retransmssion. | 9
Inval i d Retransnission Packet dropped.
80. 246. 139. 134 |l srael 147.237.72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 9
S reami ng Engi ne: TCP i i ssi
46.19.86.100  |israel 147. 237. 72. 167 |i shuri maka. i df .i | mng Engine: 1 Invalid segnent retransmssion. | . 9
Inval i d Retransmi ssion Packet dr opped.
S reanming Engi ne: TCP i i ssi
37.26.146.188 |Israel 147.237.77. 243 |nobil e.i df . mng tngihe. Invalid segnent retransmssion. | 9
Inval i d Retransnission Packet dropped.
138.134.192. 10 |Israel 147.237.72. 167 |ishurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 9
109. 186. 150. 16 |l srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 8
5.102. 254.203 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence I'nval i d AGK nunber nonitor |8
46. 19. 85. 88 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |8
S reamng Engi ne: TCP i i ssi
176.12.147.64  |Israel 147. 237.77. 243 |mbi l e. i f . i mng tngine- 1 Invalid segnent retransmssion. | 8
Inval i d Retransnission Packet dropped.
37.142.236.192 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf . il drop First packet isn't SN drop 7
46. 19. 86. 104 I srael 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> RST rej ect 7
80. 246. 137. 78 |l srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 167 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber aert 6
S reaning Engi ne: TCP i i ssi
2.52. 53, 194 I'srael 147.237.77. 243 |nobi l e. i df . mng Enhgine: 7 Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
46.19.86.151  |israel 147. 237.77. 243 |mobi l e. i f . i mng tngine- 1 Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
2.54.38.204  |Israel 147.237.77. 243 |mubi le.i o . i1 mng Engine: 1 Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dropped.
S reaming Engi ne: TCP i i ssi
37.26.149.140 |Israel 147.237.77. 243 |nobi l e. i of . mng Engine: 7 Invalid segnent retransmssion. | . 6
Inval i d Retransmission Packet dr opped.
46. 19. 85. 167 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
37. 46. 39. 64 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df . Bl ock HTTP Non Conpl i ant Sjtged to hand e comnection 1o s
46. 19. 85. 61 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
93.173.189.97 |Israel 147.237.77. 176 |mat pash. i df . i | Mil ti pl e Unaut horized URL Access from 93.173.189. 97 B ock 40
176.13.16. 117 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Whauthori zed URL Access on nobil e.idf.il/sachar/index |B ock 8
176.228.24.57 |Israel 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 6
2.54.38. 204 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
37.26.147.171 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
37.26.149.237 |[israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 6
2.54.7.74 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Uhauthorized LR. Access on nobil e.idf.il/sachar/index |B ock 5
93.173.189.97 |[Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unhaut hori zed URL Access from 93.173. 189. 97 B ock 5
66. 249. 66. 61 I srael 147.237. 76. 147 [chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 4
109. 253. 222. 152|l srael 147.237.0. 17 ;nirrly- kosher -kravi . id Mitiple Illegal Paranmeter Encoding from 109. 253. 222. 152 None 4
66. 249. 66. 55 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
46. 19. 86. 62 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 3
192. 114. 181. 130|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 3
79.176.97. 57 I srael 147.237.77.243|nobi l e.i df . i | O stributed Uhaut hori zed LRL Access on nobi | e.idf.il/sachar/index [B ock 3
109.66. 153.52  |Israel 147.237.76.42 |refuah. idf.il 2 R e 1O cer ol our ecour e o cat Bl ock 3
79.180. 110. 139 I srael 147.237.72.166 |aka. i df . i | %'. tl'S‘Z)'.ell%Tafégo” zed Nethod for Known URL from B ock 3
66. 249. 66. 52 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 3
149. 88. 153. 165 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 2
46.19. 85. 164 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 137. 68 |l srael 147.237.77.243|nobi [ e.i df . i | O stributed Unaut hori zed LR Access on nobi | e.idf.il/sachar/index [B ock 2
37.142. 64.85 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
79.183.148.208 |Israel 147. 237.77. 216 |dover . i df . i | e Lyﬁe\é_?:e%gce?js‘gm n Bl ock 2
2.52.24.97 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 2
79.181.201.89 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
46.19. 85. 203 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 138. 39 |Israel 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176. 13. 16. 39 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
98.102.154.61 [lnited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
176.13. 3. 48 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
37.26.149.237 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
80.246.137.62 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.176.41.6 | srael 147. 237.76. 147 |chi nuch. aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
204.13.200. 200 [Uhited Sates [147. 237.77. 216 |dover . i df . i | D stri utec ll‘f;;_t;g;gfﬁeﬁvﬁfispzn Bl ock 2
176. 12. 144. 255 |l srael 147.237.77.243|nobi | e.i df . i | O stributed Uhaut hori zed LR Access on nobil e.idf.il/sachar/index [B ock 2
46.19. 85. 24 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
84.108. 4. 11 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
80.178.212.121 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 2
99. 246. 153. 221 |Canada 147.237.77.74 |lawidf.il E‘rm%ﬁz?\iﬁl 7lljfie%7pﬁt;f§ider 1$uckeader Sear ch$txt Search |y ) 2
79.178.222.5 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
2.52.24.175 I srael 147.237.77.243|nobi | e. i df . i | O stributed Unaut hori zed LR Access on nobi | e.i df .il/sachar/index [B ock
79.182. 151. 205 I srael 147.237.72. 166 |aka. i df . i | g’g'. tl'spzllelstfa;égo” zed Method for Known URL from Bl ock 2
109. 64. 167. 180 |l srael 147.237.77. 216 |dover . i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock
176.13.12. 144  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
204.13.200. 200 [United Sates [147. 237.77. 216 |dover . i df . | D stri ot ec 1T;§’f£'§gi3§ﬁe%v§‘f?:p£” Bl ock 2
46.19. 86. 36 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
2.52.170. 240 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None

109. 253. 206. 197 I srael 147. 237.72.166 |aka. i df . i | Wwﬁﬁf??/%ﬁ/!a?h?/?lgils?rati R None 2
37.26.148.254 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
107.178.194.83 |Uiited Qates |147.237. 7. 216 |dover. i df .i | D stri outec 1?;;}2;’;5?%%\/??23:&” Bl ock 2
176.13.4.219  |Israel 147.237.77. 243 |nobi | e. i df . i | Dstributed Feraneter Type Vol ation on Bl ock 2

nobi | e. i df . i|/sachar/changepassword paranet er Qurrent Passwor d
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