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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3443
81.218. 241. 25 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-d i dest - r eset 343
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-Q i dest - reset 87

82. 145, 209. 106 Eur ope 147.237.76. 86 navy.idf.il Block Ip Véb In drop 7

31. 168. 217. 84 | srael 147.237.72. 167 ishurimaka.idf.il |Invalid TGP Hags drop 1
82.221.105. 6 I cel and 147.237. 76. 34 yohal an.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnai ure Devi ce Action |Oount

62.210. 148. 233 France 147.237.77. 74 lawidf.il CL000106: HTTP. naj estic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |[Ste Signature

2.52.23.95 147.237.72.166 |l srael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 9
31.168.217. 84 147.237.72.167 |Israel ishurimakaidf.il |PCLI CY- OTHER TCP packet with urgent flag attenpt 8
131. 109. 15. 15 147.237.76.198 [lhited Sates e. yohal an.idf.il ET SCAN NVAP -sS w ndow 3072 1
104. 32. 57. 233 147.237.77.216 |Wited Sates dover.idf.il portscan: TCP D stributed Portscan 1
95. 211. 239. 230 147.237.72.156 |Netherl ands aman. i df.il C5- OTHER d sco | G5 HITP configuration attenpt 1
80. 178. 144. 191 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
79.178. 10. 25 147.237.72.166 |Israel akaidf.il portscan: TQP D stributed Portscan 1
46.117. 120. 30 147.237.72.166 |lIsrael akaidf.il portscan: TGP D stributed Portscan 1
31.168.13. 78 147.237.72.166 |lIsrael akaidf.il portscan: TCP D stributed Portscan 1
176.13.8.21 147.237.72.166 |Israel akaidf.il portscan: TQP D stributed Portscan 1
149. 88. 91. 65 147.237.77.216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
109. 253. 156. 152  |147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
98. 119. 105. 221 147.237.0. 15 Lhited Sates kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
85. 250. 131. 172 147.237.72.166 |lIsrael akaidf.il portscan: TGP D stributed Portscan 1
79. 180. 24. 16 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
77.127.253. 64 147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
2.54.8.102 147.237.72.166 |lIsrael akaidf.il portscan: TCP D stributed Portscan 1
167. 114. 156. 16 147.237.77.216 |Canada dover.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qount ry Target Address [Ste Signature Acti on ‘Count
46.19. 85. 44 I 'srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |67
Sreamng Engine: TCP Invalid i i ssi
31. 168. 205. 224 |I srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. g 66
Ret ransn ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
80.178.98. 149 |Israel 147.237.0.34 |tikshov.iar.i1 |2 SAMNg Engine: TP Invalid |invalid segnent retransmission. |, 60
Ret ransm ssi on Packet dropped.
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
81.218.241.25 |lsrael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SYN drop 35
46.19. 85. 192 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 22
Sreaning Engine: TCP Invalid i i ssi
81. 218. 172. 111 |I srael 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g 20
Ret ransn ssi on Packet dropped.
2.54.129.111 |Israel 147.237. 72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> RST rej ect 19
77.126.94.98 |Israel 147.237. 72. 156 |anan.i df .i | drop First packet isn't SN drop 18
2.54.33.136 | srael 147.237.72. 167 |i shurimaka. i of . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
185. 120. 126. 29 147.237.76.42 |refuahicf.il  [Bad TCP sequence S retransmt with different —fronitor |16
w ndow scal e
46.19.85.150 |[lsrael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence I'nval i d ACK nunber noni t or 16
Sreaming Engine: TGP Invalid i i ssi
2.54.135.17  |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. | 15
Ret ransni ssi on Packet dropped.
85.114. 119. 83 (Filcisgi';'ja” Territory.ly 47, 237, 77. 176 |matpash.iof .11 [SYN Att ack SYN -> SYN-ACK -> Tinmeout  |reject 14
212.76.127.44 |lsrael 147.237.0.34 |tikshw.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |12
reamn ine: TCP Invali i i ssi
85. 250. 112. 203 |I srael 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid invalid segnent retransmssion drop 10
Ret ransnm ssi on Packet dr opped.
s SN retransnmit wth different .
176. 12. 140. 104 |I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal @ monitor |9
217.194.197. 98 |l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 8
2.54.33.136 I 'srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence I'nval i d ACK nunber aert 8
46. 19. 86. 15 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (8
2.54.7.17 | srael 147.237.72. 166 |aka.idf .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 8
2.52.23.95 | srael 147.237.72. 166 |aka.i df . il drop First packet isn't SYN drop 8
2.54.33.136 I 'srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 8
2.54.33.136 I srael 147.237.72.167 |ishurimaka. i df .i[Bad TCP sequence Invalid sequence nunber noni t or 8
Sreanming Engine: TP Invalid i i ssi
85. 64, 241. 214 |Israel 147.237.76. 200 |6i tan. aka i df .i 9 =g Invalid segnent retransmssion. g 8
Ret ransn ssi on Packet dropped.
37.26.147.171 |Israel 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 7
85. 114. 119. 83 (Filcisgi';'ja” Territory.l147. 237. 77. 176 natpash.icf.il  [Bad TCOP sequence Invalid sequence nunber monitor |7
37.26.147.171 |lIsrael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
46.19.86.210 |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
. . SYNtACXK retransmt wth .
37.26.147.171 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence different vindow scal e nonitor |7
85. 114. 119. 83 2‘5&':{;&” Territory.l147. 237. 77. 176 natpash.icf.il  [Bad TCP sequence Invalid ACK nunber monitor |7
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
41.33.232.66 |Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |nonitor
reamn ine: TCP Invali i i ssi
80. 246. 136. 75 |Israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid invalid segnent retransmssion drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.137.37  |israel 147.237. 77. 243 |robi 1 e i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
46.19.85.120 |Israel 147, 237. 77. 216 |dover . i df .| Streamng Engi ne: TCP Inval id invalid segnent retransnissi on drop 6
Ret ransnm ssi on Packet dropped.
82. 166. 98. 13 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
132. 69. 205. 143 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
2.54.41.0 I srael 147. 237.72. 166 |aka i f . i 9 =g Invalid segnent retransmssion. 6
Ret ransnm ssi on Packet dropped.
46. 19. 85. 62 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber nonitor (6
46.120. 226.58 |l srael 147.237.77. 176 |natpash.idf .il  |Bad TCP sequence Invalid ACK nunber nonitor |6
Sreanming Engine: TCP Invalid i i ssi
176.13.12. 114 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
80. 246. 137. 111 |I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.20. 42 |Israel 147.237.77. 243 |mubile.i o . i1 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
84.94.105. 28 | srael 147.237.72. 167 |i shuri maka.i of . i [dr op First packet isn't SN drop 6
2.54.42. 164 I 'srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
85.114. 119. 83 gcisgi'géa” Territony. 47 237.77. 176 |natpash.icf.il  |Bad TCP sequence Inval i d ACK nunber aert 6
Sreamng Engine: TCP Invalid i i SSi
2.54.23.124  |israel 147.237.77. 243 |nobi l e i df . 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
46.19.85.136  [lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor (6
Sreanming Engine: TCP Invalid i i ssi
46.19.86.150 |l srael 147.237.77. 243 |robi | e. i of . i1 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.




12-30-2015-10:04:04 to 12-30-2015-11:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
85. 250. 66. 253 I srael 147.237.0.34 |tikshuv.idf.il Too Muny of the Sane Response Cbde (404) in Session from Bock 186
85. 250. 66. 253
109. 253. 198. 206|I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 58
77.127.196.191 [Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) Bl ock 32
2 54.179. 68 | srael 147.237.77. 243 |mobi 1 e. i df .i | DO stributed Paraneter Type Mol ation on nobile.idf.il/sachar/login B ock 7
par anet er Passwor d
46.19. 86. 192 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 6
. . . Dstributed Parameter Type Mol ation on
46.19.86. 188 I srael 147.237.77. 243 [nobi | e. i df . i | nobi | e. i df . i|/sachar/changepassword par anet er Qurrent Passwor d Bl ock 6
. - Unaut hori zed Met hod PCBT for
37.26.146.208 |[Israel 147.237.72. 166 |aka. i df . i | wiww aka. i df i |/ mai n/ sachar / nevsar chi ve. aspx B ock 6
66. 249. 66. 52 I srael 147.237.76. 147 |chi nuch. aka. i df .i| [Distributed Suspicious Response Code_Qust om Tenporary Bl ock
176.13.11. 42 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
46.19. 85. 238 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
2.52.48. 161 I srael 147. 237.77. 243 |nobi | e. i df . i | Dstributed Paranet er Type ol ation on nobile.idf.il/sachar/login Bock |4
par anet er Password
. . . Dstributed Paraneter Type Mol ation on
46. 19. 86. 80 I srael 147.237.77.243|nobi | e.i df . i | nobi | e. i df i1/ sachar / changepasswor d par anet er Qur rent Passvor d B ock 4
212.199.9.109 |lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 4
m ny- kosher - kr avi . _ i
109. 253. 206. 151|l srael 147.237.0. 17 df il Mitiple Illegal Paranmeter Encoding from 109. 253. 206. 151 None 4
176. 12. 149. 207 |l srael 147.237.77.243|nobi l e.idf . il Paranet er Type Mol ation Password in nobile.idf.il/sachar/login Bl ock
207.232. 46. 209 |l srael 147.237.76. 147|chi nuch. aka. i df . il |Dstributed Suspicious Response Code Qust om Tenporary B ock
. . . Unhaut hori zed URL Access to
176. 12. 137. 224 |l srael 147.237.77.243|nobi l e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 3
109. 253. 129. 199l srael 147.237.77.243|nobi l e. i df . i | Dstributed Uhaut hori zed URL Access on nobi | e.idf.il/sachar/index Bl ock
46. 19. 85. 239 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock
109. 253. 201. 240]I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
207. 46. 13. 109 g;g: 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wawidf.il/error. htm B ock 2
2.52.50. 207 I srael 147.237.77.243|nobi l e.i df . i | D stributed Uhaut hori zed URL Access on nobi | e.idf.il/sachar/index Bl ock
2.54.57. 244 I srael 147. 237.76. 147 |chi nuch. aka. i df .i| |D stributed Suspicious Response Gode Qust om Tenporary Bl ock
149. 88. 112. 251 |l srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
2.54.158.119  |Israel 147.237.77. 243 |nobi | e. i df . i | Dstributed Paraneter Type Mol ation on nobile.idf.il/sachar/login Bock |2
par anet er Passwor d
85.64.241.214 [Israel 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wawidf.il/894-en B ock 2
. . . D stributed Lhaut hori zed URL Access on
109. 253. 129. 48 |l srael 147.237.77.243|nobi l e.i df . i | nobi l e, i o i 1/ cat egoryt enpl at es/ | § st chi | ddocunent s/ 1152 B ock 2
207. 46. 13. 158 g‘;tt:: 147.237.76. 147 |chi nuch. aka. i df .i| |Dstributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
37. 46. 39. 238 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
85. 250. 112. 203 [l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
109. 253. 157. 62 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Gode Bl ock 2
46. 19. 85. 99 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bl ock 2
176. 13. 1. 169 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
Unaut hori zed URL Access to
. . wawv. i df . i 1/1038- he/ dover. aspx&a=u&ed=0ahukew xqj f | kopkahugOho
95.86.104.41  [Israel 147.237.77. 216 (dover. i df . il khdj 6498af ggj naedsi g2=bwb5i 0x9) | 48 i t bb- y2g&usg=af qj cnep] i ai x3qo |2 ° 2
rrzuj i w vakxexr nsw
186.56.87.194 |Argentina |147.237.77.216|dover.idf.il D stributed Whaut hori zed URL Access on waw i df.i|/anan B ock 2
" . ] Too Many of the Sane Response Code (404) in Session from
109. 253. 198. 206! srael 147.237.0.19 |nadimatal .idf.il 109. 253. 198. 206 B ock 2
37.26.148.134 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
94.23.210.58 France 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 1
. . . . |Paraneter Type Mol ation ctl00$Cont ent A acetbl der 1t xt Password in
185.24.207.16 |lIsrael 147.237.76.39 |nobile. neitav.idf.il nobi | e. nei tay. i o i |/t enpl at es/ | ogi n. aspx B ock 1
46.172.71.251  |Wkraine 147.237.0.19 |[madimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
157. 55. 39. 228 LSthlatt:sd 147.237.77.216|dover. i df .il D stributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 1
109. 253. 219. 52 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Uhaut hori zed URL Access on nobi | e.idf.il/sachar/index Bl ock 1
. . D stributed Unauthori zed URL Access on
216.72.40.186 |Israel 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
85. 250. 66. 253 [l srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session Bl ock 1
176.13.20. 206 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
176.13. 5. 226 | srael 147.237.77.243|mobi l e. i df . i | Dstributed Uhaut hori zed URL Access on nobi | e.idf.il/sachar/index Bl ock 1
46.19. 85. 194 I srael 147.237.76.42 |refuah.idf.il I11egal HITP Version _pk_ses. 118, f dlc=* Bl ock 1
109. 253. 136. 246|I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.54.36.228 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.180.101. 185 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
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