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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 2283
207.232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 168
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 84

66. 249. 78. 166 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 8
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 6
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |F Dover Uhder Attack Con Htp drop 3




12-30-2015-07:04:04 to 12-30-2015-08:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231. 90 147.237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 9
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 142  |147.237.76.30 |Wiited Sates |[himush.idf.il ET SCAN NVAP -sA (2) 2
79.178.17.170 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
78.193.2.8 147.237.77. 234 |France hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
176.13.19.136  |147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
176.13. 2. 80 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
151.217.178.93 [147.237.76. 196 e.svivaidf.il ET SCAN Potential SSH Scan 1
2.54.0.201 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
151.217.178. 93 [147.237.76. 30 hi nush. i df . i | ET SCAN Potential SSH Scan 1
151.217.178. 80 |147.237.76. 44 erefush.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
114. 241, 148. 241|147 237 76. 38 |ni na o o ngitav. i il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
84.228.222.41 |147.237.72. 166 |l srael aka idf.il portscan: TGP D stributed Portscan 1
213.57.228. 231 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
78.193.2.8 147.237. 77. 243 |France nobi  e.idf.il ET SCAN NVAP -sS w ndow 1024 1
178.169. 143. 78 |147.237.77.61 |Bilgaria e.cogat.idf.il ET SCAN NVAP -sS w ndow 4096 1
77.127.183.45 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
176. 13. 5. 252 147.237. 72. 166 I srael aka idf.il portscan: TCQP D stributed Portscan 1
46. 19. 85. 180 147.237. 72. 166 |I srael aka idf.il portscan: TGP D stributed Portscan 1
151. 217.178.93 |147.237.77.176 mat pash. i df .i | ET SCAN Potential SSH Scan 1
37.26.146.252 |147.237.76.86 |lIsrael navy. i df.il http_i nspect: MLTI PLE HOST HEADERS DETECTED 1
151.217.178. 93 (147.237.76.34 yohal an.idf il ET SCAN Potential SSH Scan 1
151.217.178. 80 |147.237.76. 199 e.nakchal .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178. 80 |147.237.0. 34 tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 143. 14. 247 |147.237.76. 148 |hited Sates |gocenter.aka idf.il|[ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
184.88.31.132 |UWnited Sates [147. 237. 72. 156 [anan.i of .i Bad TCP sequence SN retransmt with different moni tor |30
w ndow scal e

31.168.149.92 |[lIsrael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 14
Sreanming Engine: TCP Invalid i i ssi

87.68.245.79  |israel 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g 12
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109. 253. 197. 208 I srael 147.237.77. 243 |nubi | e.i df .i 9 =9 Invalid segnent retransmssion. g 12
Ret ransni ssi on Packet dr opped.

66. 102. 9. 107 Lhited Sates [147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 12

41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor 12
Sreamng Engine: TCP Invalid i i ssi

80.230.92.181 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi

79.183.108.84 [ srael 147.237.72. 166 |aka. i df . | 9 =g Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.

213.57.129. 222 |lIsrael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12

62. 0. 237. 132 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 11

213.57.141. 211 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 10
Sreamng Engine: TCP Invalid i i ssi

66.249. 66.48  |Wnited Sates |147. 237.77. 234 |hal ag.idf .l 9 =9 Invalid segnent retransmssion. o 10
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.13.11.133 [israel 147.237. 77. 243 |nobi | e. i of . | 9 =g Invalid segnent retransmssion. g 10
Ret r ansni ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
Sreanming Engine: TCP Invalid i i ssi

109. 253. 194. 117|i srael 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g 8
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi

85.64.40.125  |Israel 147.237.77. 243 |nubi | e.i df i 9 =9 Invalid segnent retransmssion. g 8
Ret ransni ssi on Packet dropped.

81.218.241.25 |lsrael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop

91.135.102. 171 |l srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect

s SWNretransmit wth different .

176. 12. 140. 188 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal @ monitor |7
Sreamng Engine: TCP Invalid i i ssi

81.218.149. 131 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.

79.180. 108. 231 |l srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreanming Engine: TCP Invalid i i ssi

176.13.22.217 | srael 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dropped.

o SYNWAXK retransmt with .

213.57.129. 222 |[Israel 147.237. 72. 156 |anan. i df .i | Bad TCP sequence different vi ndow scal e nonitor |6

46.19.86.225  |Israel 147.237.77. 226 "f"l""‘Cha”atz' aka. 1df 1oy At ack SYN -> SYN-ACK -> Tinmeout  |reject 6
Sreanming Engine: TCP Invalid i i ssi

37.26.146.186 |l srael 147.237.77. 243 |nobi le. i o . i1 9 =9 Invalid segnent retransmssion. o 6
Ret ransn ssi on Packet dropped.

41.33.232. 66 Egypt 147. 237. 77. 216 |dover. i of .i | Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |[nonitor 6
Sreaning Engine: TCP Invalid i i ssi

46.19. 86. 213 | srael 147.237. 72. 167 |i shurimaka. i df . il g .g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.

213.57.129. 222 |[Israel 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout alert

192. 115. 177. 202|I srael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi

80. 246. 137. 157 |Israel 147.237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransmssion. o 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.179.218.17 |israel 147.237.77. 243 |nobi L e. i of .| 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

176.13.2.171  |israel 147.237.77. 243 |nubi | e.i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.

46. 19. 86. 213 | srael 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 5

2.54.63.189 I srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

213.57.134.121 |[lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5

2.52.45.1 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 4

85.130.236.25 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi

176.13.6.158  |Israel 147.237. 77. 243 |robi | e. i of . | 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.13.14.132 |Israel 147.237.77. 243 |nobi l e.i df .| 9 =g Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dr opped.

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor

85.130.236.25 |[lIsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi

109. 253. 199. 1911 sr ael 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

176.13.17.102 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. . 4
Ret ransni ssi on Packet dropped.

173.252.88.218 |Wited Sates |147. 237. 77. 176 |nat pash. i df .i | drop First packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi

176.13.12.86  |Israel 147.237. 77. 243 |robi | e. i of . | 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.13.22.176 |Israel 147. 237.77. 243 |nobi l e.i df .| 9 =g Invalid segnent retransmssion. o 4
Ret r ansni ssi on Packet dr opped.

46. 19. 86. 225 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |4

31.210.188. 102 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4

85.130. 236. 25 |l srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 4

5.102. 254. 50 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
66. 249. 66. 52 I srael 147.237. 76. 147 [chi nuch. aka. i df . i|Di stri buted Suspi ci ous Response Code_Qust om Tenpor ary B ock 33
109. 66. 6. 118 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
176.13.22.217 |israel 147.237.77.243|nobi l e.i df . i | Distributed Suspici ous Response Code B ock 7
176.13.14.132 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 7
77.125.91.191 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 77.125.91. 191 B ock 6
37.26.146.186 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 5
176.13.22.217 |Israel 147.237.77.243|nobi l e.idf . il O stributed Uhauthorized LR. Access on nobi | e. i df . il/sachar/index Bl ock 5
213. 8. 204. 66 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 5
176. 13. 3. 197 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspici ous Response Code B ock 5
84. 94. 20. 131 I srael 147.237.77.243|nobi l e.idf . il O stributed Uhauthorized LR. Access on nobi | e. i df . il/sachar/index Bl ock 5
176.13.22.36 [l srael 147. 237.77. 243 |nobi | e. i df . i | zb:arzt ?&Tﬁ?g;ﬂ;ﬂ%gﬂgg;ﬁgfimd in B ock 5
109. 253. 197. 208|1 sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 4
176. 13. 6. 158 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Gode B ock 4
2.52.53.114 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 4
176.13.17.102 |lIsrael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 4
176.13. 16. 22 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
176.13.11. 133  |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 4
46. 19. 85. 146 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 3
176.13.3.158 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
85. 64. 40. 125 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 3
176.12.145.32 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 137. 157 |l srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Gode B ock 3
176.13.7.27 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 199. 2491 sr ael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.149.205 |lsrael 147.237.77.243|nobi l e.idf . il O stributed Uhaut horized LR. Access on nobi | e. i df . il/sachar/index Bl ock 3
2. 54. 180. 234 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
93. 173. 60. 12 I srael 147.237.77.243|nobi l e.idf . i | O stributed Unaut hori zed LR Access on nobi | e. i df . il/sachar/index B ock 3
2.54.140. 235 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Gode B ock 3
109. 253. 194. 117|I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 3
176. 13. 16. 22 I srael 147.237.77.243|nobi l e.idf . i | O stributed Unaut hori zed LR Access on nobi | e. i df . il/sachar/i ndex B ock 2
109. 253. 203. 240|I srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
176.13.0. 11 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
109. 253. 211. 150|1 sr ael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.54.158. 121 | srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
89.138.28.107 [Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
66. 249. 66. 55 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
109. 253. 199. 191 |l srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response CGode B ock 2
5.29. 164. 192 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
207.46.13.164 |[whited Sates [147.237.76.147|chi nuch. aka. i df . i|Distributed Suspicious Response Code_Cust om Tenpor ary B ock 2
2.54.34.230 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
176.13.2.171 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 2
176.13. 4. 42 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
80. 246. 137. 157 |l srael 147.237.77. 243 |mobi | e. i df . i | D stributed Whauthorized URL Access on nobil e.idf.il/sachar/index B ock 2
176.12.139. 119 |Israel 147.237. 76. 147 [chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
109. 253. 200. 66 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
31.210.177. 113 |Israel 147.237.77. 243 |mobi | e. i df . i | D stributed Whauthorized URL Access on nobil e.idf.il/sachar/index B ock 2
37.142.167. 227 |israel 147.237.72. 166 |aka. i df . i | m;(:ﬂt;qmi‘; r;;’rs;ﬁgr /'\f;a:; ;h?rveK”azz?( L on Bl ock 2
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx  |Bl ock 1
176.13. 3. 104 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
2.54.196.3 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
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