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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 2568
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |F Dover Under Attack Con Htp drop 4
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
73.169. 61. 25 147.237.76.86 |Wited Sates [navy.idf.il ET SCAN NVAP -sA (2) 2
88.204.187.90 |147.237.77. 121 |Kazakst an e navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
151.217.178.80 |[147.237.76.197 e hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178.80 [147.237.0.15 kosher -kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
5.135.139. 53 147. 237. 77. 216 |France dover.idf.il ET PCLICY I nconing Basi ¢ Auth Base64 HTTP Password 1

det ect ed unencrypt ed

190. 249. 184. 162|147. 237. 76. 30 |Col onbi a hi nush. i of . i | ET SCAN NMVAP -sS wi ndow 1024 1
151. 217. 177. 200|147. 237. 77. 234 hal ag.idf.il SERVER- WEBAPP DELETE at t enpt 1
151.217.178. 93 |147.237.77.121 e.navy.idf.il ET SCAN Potential SSH Scan 1
151. 217. 146. 30 |147.237.77.121 e navy.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 93 |147. 237. 76. 200 eitan aka. idf.il ET SCAN Potential SSH Scan 1
151. 217. 146. 30 |147. 237.76. 39 nobi | . nei tav. i df il ET SCAN Potential SSH Scan 1
151.217.178. 93 |147.237.76. 39 nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
151. 217. 146. 30 |147.237.72. 217 e.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 93 |147.237.72. 156 anan. i df.il ET SCAN Potential SSH Scan 1
151.217. 146. 30 [147.237.0.33 idf.il ET SCAN NMAP -sS w ndow 1024 1
151.217.178. 93 [147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
95.86. 106. 167  [147.237. 72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
151.217.178.93 |147.237.0.17 mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
80. 178. 143. 239 [147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
151.217.178. 80 |147.237.76. 34 yohal an. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
190. 249. 184. 162|147. 237. 76. 30 |Col onbi a hi nush. i of . i | ET SCAN NMAP -sS w ndow 3072 1
151.217.178.55 |147.237.77.19 lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
151.217.178. 93 |147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
151.217. 146. 30 |147.237.77.212 e. dover.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 93 |147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
151. 217. 146. 30 |147. 237. 76. 202 e.halag.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 93 |147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
151. 217. 146. 30 |147.237.76.34 yohal an.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 93 |147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
151.217. 146. 30 |147.237. 72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 93 [147.237.0.35 akaws. i df .i | ET SCAN Potential SSH Scan 1
114.112.90.54 |147.237.77.74 |China lawidf.il SERVER APACHE Apache SS error page cross-site scripting 1
151.217.178. 93 [147.237.0.33 idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address |Ste Signature
41.33.231.90 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpliant |Failed to handle connection data |nonitor |11
62.0.237.132 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19.85.9 I 'srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 85.9 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni tor |6
Sreanming Engi ne: TCP i i ssi
77.127.238.130 |Israel 147. 237. 72. 166 |aka. i of . i | mng tngine. Invalid segnent retransmssion. | 6
Inval i d Retransm ssion Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 [dover.idf . i Bl ock HTTP Non Conpl i ant |Failed to hand e comnection data |nenitor |6
: s SN retransnmit wth different .
184.88.31.132 |lhited Sates 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence vi ndow scal e monitor |6
85. 64. 97. 158 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
213.57.231.28 |lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
185.3.146.220 |l srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |4
195.34.150. 18  |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpliant |Feiled to handle connection data |nonitor |4
212.199. 251. 235|I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |4
5.102.254. 115 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |4
rean n ine: T i i ssi
109.64.0.139  [israel 147.237.72. 166 |aka. i f .11 Streamng Engi ne: TCP Invalid segnent retransmssion. g, 3
Inval i d Retransmission Packet dropped.
84.109. 176. 167 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |3
o Sream ng Engi ne: TCP TCP segnent out of naxi mum
151. 217. 177. 200 147.237.77. 234 |hal ag.i df . i Segnent Limit Enforcement |alloved sequence. Packet dropped. drop 3
212.199. 251. 235|I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber alert 3
84.109. 176. 167 |israel 147.237.77. 233 |atal i df il Bad TCP sequence StNretransmt with i fferent moni tor |3
wi ndow scal e
S reamng Engi ne: TCP i i ssi
82.81. 18. 93 I'srael 147. 237. 72. 166 |aka. i f . i mng tngine: 1 Invalid segnent retransmssion. g 3
Inval i d Retransnission Packet dropped.
Sreanming Engi ne: TCP i i ssi
2.54.5.10 I'sr ael 147. 237.77. 243 |nobi l e.i df .i1 mng tngine. 1 Invalid segnent retransmssion. | 3
Inval i d Retransm ssion Packet dropped.
S ream ng Engi ne: TCP i i ssi
31.168. 197. 242 | srael 147. 237. 72. 166 |aka. i f . i mng tngine: 1 Invalid segnent retransmssion. g 3
Inval i d Retransmission Packet dropped.
46. 19. 86. 23 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |3
Sream ng Engi ne: TCP i i ssi
2.54.180.142  |Israel 147. 237. 72. 166 |aka. i of . i | mng tngine. Invalid segnent retransmssion. g 3
Inval i d Retransmi ssion Packet dropped.
46.117.94.168 [l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
S reaning Engi ne: TCP i i Ssi
79.176.195.79 | srael 147.237. 72. 166 |aka. i df . i mng thgi nhe. Invalid segnent retransmssion. g, 3
Inval i d Retransmi ssion Packet dropped.
46.120. 168. 186 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber alert
84.109. 176. 167 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert
Pal esti ni an . . )
37.8.42.177  [Territory, 147.237. 77. 216 |dover. i of . i Bad TCP sequence SAXK retransmt with different | oo 2
) wi ndow scal e
Qccupi ed
80. 246. 139. 254 |l srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
5.29.72.209 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
46. 19. 86. 200 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
199.30.25.233 |Wnited Sates 147. 237. 77 226 | MW chamtz. aka. 1df |go 4 70p sequence SINAXK retransmt with different | oo |2
il w ndow scal e
151. 217. 177. 200 147.237.77. 234 |nal ag.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |2
46.120. 168. 186 [l srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid ACK nunber nmonitor |2
178.43.103.24 |Pol and 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpliant |Failed to handle connection data |nonitor |2
37.46.39. 179 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |2
46.121.229. 245 |l srael 147.237.72. 166 |aka. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
82.166. 74. 13 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d AGK nunber moni tor |2
46. 19. 86. 218 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |2
46. 19. 85. 81 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Invalid ACK nunber nmonitor |2
128.232.110.28 |United Kingdom [147.237.77.121|e.navy.idf.il Geo-l ocati on enforcenent |[Geo-location inbound enforcenent |drop 2
217.132. 106. 176|l srael 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpliant |Feiled to handle connection data |nonitor |2
Pal esti ni an
37.8.42.177 Territory, 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
Qccupi ed
S ream ng Engi ne: TCP i i ssi
132.73.81.226 |l srael 147. 237.77. 243 |mwbi l e, i f . i1 mng tngine: Invalid segnent retransmssion. g 2
Inval i d Retransnission Packet dropped.
199.30.25. 233 |Wited Sates 147. 237.77. 226 "f"l"“ha”atz' aka Tdf |loyN At ack SYN -> SYN-ACK -> Ti meout reject |2
. . SYNVACK retransmt with different .
82.81. 38. 205 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence wi ndow scal e monitor |1
151. 217. 177. 200 147.237.77. 234 |nal ag.idf. il Bad TCP sequence I'nval i d AGK nunber alert 1
184.105. 139. 72 |lhited Sates 147.237.76.42 [refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
14. 145. 255. 126 |Chi na 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
93.173.60. 12 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 7
176.13.21.253  [Israel 147.237.77. 243 |nobi | e. i df . i | ?}Lﬂf %T?’f’fs\icﬂaﬁicigncg]gg:ﬁs;wd in Bl ock 4
5. 29. 101. 253 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bl ock 3
46.118.155. 216 [Wkrai ne 147.237.77. 176 |nat pash. i df . i | Mil ti pl e Uhaut hori zed UR. Access from 46. 118. 155. 216 B ock 3
46.19. 85. 152 I srael 147.237.77.243|nobi | e. i df . i | Paraneter Type M ol ation Password i n nobil e.idf.il/sachar/login Bl ock 3
84.111.71.36 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode Bl ock 3
79.181.162.38 |[lIsrael 147.237.0.19 |nadimatal .idf.i||{Dstributed Suspicious Response Code B ock 2
157.55.39.178 |lhited Sates |147.237.76. 147 [chi nuch. aka. i df . i|Di stri buted Suspi ci ous Response Code_Cust om Tenpor ary Bl ock 2
176.13.10. 211 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
109. 253. 198. 206l srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
107.178.194.83 |Wited Sates [147.237.77. 216 |dover. i df . i | D stri uted g;;_t;g;gfﬂeﬂaﬁc_fpzn Bl ock 2
109. 160. 150. 67 |I srael 147.237.72. 166 |aka. i df . i | m”;‘:rii dﬁf?lg‘;;hﬁfsgccgr /fr:zrmsarchi ve. aspx Bl ock 2
204.13.200.200 [Uhited Sates [147.237.77.216 |dover . i df . i | D stri uted g;;_t;g;gfﬂeﬂaﬁc_fpzn Bl ock 2
149.78.84. 162 |Israel 147.237.72. 166 [aka.i df . i | Uhaut hori zed Method CPTIONS for v aka. i df.il/main/ sachar/ B ock 1
66.249. 66. 184 [Israel 147.237.72. 166 [aka. i df . i | Unhknown Paraneter 5¢f 35968 in aka.idf.il/news/ None 1
46.118. 155. 216 |Lkrai ne 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt Bl ock 1
204.13.200.200 [United Sates  [147. 237.77. 216 |dover . i df . i | b stri bt oc 1?;;};;2;;?&%&??:&” Bl ock 1
109. 65. 207. 174 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
85. 65. 19. 101 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None
54.172.166.23 |lLited Sates [147.237.77.170|maarachot.idf.il [URL is Above Root Drectory nmarachot.idf.il/../styl e/ shared/ie.css B ock

109. 253.156.0 |l srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt :?rc',fz‘f? , g‘eggrcyim s/ 1 st chi | ddocunent s/ 1465 Bl ock 1
46. 19. 85. 115 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
184.88.31.132 |lhited Sates |147.237.72.156|anan. i df .il Uhaut hori zed URL Access to list.ips.gov.il/list20050529. ht m Bl ock 1
2.52.17.114 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
80.246.139. 95 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
149. 78. 196. 152 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.78.159 |[lIsrael 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
207.46.13.157 |Lhited Sates |147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to www navy. i df.il/sachar B ock 1
109. 66.99. 130 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
37.26.148.253 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
176.13.22.241 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
85. 65. 236. 59 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.182.65.239 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
171.25.193.78  |Sweden 147. 237.77. 216 |dover . i df . i | D stri bt oc 1?;;};;2;;?&%&??:&” Bl ock 1
66.249.64.51  |Israel 147.237.76.42 |refuah.idf.il ﬂ?ftzgg_r;g_ejyﬁ‘p ;Coizsg;/?i | es 212662, pg Bl ock 1
198.135.0.233 |Uhited Sates |[147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/894-en/ i df gdover. aspx B ock 1
2.52.132.29 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
176.13.15.6 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
84.109. 176. 167 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
151. 217. 177. 200 147.237.77.234|hal ag. i df . i | Abnornal |y Long Request request version Bl ock 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin vww i df .i|/1362- he/ dover. aspx  |B ock 1
46.118. 155. 216 [Wkrai ne 147.237.77. 176 |mat pash. i df . i | Unhaut hori zed URL Access to www cogat.idf.il/xnirpc. php B ock 1
208.184.112.74 |United Sates [147.237.77. 216 |dover. i df .i | D stri utec 1?;;}:%;;?&%&?221;” B ock 1
89.138.180.28 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/https:/wwvidf.il/ Bl ock 1
37.142.64.92 | srael 147.237.72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
180. 76. 15. 30 Chi na 147. 237. 76. 147 [chi nuch. aka. i df . i|D stributed Suspici ous Response Code_Qust om Tenpor ary Bl ock 1
80.179.119.22 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
174.59.187.72 |Uhited Sates |[147.237.77.216|dover.idf.il PHP Attenpt B ock 1
109. 253. 200. 93 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
66.249.64.56  |Israel 147.237.76.42 |refuah.idf.il ?Z?“tzg?_r;éefz/i?‘p :’Sctcoerzz et/‘f’i | es/ 13141, p Bl ock 1
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