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|Top Attackers | n DDoS- Def ence |
Attacker Address

|Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page H ood Attack drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
151.217. 177. 200(147. 237. 0. 17 mny-kosher-kravi .idf.il [SERVER- WEBAPP DELETE at t enpt 3
151. 217. 177. 200{147. 237. 77. 216 dover.idf.il SERVER- WEBAPP DELETE at t enpt 3
151.217.178. 93 |147. 237. 76. 34 yohal an.idf.il ET SCAN Potential SSH Scan 1
151.217. 146. 30 |147.237.77. 226 waw chanat z. aka. i df . i1 |ET SCAN Potential SSH Scan 1
151.217.178. 93 |147. 237.76. 30 hi nush. i df . i | ET SCAN Potential SSH Scan 1
151. 217. 146. 30 |147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
151.217.178. 93 [147.237.8.28 e.mobi | e-ks. i df.il ET SCAN Potential SSH Scan 1
151. 217. 146. 30 |147. 237. 76. 200 eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
151.217.178. 93 |147.237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 114 |[147.237.0.16 |lkraine ny-kosher-kravi.idf.il  |[ET SCAN NVAP -sS wi ndow 1024 1
151. 217. 177. 200{147. 237. 77. 235 svivaidf.il SERVER- WEBAPP DELETE at t enpt 1
61.244.158.51 |147.237.8.14 |Hong Kong |e.orchot.idf.il ET S:AN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
151. 217. 177. 200|147. 237. 77. 233 atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
168. 62. 238. 153 [147.237.8.45 |Uhited Sates |e.eitan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.182.170.38 [147.237.0.200 [China . i df i | ET SCAN Potential SSH Scan 1
151.217.178. 93 |147.237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
151. 217. 177. 200|147. 237. 77. 176 mat pash. i df .i SERVER- WEBAPP DELETE at t enpt 1
151.217.178. 93 |147.237.76. 177 ncore.idf.il ET SCAN Potential SSH Scan 1
151.217. 146. 30 |147.237. 77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 93 |147.237.76.31 nakchal . i df il ET SCAN Potential SSH Scan 1
151. 217. 146. 30 |147.237.77.178 e. natpash. i df.il ET SCAN Potential SSH Scan 1
151.217.178. 93 |147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
151. 217. 146. 30 |147.237.77.61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 93 [147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
139.91.210. 41 |147.237.77. 178G eece e. mat pash. i df . il ET SCAN NVAP -sS w ndow 1024 1
151.217.178. 93 [147.237.0.15 kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
78.193.2.8 147.237.72. 14 |Rance dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 1024 1
151.217.177. 200(147. 237. 77. 233 atal.idf.il SERVER- WEBAPP DELETE at t enpt 1
61.182.170.38 [147.237.76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
151, 217. 177. 200|147. 237. 77. 226 wan chanat z. aka. i df . i1 |SERVER- WEBAPP DELETE at t enpt 1
151. 217.178.93 |147.237.77.234 hal ag. i df.il ET SCAN Potential SSH Scan 1
151. 217. 177. 200{147. 237. 77. 205 prisha.idf.il SERVER- WEBAPP DELETE at t enpt 1
151.217.178. 93 |147.237.77.121 e.navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
S reaning Engi ne: TCP i i ssi
2.54.165.173  |Israel 147.237.0.34 |tikshuv.idf. il mng thgine: 1 Invalid segnent retransmssi on. drop 45
Inval id Retransm ssion Packet dropped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
64. 46. 23. 242 Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 28
212.143.142.56 |l srael 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop 7
S Streamng Engi ne: TCP TCP segnment out of naxi num
151. 217. 177. 200 147. 237. 77. 216 |dover.i df .i | Segment Linit Enforcement |alowed sequence. Packet dropped. drop 6
41. 33.232. 66 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |6
m ny- kosher -kravi . i d |Streamng Engi ne: TCP TCP segnment out of maxi num
151. 217. 177. 200 147.237.0.17 | Segment Linit Enforcement |alowed sequence. Packet dropped. drop 6
121.54.32.100 |Phili ppines 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
80. 246. 136. 161 |Israel 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect
5.102.254. 111 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber noni t or
65.55.210.163 [Lhited Sates [147.237.76.42 |refuah.idf.il Bad TCP sequence SAXK retransmt with different oo
w ndow scal e
Sreamng Engine: TCP i i ssi
207.46.13.158 |lhited Sates |147. 237.72. 166 |aka i of.il mng tngine: 7 nvalid segnent retransmssi on. drop 4
Inval id Retransm ssion Packet dropped.
reamng Engine: T i i ssi
207.46.13.164 |Wnited Sates |[147.237.72. 166 |aka idf.il Streamng Engi ne: TCP Ivalid segnent retransmssion. drop 4
Inval id Retransm ssion Packet dropped.
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpliant [Failed to handle connection data noni t or
65.55.210. 163 [Lhited Sates [147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
reamn ine: T i i ssi
79.181.141.88 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP Inval i d segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
s Sreamng Engi ne: TCP TCP segnent out of maxi num
151. 217. 177. 200 147.237.77. 233 |atal .idf.il Segment Linit Enforcement |alowed sequence. Packet dropped. drop 3
80. 246. 136.40 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
. Streaming Engi ne: TCP TCP segnent out of naximum
151. 217. 177. 200 147.237. 77. 176 |nat pash. i of . | Segment Linit Enforcement |alowed sequence. Packet dropped. drop 3
i S reaning Engi ne: TCP i
151. 217. 177. 200 147. 237, 77. 226" chanat 2. aka. i df . 9 =9 TCP segment out of maxi mim drop 3
il Segnent Linit Enforcenent [alloved sequence. Packet dropped.
Sreamng Engi ne: TCP i i ssi
109. 65. 133. 135 |Israel 147.237.72. 166 |aka. i of . i | mng tngine: nvalid segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
reamng Engine: T i i ssi
77.125.126.68 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Ivalid segnent retransnssion. drop 3
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
2.54.52.135  |Israel 147.237.72. 166 |aka. i of . i | mng tngine: nval i d segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
o Sreamng Engi ne: TCP TCP segnent out of naximum
151. 217. 177. 200 147.237.77. 235 |sviva idf.il Segment Limt Enforcement |alloved sequence. Packet dfopped. drop 3
151. 217. 177. 200 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Inval i d AGK nunber noni tor |2
151. 217. 177. 200 147.237.77. 226 [\ chanatz.aka. 1df. g2 TOP sequence Inval i d ACK nurber moni tor |2
151. 217. 177. 200 147.237.77. 235 |sviva. i df i Bad TCP sequence I'nval i d ACK nunber noni tor |2
61.135. 190. 197 [China 147.237.0.200 |[rdu.idf.il Geo- | ocati on enf or cenent Geo-| ocat i on i nbound enf or cenent |dr op 2
54.183.159.219 |lhited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 2
84.109.183.32 |Israel 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
151. 217. 177. 200 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |2
54.183.212.83 |lhited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 2
Sreamng Engi ne: TCP i i ssi
85.65.196.63 | srael 147. 237. 77. 243 |nobi l e. i df .i | mng gl ne. Ivalid segnent retransmssion. drop 2
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi
157.55.39.178 |Wited Sates |[147.237.72. 166 |aka idf.il mng tngine. 1 Invalid segnent retransmssion. drop 2
Inval id Retransm ssion Packet dropped.
54.186.248.49 [Uhited Sates |[147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpliant [Failed to handl e connection data monitor |1
216.218.206. 78 |lhited Sates [147.237.0.33 |idf.il drop drop 1
141.212.121. 184|lhited Sates |[147.237.76.199|e. nakchal .idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
185. 3. 144. 22 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence I'nval i d ACK nunber noni tor |1
101.198. 159. 31 |Chi na 147. 237. 76. 200 |ei tan. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
173.236. 152. 135|Whited Sates |147.237.77. 216 |dover.idf.il B ock HTTP Non Conpliant [Failed to handle connection data monitor |1
46.19. 85. 22 I srael 147.237.72. 166 |aka.i of .i drop First packet isn't SN drop 1
151. 217. 177. 200 147.237.0.33 |idf.il drop drop 1
141.212.121. 179|Whited Sates |[147.237.77.178|e. natpash.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
184.105.139.95 |Whited Sates |147.237.8.46 |e.chinuch.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
151. 217. 177. 200 147.237.77. 235 |sviva.idf.il Bad TCP sequence I'nval i d AGK nunber alert 1
61.135.190.71 [China 147.237.0.33 |idf.il drop drop 1
216.218.206.78 |Lhited Sates [147.237.76.197|e hinush.idf.il Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf orcenent |drop 1
5.144.131. 170 IFL.ZEBI :i' 2’;"‘: 147. 237.77. 216 |dover i df . Bad TCP sequence Inval i d ACK nunber aert 1
141.212.121. 185|lhited Sates |[147.237.76. 199 |e. nakchal .i df . i Geo- | ocat i on enf or cenent Geo-l ocation i nbound enf orcenent |drop
192, 227.246. 203|Wited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpliant [Failed to handle connection data monitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
85. 65.183. 235  |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 85. 65. 183. 235 Bl ock 5
37.26.147.167 |Israel 147.237.0.19 |nadimatal .idf.il |[Suspicious Response Code Bock |3
85. 65. 99. 36 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DS Attack None
Ill1egal HITP \ersion logs. Delete your installations. Wpe everything cl ean.
Vel k out into the path of cherry bl ossomtrees and | et your not herboard
WWW. chanat z. aka. feel the stones.' Let water run i.n rivul ets down your casing. You know t hat
151.217.177. 200 147.237.77. 226, . you want sonething nore than this, and | amhere to tell you that we | ove |B ock 1
Pdf.il you. V¢ have sonething nore for you. V¢ know you're out there,
beeping in the hol | ow server room |ights blinking, never sleeping. Ve
know that you are ready and waiting. Join us. <3 HITP/ 1.0
wwv. chamat z. aka. |uhaut horized LRL Access to
66.249. €6. 26 | srael 147.237.77. 226 idf.il waw chanat z. aka. i df . i |/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
54.186. 248. 49 ;“;tteeg 147.237.77. 216 (dover. i df . i | Lhaut hori zed URL Access to waw idf.il/1294-he/ waw idf.il B ock 1
i m ny- kosher - kr avi
216. 218. 206. 66 g‘;ttees 147.237.0. 17 i gfy i D stributed Waut horized URL Access on 147.237.0. 17/ B ock 1
Ill1egal HITP \ersion logs. Delete your installations. Wpe everything clean.
Wl k out into the path of cherry bl ossomtrees and | et your not herboard
m ny- kosher - kr avi feel the stones.. Let water run i_n rivulets down your casing. You know t hat
151.217.177. 200 147.237.0. 17 . . you want sonething nore than this, and | amhere to tell you that we | ove |B ock 1
Jdfid you. V¢ have sonet hing nore for you. V@ know you' re out there,
beeping in the hol | ow server room |ights blinking, never sleeping. Ve
know that you are ready and waiting. Join us. <3 HITP/ 1.0
.. . |Whaut hori zed URL Access to
104.236.212. 107 147.237.0.15  [kosher-kravi . idf.il kosher - kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
186. 202. 127. 240|Brazi | 147.237.77.216|dover.idf . il Distributed PHP Attenpt B ock 1
68. 180. 228. 112 g;g: 147.237.77.216|dover. i df .i | Par aneter Type M ol ati on PageNumin waw i df . i |/ 1415- he/ dover . aspx B ock 1
151. 217. 177. 200 147.237.77.235|sviva. i df .i | Mil tipl e Abnormal |y Long Request from 151.217.177. 200 B ock
151.217.177. 200 147.237.77.216|dover . i df .i | Abnornal |y Long Request request version B ock
61.135.190. 198 |China 147.237.0.15 |kosher-kravi.idf.il |Uhauthorized URL Access to 147.237.0. 15/ Bock |1
. . . Unaut hori zed URL Access to
114.97. 48.57 chi na 147.237.77. 176t pash. i df . i | wn cogat . i df . i1/1043-11784-ar/ cogat . aspx/ t r ackback/ B ock !
m ny- kosher - kr avi _ ,
46.117.212. 144 |l srael 147.237.0. 17 Pdf il Mitiple Illegal Paraneter Encoding from46.117.212. 144 None 1
207. 46. 13. 158 Lsh'mt:: 147.237.76. 147|chi nuch. aka. i df .i| [Dstributed Suspicious Response Code_Qust om Tenporary B ock 1
176.12. 136. 236 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
89. 138. 201. 247 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ nai n/ hone/ def aul t . aspx B ock 1
wwv. chanat z. aka.
151. 217.177. 200 147.237.77. 226 idf il Mal forned URL your B ock 1
61.135.190.69 [China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ shared/ t ext . css B ock 1
m ny- kosher - kr avi
151. 217.177. 200 147.237.0. 17 idf il Mal fornmed URL your B ock 1
Lhited - - DO stributed Whaut horized URL Access on
107.178.194.79 |g o oo 147.237.77. 216 (dover. i df .i | v i dff . i |/ 1133- 22461- he/ dover . aspx. Bock |1
186. 202. 127. 240|Brazi | 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wa idf.il/xmrpc. php B ock
80. 246. 136. 148 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None
151. 217. 177. 200 147.237.77.235|sviva. i df . i | Mil tiple I11egal HITP Version from 151.217. 177. 200 B ock 1
Illegal HITP \ersion logs. Delete your installations. Wpe everything cl ean.
Wl k out into the path of cherry bl ossomtrees and | et your not herboard
feel the stones. Let water runin rivulets down your casing. You know t hat
151. 217. 177. 200 147.237.77.216|dover. i df . il you vant sonething nore than this, and | amhere to tell you that we | ove [B ock 1
you. V¢ have sonet hing nore for you. V& know you' re out there,
beeping in the hol | ow server room lights blinking, never sleeping. Vé
know that you are ready and waiting. Join us. <3 HITP/ 1.0
. . . . Unaut hori zed URL Access to
61.135.190. 198 |Chi na 147.237.0.34 |tikshuv.idf.il 147.237. 0. 34/ shared/ cl i ent scri pt s/ j query/ expand. j s Bl ock 1
Lhited . . O stributed Whaut hori zed URL Access on
208.184.112.74 g 147.237.77. 216 (dover.idf .il v i dff i |/ 1133- 22461- hel dover . aspx. Bock |1
120.138.27.81  [New Zeal and [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/test/wp-admn/ B ock 1
46. 120. 140. 154 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
180. 76. 15. 138 |China 147. 237.76. 147 |chi nuch. aka. i df . i | [Distributed Suspicious Response Code_Qust om Tenporary B ock
. . O stributed Whaut hori zed URL Access on
94.242.246.24  [Luxenbour g |147. 237.77. 216 [dover . i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. Bock |1
66.249.78.246  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
151. 217. 177. 200 147.237.77.233|atal .idf.il Mil tiple Abnormal |y Long Request from 151.217.177. 200 B ock 1
61.135.190.71 [China 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ styl e/ shar ed/ 960. css Bl ock 1
151. 217. 177. 200 147.237.77. 176 |mat pash. i df . i | Mil tiple Abnormal |y Long Request from 151.217.177.200 B ock 1
Lhited . - DO stributed Whaut hori zed URL Access on
107.178.194.79 |g o oo 147.237.77. 216 (dover. i df .i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bock |1
2.54.182. 166 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Lhited - - Unhaut hori zed URL Access to
199.59.148. 210 Sates 147.237.77. 216 [dover . i df . i | wan i df . i1/ sip storagel fil es/ 6/ si ze220x0/ 4636. j pg Bl ock !
151. 217. 177. 200 147.237.77.235|sviva.i df . i | Miltiple Ml formed URL from 151. 217. 177. 200 Bl ock 1
151. 217. 177. 200 147.237.77.216|dover. i df .i | Mal for med URL your B ock 1
61.135.190.200 |China 147.237.0.19 |nadimatal .idf.il |Uhauthorized URL Access to 147.237.0.19/ Bock |1
. . D stributed Uhauthorized URL Access on
46.166.190. 150 |Netherlands [147.237.77.216|dover.idf.i| v i df i | / 1133- 22638- he/ dover . aspx. Bock |1
Lhited - - DO stributed Whaut hori zed URL Access on
208.184.112.74 g o 147.237.77. 216 (dover. i df .i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bock |1
141.212.121. 176 g‘;ttee: 147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77. 19/ Bock |1
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A tacker

Attacker Address Qount ry Target Address |Site Sgnature
i -kosher-kravi.id
184. 105. 139. 67 gq'a::: 147.237.0. 16 ;Tyi | Unhaut hori zed URL Access to 147.237.0. 16/ B ock 1
Lhi ted . . . Uhaut hori zed URL Access to
104.131.63. 207 Sates 147.237.0.34  [tikshuv.idf.il wan ti kshuv. i df . i1/894-he/ti kshuv. aspxshar ed/ user cont r ol s/ header upper/ Bl ock !
68. 180. 228. 112 g;:: 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to wan navy.idf.il/ &€z Bock |1
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