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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 803
66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
66. 249. 78. 159 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 7
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Uhder Attack Con Htp drop 1
41.107. 39. 20 Ageria 147.237.77. 216 dover.idf.il DCs- HTTP-fi ref | ood dest - reset 1
173. 252. 73. 106 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 1
151.217.178. 80 147.237.76. 38 eeneitav.idf.il |Block Wdp All Nets drop 1
192. 185. 4. 15 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount

198. 20. 69. 74 Lhited Sates 147.237.8.27 e.nmadimatal .idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
151.217.178.86 |147.237.77.19 lawforumidf.il[ET SCAN Potential VNC Scan 5900- 5920 2
151.217.178.86 |147.237.76.198 e.yohal an.idf.il[ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178. 86 |147.237. 76. 196 esvivaidf.il [ET SCAN Potential WNC Scan 5900- 5920 1
104. 219 23810 |147. 237 77. 235 svivaid il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

64.38.133.137 [147.237.77.176|Wited Sates |matpash.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
190. 249. 184. 162|147. 237. 76. 196 |Col onbi a esvivaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
151.217.178. 86 |147.237. 76. 201 eata.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178. 86 |147.237. 76. 197 ehinush.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
151. 217. 62. 153 |147.237.77. 170 near achot . i of .i | [ET SCAN Pot ential VNC Scan 5900- 5920 1
104.131.21.39 |147.237.76.34 [Wited Sates |[yohalan.idf.il |ET SCAN NMAP -sS w ndow 1024 1
190. 249. 184. 162|147. 237. 76. 196 |Col onbi a esvivaidf.il [ET SCAN NVAP -sS wi ndow 3072 1
151.217.178. 86 |147.237.77. 74 lawidf.il ET SCAN Potential WNC Scan 5900- 5920 1
151. 217.178.86 |147.237.76. 202 e.haagidf.il [ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
178. 140. 107. 135|7USSI & 147.237.77. 233 |atal .i df i dro Frst packet isn't SN dro 53
) ) ) Federation ) o o P pac P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 35
) . . SYWNretransmt wth different .
41.107. 39. 20 Ageria 147.237.77. 216 |dover.i df .i | Bad TCP sequence . nonitor |29
wi ndow scal e
46. 73. 226. 202 RJSfia” 147.237.77. 233 |atal . i df .l drop First packet isn't SWN drop 15
. 73. 226. cation . 237.77. Jidf.
46. 19. 86. 54 | srael 147.237.72. 167 |i shurimaka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 8
Sreaning Engine: TCP Invalid i i ssi
109. 253. 145. 1121 sr ael 147. 237.77. 243 |mobi l e o i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 6
reanmn ine: TCP Invali i i ssi
46.19.85.180  |Israel 147. 237. 77. 243 |nobi | e. i of . i Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 210 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |5
46. 19. 85. 210 I srael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
Russi an S -
46. 147. 228. 210 ration 147.237.77. 233 |atal .idf.il drop Frst packet isn't SN drop 4
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |lnited Qates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
reanming BEngine: TCP Invali i i ssi
212.143.91. 134 | srael 147.237.77. 243 |robi L e. i of .1 Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 4
Ret ransni ssi on Packet dropped.
Russi an D Streaming Engine: TCP Inval i d |invalid segnent retransnission.
141. 8.132. 112 ration 147.237.72. 166 |aka. i df.i | Ret 1 ansni ssi on Packet dr opped. drop 3
95.28.77.171 RJSS::{} o 147.237.77. 233 |atal .i df il Bad TCP sequence Invalid ACK nunber aert 3
Sreaning Engine: TCP Invalid i i ssi
79.180. 224. 224 i srael 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
95.28.77.171 RJSS::t”ion 147.237.77. 233 |atal .i df il Bad TCP sequence Invalid ACGK nunber monitor |3
118. 173. 129. 101 |Thai | and 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 3
95.28.77. 171 F“SS;:I”ion 147.237.77. 233 |atal .idf .l Bad TCP sequence Invali d sequence nunber nonitor |3
Sreaning Engine: TCP Invalid i i ssi
79.177.226.97 |israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
95.28.77. 171 R‘F Sf:;”ion 147.237.77. 233 |atal .idf .l SYN At t ack SYN -> SYN-ACK -> Tineout |reject 3
Sreaning Engine: TCP Invalid i i ssi
82.81.5.123 I srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.180.28.195 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.
192.185. 4. 15 Lhited Sates |147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
Lhi ted S . Geo- | ocati on i nbound
128.232.110.28 | ngdom 147.237.76. 196 |e.sviva i df.i| Geo- | ocati on enf or cenent enf or coment drop 2
54.72.73. 168 Irel and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
66.249. 93. 18 Wited Sates |147.237.76.42 (refuah.idf.il Drectory Traversal directory traversa overflow noni t or
Russi an P -
95.28.77.171 Federat i on 147.237.77.233|atal .idf.il dr op First packet isn't SWN drop 2
185.3.144. 143 |l srael 147.237.72. 166 |aka.i of .i Bad TCP sequence I'nval i d AGK nunber monitor |2
46. 19. 85. 45 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber nonitor |1
84.228. 62. 26 | srael 147.237.72. 166 |aka. i df il drop First packet isn't SN drop 1
173.252.90.229 |Wited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence I'nval i d ACGK nunber monitor |1
66. 249. 93. 21 I srael 147.237.76.42 |refuah.idf.il Drectory Traversal directory traversal overflow noni t or 1
169.229.3.91  |wited Sates [147.237.72.217|e.idf. il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
50.63.197. 105 [Uhited Sates |147.237.77. 216 |dover.idf.il B ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
173.252.73.106 |Uhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert
66.249.78.173 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[alert 1
141.212.122. 221|Wited Sates  |147.237.77. 226 "LI"‘IW chanatz. aka. 1df o At t ack SYN -> SYN-ACK -> RST rej ect 1
Russi an . . . )
46. 73. 226. 202 er ati on 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber nonitor |1
46. 19. 85. 109 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
87.69.1. 215 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber alert 1
173.252.90.229 |[Uhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
2.52.21.3 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
67.52.118.182 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
169. 229. 3. 91 Lhited Sates |147.237.76.86 |navy.idf.il drop SAMrule drop 1
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
141. 8.183. 16 R‘F Sf:;”ion 147. 237.77. 176 |nat pash. i cf . | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
46. 19. 86. 90 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence I'nval i d AGK nunber monitor |1




12-30-2015-02:04:01 to 12-30-2015-03:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.179.191. 187 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 71
140. 180. 248. 103|thited Sates [147.237.76. 147 [chi nuch. aka. i df . i|Distribut ed Suspi ci ous Response Code_Qust om Tenporary B ock 4
95.90. 251. 149  |Ger many 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 3
212.143.91.134 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66. 249. 66. 61 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
46.19. 85. 180 I srael 147.237.77.243|nobi l e.idf . i | D stributed Suspici ous Response Code B ock 2
157.55.39.178 |Uited Sates |147.237.76. 147 |chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
109. 253. 194. 74 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
197.242.94.250 |South Africa |147.237.77.216|dover.idf .il Distributed Waut hori zed URL Access on v i df . i|/xnmrpc. php B ock 1
68.180.229.31 |lhited Sates |147.237.76.147|chi nuch. aka. i df . i|Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 66. 55 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
180. 76. 15. 22 Chi na 147.237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
41.107.39. 20 Ageria 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
114.97.48.57  |hina 147.237.77. 176 |nat pash. i df . i | m“tcgg;' zed (R fgggs;e/tfogat aspd L rackback! Bl ock 1
91.185. 112. 149 147.237.77.216|dover . i df . i Distributed Whaut hori zed LRL Access on waw i df . il/xmrpc. php B ock 1
213.57.29.4 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method CPTI NS for waw aka. i df . i | / mai n/ sachar/ Bl ock 1
66.249.78.159 |l srael 147.237.77.216|dover.idf.il Dstributed Whaut horized URL Access on waw idf.il/error.htm B ock 1
186. 202. 127. 238|Brazi | 147.237.77.216|dover . i df . i Ostributed PHP Attenpt B ock 1
150.70.173.52  [Japan 147. 237.77. 216 |dover . i df . i | D stri outec 1ngf:§g;§?ﬂe%v§‘f?§p£” Bl ock 1
50. 87. 221. 60 Uited Sates |[147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock
31.44.136.238 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter usg in waw aka. i df.il/mai n/ har edi ni f ag. aspx None 1
109. 65. 150. 141 |Israel 147.237.77. 216 |dover . i df . i | ?‘:'Otr:]plloeg_':;! "l“ISdOt.th' fwi dth Uhi code Encoding on URL/ Par aret er (+) Bl ock 1
204.13.200.200 |Uited Sates |147.237.77. 216|dover . i df . | w111 1155, 29461 el dver e B ock 1
66. 249. 66. 61 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
180. 76. 15. 34 Chi na 147.237. 76. 147 |chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46. 19. 85. 45 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
95.90. 251. 149  [Ger many 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Qonnection - sigal gs DoS Attack None 1
186. 202. 127. 238|Brazil 147.237.77.216|dover.idf .il Distributed Waut hori zed URL Access on v i df . i|/xmrpc. php B ock 1
66.249.78.230 | srael 147. 237.77. 243 |nobi | e. i df . i | %;ult : ?rd'fz‘f? | t:_egpgrcyisem(;tes/l <t ohi | ddocunent s/ 1750 B ock 1
Uhaut hori zed URL Access to
157. 55. 39. 44 Lhited Sates |147.237.77.74 |lawidf.il wan | aw i df . i1/tenpl ates/tenpl at econt rol s/ news/ xaexxa x'x" x"xzxce Bl ock 1
X?X"
50. 87. 221. 60 Uhited Sates |[147.237.77.216|dover.idf.il Distributed Waut hori zed URL Access on v i df . i|/xmrpc. php B ock
31.44.136.238 |lsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter ved in ww aka. i df . i |/ mai n/ har edi ni gener al . aspx None
109.201.152. 27 [Netherlands  |147.237. 77. 216 |dover . i df . i | D stri utec ll‘f;;_t;g;gfﬂe%vi‘fisp;” Bl ock 1
207. 46. 13. 62 Wited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock
79.180. 140.5 I 'srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock
184. 168. 200. 187|Uhited Sates |[147.237.77.216|dover.idf .il Ostributed PHP At tenpt B ock
150.70.97.85  [Japan 147. 237.77. 216 |dover . i df . i | b stri bt oc 1?;;};;25?&%&?22;" Bl ock 1
195. 154. 226. 90 |France 147.237.77.216|dover . i df . il Dstributed I11egal HITP \ersion B ock 1
66.249. 78.246 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66. 249. 66. 6 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx  |B ock 1
37.46.230.203 |Wkraine 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/sitelgeneral . aspx B ock 1
109. 201. 154. 219|Nether| ands 147, 237. 77. 216 |dover . i df . i | D stri buted 1?;;}:;2;;?&%&??:&" B ock 1
208.184.112.74 [United Sates |147.237.77.216|dover . i df . i | D stri outec 1?3?;}2%;??1.3%&?2?&“ Bl ock 1
85.93.91. 84 Ger many 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/894-en B ock 1
66.249. 78.104 |l srael 147.237.72. 166 |aka. i df . i | Distributed Unhaut horized URL Access on 147.237. 72. 166/ B ock 1
184. 168. 200. 187|lnited Sates [147.237.77.216|dover.idf .il Dstributed Lhaut hori zed LRL Access on waw i df . il/xnrpc. php B ock 1
150.70.97.85  [Japan 147. 237.77. 216 |dover . i df . i | D stri buted Eggfgggggﬂeﬁvﬁc_f:pﬁn Bl ock 1
50. 87. 60. 110 Lhited Sates |[147.237.77.216|dover.idf.il Dstributed PHP At enpt B ock 1
107.178.194.83 |Wited Sates |[147.237.77.216 |dover. i df . il D stri buted lT;;f;g;gfﬂe%g‘ffsp;” Bl ock 1
197.242.94.250 [South Africa |147.237.77.216|dover.idf.il Dstributed PHP At enpt B ock 1
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