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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
105. 109. 88. 160 Ageria 147.237.77. 216 dover.idf.il |HTTP-M SG Acuneti x- U | dest - r eset 4
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 78. 15 147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
109. 235. 254. 181|147. 237. 72. 166 [Tur key aka.idf.il ET SCAN NVAP -f -sS 1
o ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
80.82.78.8 147.237.0.33 |Netherl ands idf.il . . 1
Potential Scan or Infection
168. 62. 238. 153 |147.237.72.166 |Lhited Sates [aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
62. 75. 236. 76 147.237.0.16  |Ger many ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
151.217.178. 86 |147.237.76. 38 eeneitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
151.217.178.86 [147.237.8.50 e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
151.217.178.86 [147.237.0.34 tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
151.217.178.86 |147.237.0.17 mny-kosher-kravi.idf.il [ET SCAN Potenti al VNC Scan 5900- 5920 1
118. 68. 29. 67 147.237.76. 34 [\ et nam yohal an. i df . il ET SCAN NVAP -f -sS 1
196.47.173.21 |147.237.76.39 |Qte Dlvoire [nobile. neitav.idf.il ET SCAN NMAP -sS wi ndow 3072 1
109. 235. 254. 181|147. 237. 72. 166 [Tur key aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
196. 47.173.21 |147.237.76.39 |Qte Dlvoire |nobile. neitav.idf.il ET SCAN NVAP -f -sS 1
80. 82. 79. 104 147.237.77. 61 |Net her| ands e cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 197 [Chi na e. hinush.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
151.217.178.86 |147.237.77.212 e. dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
151.217.178. 86 [147.237.8.50 e tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
151.217.178.86 |147.237.8.14 e.orchot.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
151.217.178.86 [147.237.0.19 nadi matal .idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
118. 68. 29. 67 147.237.76. 34 [\ et nam yohal an.idf.il ET SCAN NMAP -sS wi ndow 2048 1
109. 235. 254. 181|147. 237. 72. 166 [Tur key aka.idf.il ET SCAN NVAP -sS w ndow 2048 1
196.47.173.21 |147.237.76.39 |Qte Dlvoire [nobile. neitav.idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231.90 Egypt 147.237.77. 216 |dover . i df .i | drop SAMrule drop 36
Sreaning Engine: TGP Invalid ' i ssi
213.57.177. 143 |israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19.85.175  |Israel 147.237.77. 243 |robi L e. i of . i1 Streamng Engine: TCP I nval i d invalid segnent retransnissi on drop 12
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
80. 246. 136. 182 I srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.182.12.40  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP I nval i d invalid segnent retransnissi on drop 9
Ret r ansm ssi on Packet dropped.
46. 19. 86. 54 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
41. 33.232. 66 Egypt 147.237. 77. 216 [dover. i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
Sreaning Engine: TCP Invalid ' i ssi
80. 246. 136. 142 || srael 147.237.77. 243 |mbile.i o i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
2.54.162.137  |israel 147.237.77. 243 |robi L e. i of . i1 Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109.64.129.34  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
157.55.39. 142 |Uited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
. ) SYNtAXK retransmit with .
213.57.128. 163 |lsrael 147.237.72. 166 |aka. i df . il Bad TCP sequence di fferent v ndow scal e noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |4
Sreanming Engine: TCP Invalid i i SSi
157.55.2.138  |Wnited Sates |147.237.76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dr opped.
Anonynous . . . .
8.37.227.69 Pr oxy 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Response out of state noni t or 4
213.57.128. 163 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
Sreaning Engine: TGP Invalid ' i ssi
207.46.13.118 |United Sates |147.237.77. 243 |nobile.idf i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.182. 105. 173 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Inval id invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
Anonynous S . .
8.37.227.70 Proxy 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Response out of state noni t or 3
reaming BEngine: TCP Invali i i ssi
82.81.11.155 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP I nval i d invalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.
Russi an D Streamng Engine: TCP Invalid [invalid segnent retransmission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TQP Invalid i i ssi
66.249.78.230 |Wnited Sates |147.237.77.243|nobile.idf.il g =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
109. 160. 204. 227l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |2
185.32.179. 191 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Tineout [reject 2
70.39.186.218 |Satellite Provid{147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 2
71.82.189.216 |Uited Sates |147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
46.19. 85. 111 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |2
128. 232. 110. 28 LKJ?'r:gegom 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tineout [reject 2
5.29. 143. 130 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |2
Sreaning Engine: TQP Invalid i i ssi
176.13.11.105 |Israel 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
185.3.144.8 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |2
Sreaming Engine: TGP Invalid i i ssi
66.249.64.75 |lnited Sates |147.237.76.200 [eitan. aka. idf.il 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
109. 160. 204. 227|I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber aert 2
141.212.121. 189|Wited Sates |147.237.8.28 |e.nobile-ks.idf.il Geo- | ocati on enf or cenent gﬁ?;'rgzi'nfn i nbound drop 1
5.29.127.12 I srael 147. 237. 72. 156 |anan.i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates |147.237.77.234|halag.idf.il drop SAMrul e drop
141.212.121. 178|Wited Sates [147.237.0.33 |[idf.il drop drop
86. 176. 225. 63 LKJ?'r:gegom 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates |147.237.76.177 |ncore.idf.il drop SAMrul e drop 1
141.212.121. 190|Wnited Sates [147.237.8.28 |emobile-ks.idf.il  |Geo-1ocation enf or cenent Sﬁ?o'r;ﬁ?;no” t nbound drop 1
5.29.143. 130 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber aert 1
117.197. 244. 183|India 147.237.77. 176 |nat pash.i of . i | B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |1
210. 44. 144. 110 |China 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176.13.6. 31 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |1
54.176.195.13 |Lhited Sates |147.237.77.216 |dover.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |1
169.229.3.91 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il dr op SAMrul e drop 1
24.218.80. 94 Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212.121. 179|Wited Sates [147.237.0.33 |[idf.il drop drop 1
2.54.26.3 I srael 147. 237, 77. 226 | "W chamat z. aka. i df \qyn af ¢ ack SYN -> SYN-ACK -> Tineout |reject 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Acti on ‘Count
213.57.177. 143 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
80. 246. 136. 182 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Qode B ock 3
46.19. 85. 175 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 3
109. 160. 204. 227|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs DoS At ack None 2
] - . Distributed Uhaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover . i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
95. 86.103. 240 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
; . . Distributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover.idf . il v i dff . i |/ 1133- 22638- hel dover . aspx. Bock |2
94.159.231.20 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
46. 19. 85. 111 | srael 147.237.77.216|dover. i df . i | Abnormal |y Long Request net hod B ock
- . Distributed Uhaut hori zed URL Access on
94.242.246.23 |Luxenbour g 147.237.77.216|dover.i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Macedoni a, the
79.125.179. 165 |Former Yugosl av 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 1
Republ i ¢ of
46. 19. 86. 194 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS Attack None 1
176.13. 5. 46 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
] . . Distributed Lhaut hori zed URL Access on
107.178.194.79 [Wited Sates 147.237.77. 216 [dover. i df . il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bock |1
. . . . Dstributed Paraneter Type Mol ation on
37.46.230.203 |kraine 147.237.0.34 |tikshuv.idf.il tikshuv. i of i /sitel general . aspx paraneter catld Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
85.250. 134. 94 |l srael 147.237.72. 166 |aka. i df . i | vow aka. i df .i |/ nai v sachar/ rai | box, aspx None 1
. . Unaut hori zed URL Access to
66.249.78.111 |Israel 147.237.77.74 |lawidf.il 147.237. 7. 74/ si p st oragel f1 | es/ 0/ 310. pf Bl ock 1
46.19. 85. 111 I srael 147.237.77. 216 |dover.idf . il I11egal HITP \Version _pk_ses. 20. 8af c=* B ock 1
. . O stributed Uhaut hori zed URL Access on
109. 201. 154. 233(Net her | ands 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 1
2.52.52.94 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
Macedoni a, the
79.125.179. 165 |Former Yugosl av 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df.i|/xmrpc. php B ock 1
Republ i ¢ of
180. 76. 15. 140  |China 147. 237. 76. 147 |chi nuch. aka. i df . i|D stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
46.117.204. 138 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
] . . Distributed Uhaut hori zed URL Access on
107.178.194. 87 [Wited Sates 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bock |1
37.46.230.203 |lkraine 147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in tikshuv.idf.il/sitel general . aspx Bl ock 1
. . Distributed Uhaut hori zed URL Access on
89.31.57.5 Italy 147.237.77. 216 |dover . i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78.159 |[lsrael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to wawidf.il/error. htm B ock 1
Mal formed URL
46.19. 85. 111 I srael 147.237.77. 216 |dover.i df .i| _pk_i d. 20. 8af c=df a35h7a72af 3d83. 1451431524. 1. 1451431524, 145 |H ock 1
1431524, ;
128.232.110.29 |United Ki ngdom 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
2.54.52.27 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
95.90. 251. 149  |Ger nany 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
80. 246. 136. 142 [Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
194.72.238. 241 |United Ki ngdom 147.237.77.216|dover . i df .i | Ml tipl e Unauthorized URL Access from 194. 72. 238. 241 B ock 1
. ; Distributed Lhaut hori zed URL Access on
46.166. 190. 158 |Net her| ands 147.237.77. 216 |dover.idf . il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
] . . Distributed Lhaut hori zed URL Access on
107.178.194. 87 [Wnited Sates 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bock |1
] . . . Dstributed Paraneter Type Mol ation on
40.77.167. 50 Lhited Sates 147.237.0.34 |tikshuv.idf.il tikshuv. i of i /sitel general . aspx paraneter catld Bl ock 1
89. 145. 95. 43 Uhi ted Ki ngdom 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wwidf.il/english/I B ock 1
66.249.78.246 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to 147.237.72. 166/ Bl ock 1
Unknown HTTP Request Met hod
Y5BYR2YR29R2CYR2Y22%RC14514315249%2CY¥R22ht t ps Y8 AYR FY@ Fvwww
46.19. 85. 111 I srael 147.237.77. 216 |dover . i df . i | .googl e. co. i | %2F9R29%6D, in LR B ock 1
_pk_i d. 20. 8af c=df a35b7a72af 3d83. 1451431524. 1. 1451431524. 145
1431524,
141.212.121. 176|United Sates 147.237.72.167|i shuri maka. i df . i|Uhaut hori zed URL Access to 147.237.72. 167/ B ock 1
104. 63. 88. 74 Lhited Sates 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 1
2.54.162. 137 I srael 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Code B ock 1
195. 154. 226. 90 |France 147.237.77.216|dover . i df . i | Dstributed I11egal HITP \ersion B ock 1
66. 249. 75. 69 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. txt B ock 1
109. 65.193. 80 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
45.35.71. 181 147. 237.77. 216 |dover . i df . i | thauthori zed LR. Access to Bock |1
wan i df . i |/ shar ed/ user cont r ol s/ header upper /
68.180. 228.112 |[Lhited Sates 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock
149. 88. 161. 97 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
] . . O stributed Uhaut hori zed URL Access on
107.178.194.79 |lhited Sates 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
Unaut hori zed URL Access to
31.44.136.238 |[lIsrael 147.237.72. 166 [aka.i df . i | waw aka. i df . i1/ mai n/ har edi m &a=u&ed=0ahukewj k2uq_n4l kahx! bb |B ock 1
okhevyadkgf gghmaa&usg=af qj cnf d5s02zi eednbnf xvss2_oef usww
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