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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DC5-Tool - Swi t chbl adG dest - r eset 1230
66. 249. 64. 233 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 12
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |F Dover Uhder Attack Con Htp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |S gnature Devi ce Action |Count ‘
Chi na 147.237.77.216 |dover.i df.i||Cl000196: HITP. B ock adnin login to gov.il sites ?g=user B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Gountry

Signature

195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.78.9 147.237.72.166|lhited Sates  [akaidf.il ET SCAN NVAP -sA (2) 2
59.45.79.117 |147.237.77.121|Chi na e navy.idf.il ET SCAN Potential SSH Scan 1
217.147.86.8 |147.237.8.45 |United Kingdom|e.eitan.idf.il ET SCAN NVAP -sS w ndow 1024 1
59.45.79.117  |147.237.76. 177 |China ncore.idf.il ET SCAN Potential SSH Scan 1
194.126.31.11 |147. 237. 77. 216 |Lebanon dover.idf.il ET D05 Large anount of TGP ZeroWndow - Possible N [ler2 Chos 1
attack
59.45.79.117  |147.237.72. 156 |Chi na anan. i df . il ET SCAN Potential SSH Scan 1
151.217. 178. 80 |147.237. 0. 34 ti kshuv. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
59.45.79.117 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
151.217. 178. 55 |147. 237. 72. 166 aka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
50. 204. 188. 142 |147.237.0.200 |Lhited Sates mu.idf il ET SCAN NVAP -f -sS 1
151. 217. 178. 55 |147.237.0. 35 akavs. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
43. 245, 183. 201 |147. 237. 76. 38 |Japan eenetav.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
128.199. 176. 51 |147. 237. 77. 216 |9 ngapor e dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
23.29.136.96 |147.237.76.200|lhited Sates eitan.akaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117  |147.237.77. 212 |Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76. 197 |Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.76.44 |China erefuah.idf.il ET SCAN Potential SSH Scan 1
151.217. 178. 86 |147. 237. 8. 14 e.orchot.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59.45.79.117 |147.237.8.50 |China etikshuv.idf.il |ET SCAN Potential SSH Scan 1
151. 217. 178. 55 |147. 237. 77. 233 atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
50. 204. 188. 142 |147.237.0.200 |thited Sates  |rdu.idf.il ET SCAN NMAP -sS w ndow 2048 1
151.217.178. 55 |147. 237.8. 24 elifestyle.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
43. 245, 183. 201 |147. 237. 76. 38 |Japan eeneitav.idf.il [ET SCAN NVAP -sS w ndow 3072 1
151. 217. 178. 55 |147. 237. 0. 15 kosher-kravi.idf.i |ET SCAN Potential VNC Scan 5900- 5920 1
43. 245. 183. 201 |147.237. 76. 38 |Japan eeneitav.idf.il |ET SCAN NVAP -f -sS 1
98. 119. 105. 221 |147.237.0.35 |Lhited Sates akavs. i df .i | ET SCAN NMAP -sS w ndow 4096 1
59.45.79.117  |147.237.77. 227 |Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

104.217.216. 173|lhited Sates 147.237.0.15  |kosher-kravi.idf.i|dr op SAMrul e drop 16

31. 25. 76. 110 ga:lcisgi':éa” Territory. 47, 237.77. 176 |natpash.icf.il  |drop First packet isn't SN drop 9

46. 19. 85. 90 I srael 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8

e SWNretransnmit wth different .

62.128.41.133 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e nonitor |8

46. 19. 85. 90 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber monitor |7

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop

46. 19. 85. 217 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert

r N ine: TCP Invali i i ssi

212.179.219. 88 [Israel 147.237.72. 166 |aka. i df .i | Strean g Engi ne @ Invalidlinvalid segnent retransnissi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

5.22.129.171  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. . 6
Ret r ansm ssi on Packet dropped.

46.19. 85. 217 I srael 147. 237. 77. 216 |dover i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi

77.127.84.235 |israel 147. 237. 77. 243 |nobi l e. i df i | 9 =g Invalid segnent retransmssion. 6
Ret r ansm ssi on Packet dropped.

67.49.112.114 |Uhited Sates 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SINWACK retransmt W th monitor |6

di fferent w ndow scal e

Sreaning Engine: TCP Invalid i i ssi

109. 253. 204. 93 |Israel 147. 237. 77. 243 |nobi l e. i df i | 9 =g Invalid segnent retransmssion. 6
Ret r ansm ssi on Packet dropped.

r ing Bngine: TCP Invali i i ssi

5.28.152.203  |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Inval id|invalid segnent retransnissi on. drop 6
Ret ransnm ssi on Packet dropped.

41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor

79.182. 111. 193 |l srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TGP Invalid i i ssi

185.32.179.7  |Israel 147, 237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. 6
Ret r ansm ssi on Packet dropped.

79.182.111. 193 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6

2.54.18.97 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5

67.55. 90. 132 Lhited Sates 147.237.77. 170 [n@arachot.idf .il |SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 5

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data [nonitor 4

84.108.224.71 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Timeout |alert 4

84.108.224.71 |Israel 147.237. 72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 4

37.46.39. 23 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |4

84.108.224.71 |Israel 147.237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt W th monitor |4

di fferent w ndow scal e

Sreaning Engine: TCP Invalid i i ssi

66.249.64. 163 |United Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 4
Ret r ansm ssi on Packet dropped.

217.132. 159. 155|l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 4
Sreaning Engine: TCP Invalid i i ssi

79.179.56.225 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

109. 64.103. 67 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

84.228.172. 47 |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

79.182.32.101 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.176. 211. 102 | srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.

31.210.188.34 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or

46. 19. 85. 90 I srael 147. 237. 77. 216 |dover .i df .i | Bad TCP sequence Inval i d ACK nunber alert
Sreaning Engine: TCP Invalid i i ssi

79.178.12.65  |Israel 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.

31.210.188.35 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |3
Sreanming Engine: TCP Invalid i i ssi

46.19.85.217  |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.

128.232. 110. 28 |United Ki ngdom 147. 237. 76. 148 |gacent er. aka. i df . i |dr op drop

87.69. 208. 11 I srael 147.237. 77. 233 |atal .idf il Bad TCP sequence Inval i d ACK nunber noni t or

128.232.110.28 |Wnited Kingdom  |147.237.77.212|e.dover.icf.il  |Geo-1ocation enf or cenent gﬁ?;'rsgi'nfn I nbound drop 2

94.230.86.165 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |2
Sreanming Engine: TCP Invalid i i ssi

66.249.78.146  |Uited Sates 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 2
Ret r ansm ssi on Packet dropped.

. . . e SYN+ACXK retransmt wth .

146. 185. 234. 48 [Russian Federation [147.237.0.34 [tikshuv.idf.il Bad TCP sequence di fferent wi ndow scal e nonitor |2
Sreanming Engine: TCP Invalid i i ssi

149.50.73.121 |Wited Sates 147. 237.77. 243 |mobi l e i o . i 9 =g Invalid segnent retransmssion. 2
Ret r ansm ssi on Packet dropped.

185.3.146.216 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or

2.54.161.175 I srael 147. 237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

128.232.110.28 |Wnited Kingdom  |147.237.8.28 |e.nwbile-ks.idf.il [Geo-1 ocation enf or cenent gﬁ?;'rsgi'nfn I nbound drop 2

87.69.208. 11 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert

146. 185. 234. 48 |Russi an Federati on 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
2.54.50. 49 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Same Response Code (404) B ock 88
2.54.50. 49 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 83

. . Paraneter Read Qnly Molation in
149. 78. 163. 150 |l srael 147.237.72. 166 |aka. i df . i | v aka i . |/ nai v sachar / popups/ nar ki vsachar . aspx None 11
176.13. 8. 244 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 9
79.180. 116.86 | srael 147.237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known URL on Bock |8

vy aka. i df . i | / mai n/ sachar/ vi ewpaysl i p. aspx
il Paraneter Type M ol ati on Repeat Password in

109. 65. 164. 19 |l srael 147.237.77. 243 |nobi | e. i df . N B ock 6
nobi | e. i df . i | / sachar/ changepassword
79.176.113.27 |[israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
176.13.20. 246 |l srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/i ndex B ock 5
149. 78. 163. 150 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 3
185.32.179.7 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
92.36.130.97  |Posnia and 147.237.77. 216 |dover . i df . i | Ostributed PP At tenpt Bock |2
Her zegovi na
157.55.39.179 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock
79.183.176.102 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
] . . D stributed Unauthori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77.216|dover . i df . i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 2
223.73.44.172 |China 147.237.77.216|dover.idf .il Ostributed PHP Attenpt B ock 2
92. 36. 130. 97 2?2;203??16‘ 147.237.77.216|dover.idf .l Distributed Waut horized URL Access on waw i df.il/xnirpc. php B ock 2
109. 253. 219. 2211 srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock
176.12. 151. 211 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
146. 185. 234. 48 R‘SIS:;”i o 147.237.0.34 |tikshuv.idf.il  |Mitiple Unauthorized URL Access from 146.185.234. 48 Bock |2

. . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[thited Sates 147.237.77.216|dover.i df . il v i df i | / 1133- 22461- he/ dover . aspx. B ock 2

Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1%t xt Entrance in

87.68.37.131  |Israel 147.237.0.19 |madi matal . idf.ilf ~ e 1 1088 hel er et 7. aspx Bl ock 2
. . Unaut hori zed Met hod HEAD for

109. 253. 141. 238|l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx Bl ock 2

2.54.6.126 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock

79.176.180. 210 |[lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock

149.50.73.121 |wited Sates 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to ww i df.il/1679- 18967/ dover . aspx B ock

79.179.161.90 | srael 147.237.72. 166 |aka. i df . i | Mitiple |llegal Byte (de Character in Header Vel ue from Bock |1
79.179. 161. 90

217.25.199.117 |lkraine 147.237.77.216|dover.idf .il Distributed Waut hori zed URL Access on vww i df . i|/xmrpc. php B ock 1

. . Unaut hori zed URL Access to

66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 1/ 3471 | pg B ock 1

37.142.68. 84 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
Illegal Byte Qode Character in Paraneter Value at 19 for A»ovAYaE

79.179.161.90 |Israel 147.237.72. 166 |aka. i df . i | i QUOU [ #28] ] Ace- A»C/x?ASAG] [ #29] ] 9[ [ #25] ] x! Ast [ [ #15] ] xj x” Acex|H ock 1
G x?smu[ [#12] ] Acx” Ao

185.32.179.7 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1

. . . Paraneter Type Molation txtGntent in

79.178.12. 65 I srael 147.237.0.34 |tikshuv.idf.il v ti kshuv. i df . i 1/ modul es/ f or uns. £ f r nessage. asp Bl ock 1

68.180.228.112 [lnited Sates 147.237.77.216|dover.idf .l Par anet er Type Mol ati on PageNumin wa i df .il/1380- he/ dover.aspx  |B ock 1

109. 253. 205. 98 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1

79.179.161.90 |[Israel 147.237.72. 166 |aka. i df . i | Ml tiple Ml formed URL from 79.179. 161. 90 B ock 1

. . Mal formed URL A»ovAYa€; Quly[ [ #28] ] Ace- A»(/x?AS

79.179.161.90 |lsrael 147.237.72. 166 [aka. i df . i | AR[ [ #29] ] 9[ [ #25] ] x! ASt [ [ #15] | xj x” Acex—C® x?2smu[ [ #12] ] Acx” A© B ock 1

50. 63. 147. 13 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/ol d/ wp-adnmin/ Bl ock 1

95. 86.103. 240 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None 1

79.179.161.90 |[lIsrael 147.237.72. 166 |aka. i df . i | I1legal Byte Qode Character in Header Nane Bl ock 1

85.64.20.160 | srael 147.237.72. 166 |aka. i df . i | Paraneter Fead Oy Miolation in None 1

v aka. i df . i | / nai n/ sachar/regi strati onw zard/ regi st er. aspx
Unknown HTTP Request Method AuNAe%u@ =ATA; AAAT] [ #6]] A
A A At?Aal AfAEAA—A] [ #1]] ASAY BIQAEGA, A?[ [ #28] ]
79.179.161.90 |[lIsrael 147.237.72. 166 |aka. i df . i | UAE. A¥#AS<A...n{ [ #3] ] A A2 AtASA2 <6 AsAYVGAbAY Bl ock 1
AMAR [ [#3] 1 AEA? in URL AsovA¥agj Quiy[ [ #28] ] Ace- A»O/x?AS
AR[ [ #29] ] 9[ [ #25] ] x! ASt [ [ #15] | xj x” Acex—C® x?2smu[ [ #12] ] Acx” A©

77.126.62.52 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 77.126. 62. 52 B ock 1
149.78.48.122 |Israel 147.237.77.243|nobi l e.idf . il D stributed Lhauthori zed URL Access on nobil e.idf.il/sachar/index B ock 1
66.249.78.95 |israel 147. 237.77. 216 |dover. i df . i | Wnaut hori zed URL Access to Bock |1

147.237.77. 216/ 1133- 19915- he/ dover . aspx
D stributed Uhauthori zed URL Access on

109. 201. 152. 248|Net her | ands 147.237.77.216|dover.i df.i v i df i | / 1133- 22638- he/ dover . aspx. B ock 1

79.179.161.90 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in Mthod from 79.179. 161. 90 B ock 1

46. 19. 86. 109 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
Il1legal Byte Gode Character in Query Sring A Wfx? x | xASA Ata- >a€

79.179.161.90 |[Israel 147.237.72. 166 [aka. i df . i | ™MOrAYAEC AESXCAE A" X" =xex X3 x'XEMA™LxaxVY[ [ #27] ] A€CAS Bl ock 1
[[#17]]A

185.32.179.7 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1

79.178. 62. 47 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
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