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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address

Site

Signature

Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 2896
66. 249. 78. 173 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 6
52. 33. 66. 29 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il F Dover Under Attack Con Htp drop 5
94.102. 56. 238 Net her | ands 147.237.76. 148 gacenter.aka.idf.il [Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
149. 78. 236. 91 I srael 147. 237.72. 166 aka.idf.il [1633: HITP. WbDAV Protocol PRCOPFIND Met hod B ock 6
94. 23. 98. 252 France 147.237.77. 74 lawidf.il [4807. HITP. PP File Include Exploit B ock 4
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
94. 23. 98. 252 147.237.77. 74 |France lawidf.il Tehila - Perl LWP wth fake user agent 2
195, 26. 29, 22 147 237.76. 31 |Thai | and cekchal idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
118. 68. 29. 67 147.237.0.35 |V etnam akavs. i df.il ET SCAN NMAP -sS wi ndow 1024 1
L ET D35 Large anount of TCP ZeroVindow - Possible Nkiller2
109. 67.28.219  [147.237.77. 170 |I srael naar achot . i df i | 1
DDos attack
151.217.178. 88 |147.237.77. 235 sviva idf.il ET SCAN Potential VNC Scan 5900- 5920 1
12.139.41.189 |147.237.0.16 |lhited Sates |ny-kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
151.217.178.80 |147.237.76.202 e halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178.55 |147.237.76. 44 e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178.55 |147.237.72. 156 aman.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
149. 202. 248. 121|147. 237. 76. 39 |Ger many nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
118. 68. 29. 67 147.237.0.35 [MVietnam akavs. i df i | ET SCAN NMAP -sS w ndow 4096 1
117. 25. 155. 164 |147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 3072 1
107.193.253.8 |147.237.77.216|Wited Sates |[dover.idf.il portscan: TCP D stributed Portscan 1
60.217.72. 16 147.237.77.61 |China e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
151.217.178. 88 |147.237.77. 227 e. hanaz.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178.80 |147.237.76.198 e.yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
151.217.178. 55 |147.237. 72. 167 i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
151.217.178.55 [147.237.8.45 e.eitanidf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count

109. 186. 90. 116 | srael 147, 237.76. 200 |ei tan. aka i of. i1 | €M NG Engi ne: TP Invalid invalid segnent retransmission drop 36
Ret ransni ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

46.19.86.172  |israel 147.237.77. 243 |moti e i or iy | SAMNG Engine: TP Invalid  finvalid segnent retransnissi on drop 30
Ret ransni ssi on Packet dropped.

213.57.189. 193 |Israel 147, 237.77. 23 |rbit e icp.i1 | AMNG Engine: TP Invalid — invalid segnent retransmissi on drop 24
Ret ransm ssi on Packet dropped.

149.78.236.91 | srael 147. 237. 72. 166 |aka.i df . i Streaming Engine: TCP Invalid finvalid segnent retransmissi on. drop 18
Ret ransni ssi on Packet dropped.

46. 19. 85. 236 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 16

79.177.160.7  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dropped.

213.57.134.57 |Israel 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 13

46. 19. 85. 90 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 13

2.52.132. 226 I srael 147.237.76.31 |nakchal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 12

31.168.149.92 |lsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d sequence nunber noni t or 12

109. 66. 6. 76 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  Jinvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 90 I sr ael 147.237.77. 216 |dover.idf i1 Bad TCP sequence I'nval i d ACK nunber alert 12

46. 117. 207. 221 |l srael 147.237.72. 156 |anan. i df .i | drop First packet isn't SN drop 12

109. 65. 181. 158 |I srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.

185. 89. 217. 227 147.237.72. 166 |aka i df .i 1 drop First packet isn't SIN drop

109. 66. 100. 133 |l srael 147.237. 77. 216 |dover.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9

79.180. 109. 213 |Israel 147.237.77. 243 |moti e i or iy | SAMNG Engine: TP Invalid  finvalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8

109. 253. 193. 151l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 6

41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6

46.19. 85. 231 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6

5.102. 254. 83 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6

79.183.188.98 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransmssion drop 6
Ret ransni ssi on Packet dropped.

46. 19. 85. 231 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or

46.117.157. 200 |Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or

79.183.218.27 |israel 147, 237. 77, 243|mobi e i cr 1 |7 €M NG Bngine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.

149.50. 71,105 |United Sates |147. 237, 77. 243|mobileicr i1 | S NG Engine: TCP Invalid  |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

84.108.183.15 |Israel 147.237.72. 166 |aka i df .i 1 Bad TCP sequence I'nval i d ACK nunber alert 6

109. 253. 193. 151 ]I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 6

84.108.183.15 [lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6

46. 19. 86. 240 I srael 147.237.72. 166 |aka.idf .i | Bad TCP sequence Inval i d AGK nunber noni t or 5

46. 120. 239. 229 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5

87.69.249.201 |Israel 147, 237.77. 243 |mbi e ik i1 | €M NG Engi ne: TP Invalid  finvalid segnent retransnissi on drop 4
Ret r ansni ssi on Packet dropped.

195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4

2.52.19.173 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

5.22.134.129 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

46.19. 86. 120 I srael 147.237.72. 166 |aka. i df il Bad TCP sequence Inval i d ACK nunber noni t or 4

2.52.132.226 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

109. 64.34.118  |Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SIN drop 4

2.54.48. 241 I srael 147.237.72. 166 |aka.idf . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

84.229. 49. 69 I 'srael 147.237. 72. 156 |anan. i df . Bad TCP sequence Inval i d ACK nunber noni t or 4

109. 253. 209. 17 |I srael 147.237.77. 243 it et [ S NG Engine: TP Tnvalid - limvalid segment retransmssi on drop 4
Ret ransni ssi on Packet dropped.

46. 19. 85. 231 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 4

192. 116. 130. 156 i srael 147237, 77, 243|obi e i or 1 | €M NG Engine: TCP Invalid  Jinvalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.

213.57.128. 170 |[Israel 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout alert

46. 19. 85. 231 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

2.54.29.48 I srael 147. 237. 72. 156 |anan. i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 3

188. 29. 164. 128 z‘i;;gom 147.237.72. 166 |aka i df .i ;z ?2;"3?2 SE:ig(;:e: T Invalid Lg‘éi‘;td dsreggge”; retransnissi on. drop 3

2.52.132. 226 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d sequence nunber noni t or 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.180.111. 119 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 186
109. 67.27.190 |lIsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 82
79.180.111.119 [israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 52
192. 116. 130. 1561 srael 147.237.77.243|mobi l e. i df . i | Mil tipl e Unaut hori zed URL Access from 192. 116. 130. 156 B ock 13
79.176.113.27 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 13
. . . Paraneter Type M ol ati on NewPassword in
217.132. 114. 134/l srael 147.237.77. 243 |nobi l e.idf . i | nobi | e, i df . | / sachar / changepassvor d B ock 10
46.19. 86. 172 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Qode B ock 10
. . - Unaut hori zed URL Access to
109. 186. 90. 116 |l srael 147.237.76.200|ei tan. aka. i df . i | vuww i tan. aka, i df i 1/ shar edl a ax/| i ght boxred agal | ery. aspx B ock 7
149.78.236.91 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 6
m ny- kosher - kr avi .
46.19.85. 34 | srael 147.237.0. 17 i dfnyi | Dstributed I11egal Paraneter Encodi ng None 6
. . Unaut hori zed Met hod PRCPFI ND f or
149.78.236.91 |l srael 147.237.72. 166 |aka. i df . i | vowv aka i df i 1/si p storagel il es/ 9/ 59679, gi f B ock 6
79.180. 174. 169 |l srael 147.237.76. 147 |chi nuch. aka. i df .i| |Dstributed Suspicious Response Code_Qust om Tenpor ary B ock 6
109. 65. 63. 87 I srael 147.237.76. 147 |chi nuch. aka. i df .il |Dstributed Suspicious Response Code_Qust om Tenpor ary B ock 4
176.13. 22. 15 I 'srael 147.237.76. 147|chi nuch. aka. i df .il |Dstributed Suspicious Response Code_Qustom Tenporary Bl ock 3
37.26.149.214 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 3
. . . Unaut hori zed URL Access to
192. 116. 130. 156|l srael 147.237.77. 243 |nobi l e.idf . il nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 3
2.54.183.72 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
149. 50. 71. 105 Lsh'mt:: 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 3
5.102. 254. 64 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 209. 17 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
79.180. 109. 213 [Israel 147.237.77.243|nobi l e.i df . i | Dstributed Suspici ous Response Code B ock 3
185.3.146.191 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
84.111.104.92 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 86. 201 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.160. 73 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
217.110.90.60 [Ger many 147.237.72. 166 |aka. i df . i | Mul tipl e Unaut hori zed URL Access from 217.110. 90. 60 B ock 2
176.12.139.58 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
87.69.218. 144 |lIsrael 147.237.77.243|nobi l e.i df . il D stributed Uhaut hori zed URL Access on nobi | e.idf.il/sachar/index Bl ock 2
109. 65. 181. 158 |l srael 147.237.77. 243 |nobi | e. i df . i | thaut hori zed LR Access to Bock |2

nobi | e. i df.i1/categorytenpl ates/|i stchil ddocunent s/ 1465
DO stributed Unaut hori zed URL Access on

87.26.149.214 I srael 147.237.77. 243|mobi | e. i df . i | nobi | e.i df .il/categorytenpl ates/|istchil ddocunent s/ 1071 Bl ock 2
157. 55. 39. 179 ;ﬂ;ttee: 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
85. 65. 19. 101 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
31. 154. 145. 214 |l srael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 2
213. 8. 204. 39 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
94. 23. 98. 252 France 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 2
Unhaut hori zed URL Access to
. . ww | aws i df . i |/ &a=u&ved=0ahukewi kj t gy94hkahucvbokhvkucqagf ggi m
213.151.48.214 Israel 147.237.77.74 |lawidf.il aa&si g2=hcpki b19d30phmgbzd2cg&usg=af qj cnhzedl g7cg- cebypxuyqgf Bl ock 2
whéyeg7q
109. 160. 204. 227|I srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
79.183.185. 158 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
. . Mil tiple Lhtraceabl e SSL Sessi ons from31. 210. 187. 61 (Pr ot ocol
31.210.187.61 |[Israel 147.237.77. 216 |dover. i df . il viol ati on (SSL CONN APPLI CATI ON DATA EXCHANGE)) None 1
107. 178. 194. 87 g“;:s 147.237.77. 216 |dover.idf . il Ml tipl e Unhaut horized URL Access from 107.178. 194. 87 B ock 1
217.110.90. 60 |Ger many 147.237.72. 166 [aka. i df . i | Unknown Paraneter catl in vww aka.idf.il/main/giyus/ general . aspx None
79.177.120.44  |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None
66. 249. 64. 233 |Israel 147.237.77.216|dover . i df . il Uhaut hori zed LR. Access to wwidf.il/ the idf official website B ock
157. 55. 39. 166 g];::: 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/gen_204 B ock 1
87.69. 48. 241 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
213. 8. 204. 62 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
37.142. 64. 47 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
109. 253. 214. 147|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessions: Lhknown SSL Sessi on None 1
80. 246. 139. 219 |[Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e SS Sessi ons: Uhknown SSL Sessi on None 1
Lhi ted . . DO stributed Unaut hori zed URL Access on
204.13.200.200 fo o 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
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