12-29-2015-17:04:00 to 12-29-2015-18:04:00

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
600+
500+
1. M dover.idf.il
4007 W akaidf il
300+" M nadi matal .idf.il
] B chinuch. aka. i df . i
Number 200+ M hal ag. i df .|
Att(z\cks 100-"' M nobi le.idf.il
[refuah.idf.il
0- : : . MW anan.idf.il
: & : : : . % ° N N S . . .
'5& @}6 ’}6\ (&>6\ Q;>& Q;é\ ‘&\6 .\&\ .\6\ > A hi nush.idf.il
o L F 0 T éé‘ X M atal.idf.il
& Q X A\, N O .\(&
S Ny A
SIS
Top Tar get
[Top Attackers |
240+
180
W 2.54.170. 51
| 167. 114. 156. 16
120- M 176.13.12. 211
46. 121. 159. 172
Number | W 2. 52. 159. 150
m(zcks 6041 M 41.33.231.90
[ 46. 210. 245. 151
’ M 213.57.137.6
109. 253. 142. 189
> Bl 81.218.241. 26
Q.
';\
>
('1,.

Top Attackers
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DC5-Tool - Swi t chbl adG dest - r eset 4561
81.218. 241. 26 | srael 147.237.72. 156 anan.idf.il |Anonal y-TLS renegotiation-di dest - r eset 95
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |F Dover Uhder Attack Con Htp drop 8

66. 249. 78. 159 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 8
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 7

84. 85. 202. 109 Net her | ands 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 7
37.26. 148. 200 | srael 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 3
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 3
82.81.12. 22 | srael 147.237.77. 216 dover.idf.il |Bock Wdp All Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack forward 2
203. 166. 137. 11 S ngapor e 147.237.77. 74 lawidf.il Invalid TGP H ags drop 1
203. 166. 137. 12 S ngapor e 147.237.77. 74 lawidf.il Invalid TGP H ags drop 1

84. 85. 202. 109 Net her | ands 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 1

85. 65. 61. 140 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 1
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
184. 105. 139. 78 Lhited Sates 147.237.77.216 dover.idf.il |SYN Hood del ete reset drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site ‘Sgnature Devi ce Action |Oount |
37.59. 40. 198 France 147.237.77.216 |dover.idf.il[12651: HITP. Quen Hash Chart PHP File Wbl oad Wl nerability B ock 6
62. 90. 95. 139 I srael 147.237.77.216 |dover.idf.il|0008: HTTP. Xenu User Agent Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 66. 50 147.237.77. 170 Lhited Sates naar achot . i df .i | ET SCAN NVAP -sA (2) 2
50. 204. 188. 142 147. 237. 76. 197 Lhited Sates e. hinush.idf.il ET SCAN NVAP -sS wi ndow 3072 1
192. 116. 83. 2 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
37.26. 148. 242 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
151, 217. 178. 88 147.237.77.178 e. mat pash. i of . i | ET SCAN Potential VNC Scan 5900- 5920 1
2.52.48.219 147.237.72. 166 I srael aka idf.il portscan: TCP D stributed Portscan 1
139. 91. 210. 41 147.237.77.235 G eece svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
109. 64. 201. 168 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
108. 61. 164. 250 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sS w ndow 1024 1
89. 139. 190. 142 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
82. 81.83. 90 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
217.132.27.9 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
50. 204. 188. 142 147. 237. 76. 197 Lhited Sates e. hi mush. i df .i | ET SCAN NVAP -sS w ndow 1024 1
185. 32. 179. 228 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
31. 168. 207. 232 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
151. 217. 30. 48 147. 237. 76. 44 e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
109. 253. 202. 248 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
109. 64. 48. 223 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
95. 86. 99. 252 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
84.108. 237. 36 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
77.127.56. 81 147.237.77.216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
212.235. 55. 32 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
213.57.137.6 | srael 147.237. 72. 166 |aka. i df .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 28
2.54.45. 241 | srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
109. 253. 142. 189|l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval id ACK nunber alert 14
46.19. 85. 146 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
109. 253. 142. 189|lI srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
79.182.184.120 |Israel 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 12
79.176. 155. 101 |l srael 147.237. 72. 166 |aka. i df .il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 12
2.52.128.83 | srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
2.52.159. 150 I srael 147.237.77. 234 |hal ag.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
66.249.78.37  |United Sates |147.237.77. 234 |nal ag.if il Streamng Engi ne: TCP Invalid invalid segnent retransmssi on. drop 10
Ret ransmi ssi on Packet dr opped.
81. 218. 241. 26 | srael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SN drop 10
31.210.188. 105 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval id ACK nunber noni t or 10
91.226.112. 200 |9 ovakia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
2.52.128. 83 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
141.0.14. 12 Eur ope 147.237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
46.121. 159. 172 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i IfSYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
79.176. 155. 101 |Israel 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 8
79.178.215.230 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
207.46.13.178  |Wited Sates [147. 237,77, 243 |mbiteicr i1 | SaMNg Engine: TP Invalid invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 106 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 21 I 'srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber alert 6
85.250.195.90 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
2.52.159. 150 I srael 147.237.77. 234 |hal ag. i of .i | Bad TCP sequence Invalid ACK nunber alert 6
79.178.175.50 | srael 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid fimvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
46.19. 85. 21 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
2.54.150.184  |Israel 147.237. 77, 243 mwbi e i 11 | AM NG Engines TP Invalid - invalid segnent retransmssi on drop 6
Ret r ansmi ssi on Packet dr opped.
79.180. 145. 207 |Israel 147.237.76.42 |refuahidf.il  [Bad TCP sequence mdﬁr:cr;rit Wth different moni tor |6
85.250.195. 90 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
79.177.101. 165 |Israel 147.237.76.42 |refuah.idf.il  [Bad TCP sequence mdﬁrsaéjit wth different monitor |6
185. 32.179. 166 |l srael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SN drop
2.52.159. 150 I 'srael 147.237.77. 234 |hal ag.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
176.13. 6. 31 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval id ACK nunber alert
2.54.45.19 I srael 147.237.77. 243 |rvi e i1 |7 €AMNg Enginer TP Invalid - finvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 81 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 138 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
176.13. 6. 31 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
2.52.159. 150 | srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 6
46. 19. 85. 20 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.5 I srael 147, 237, 72. 167 |i shuri maka. i o 1| ' S2M N9 Engine: TP Invalid - invalid segnent retransmissi on drop 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 106 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
62.219.149.68 | srael 147.237.72. 166 |aka i f . Streamng Engi ne: TCP Invalid invalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
109. 66.212. 55 | srael 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 138 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 20 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
79.176. 109. 203 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
80. 246.139.32 | srael 147.237.77. 243 |rvi e i1 |7 €AMNg Enginer TP Invalid - finvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
2.52.159. 150 I srael 147.237.77. 234 |halag.idf .il SYN Attack rej ect 5
46. 19. 85. 170 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.170.51 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 120
176.13.12. 211 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 86
2.54.170. 51 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 81
46.121. 159. 172 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri buted Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 49
2.54.170. 51 I srael 147.237.0.19 |nadimatal .idf.il[{Too Many of the Same Response Code (403) in Session from2. 54, 170. 51 B ock 49
176.13.12. 211 |israel 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 36
46. 210. 245. 151 |l srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 35
185.32.179. 171 |[lIsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock
2.54.179. 105 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
91.200.12.73  [Wkraine  |147.237.77.176|nat pash. i df . i | muégggt'.zi%‘:. ﬁsfgfgsj ;g(;/ £ e/ f 2916, p/ t rackbeck! Bock |3
109. 253. 132. 222|I srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.94.38. 200 I srael 147.237.72.166 [aka. i df . i | mu;;:ri Id?.e?I /'\':Tﬂ;hn(;%i SL::B gJ\tshefzr:iri cati onser vi ce. asnx/ get aut huser Bl ock 3
79.181.188.82 |l srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt eh °|rd'f2?‘|j , t’;egpgrcyef:mj;esn <t ohi | ddocument <) 1465 Bock |3
204.13.200. 200 |11 147.237. 77. 216 |dover . i df . i | b stri bt oc 1?;;};;25?&%&??:&” HBock |2
81.218. 205. 116 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 64. 97. 57 I srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 2
176. 12. 160. 2 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
194.90.25.122 |lIsrael 147.237.77.216|dover . i df . i Untraceabl e SSL Sessi ons: (pen Mode None 2
80. 246. 130. 219 |[Israel 147.237. 76. 147 |chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
204.13.200. 200 [J11€ 147. 237.77. 216 |dover . i df . i | b stri bt oc gsgfgggisg_eﬁeﬁvﬁ‘f?:p;” Hock |2
82. 80. 152. 34 I srael 147.237. 76. 147 [chi nuch. aka. i df . i|Di stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock
94.230. 86.136 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
77.125.104. 193 |Israel 147.237.72.166|aka. i df . i | Dstributed I11egal Bite Gode Character in LRL Bl ock
Uhaut hori zed URL Access to
212.76.108. 198 |lsrael 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ &sa=u&ved=0ahukew k682at ohkahvet bgkhf t ndzw |B ock 2
gf ggi naa&usg=af gj cnhcvyyg7wlcg- yhd5_anmrzoyodt wa
185. 32. 179. 254 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.179.124.17 |lIsrael 147.237. 76. 147 [chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
195, 95. 183. 254 |l srael 147.237.77. 170 |maar achot . i df . i | [Wauthori zed LR. Access to maarachot . idf.il/pdf/files/ 319, B ock 2
212.117. 154. 2421 srael 147.237. 76. 147 [chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
77.127.201.70 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 77.127.201. 70 B ock 2
109. 64. 35. 245 |l srael 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method POST for ww aka. i df . i |/ mai n/ sachar/ mas. aspx B ock 2
46.19. 85. 241 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
66.249.78.159 [l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/error. htm B ock 2
79.176.112. 153 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
149. 50. 77. 124 g];::: 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DS Atack None 1
46. 19. 85. 170 | srael 147.237.77.216|dover. i df . il Abnormal |y Long Request et hod Bl ock
89.138.201.42 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None 1
217.132. 118. 213|I srael 147.237.72. 166 |aka. i df . i | v%;;;(:“f gfd. itf‘/a:;hrsrsiazciirﬁa?‘;sgr Known LRL on Bock |1
31.154. 145. 214 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
85. 65. 236. 59 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
I11egal Byte Code Character in Method ATT[#0]][[#0]][[#0]] CAE[ [ #11]] AAceAE
70.112.198. 97 [9"1& 11472377630 |hi nush. i df . | %ml[f [2[71#]2[7[]73;(2]2‘ [A;gﬁ e A]fg;g%\iﬁgg?[nﬂ g_%‘?ﬁ%f;%ﬁﬁ & [Hoek [
AEA%oA“A? Aa +[ [ #20] ] RA'W AceAA [ [ #7] ] A¥( A%o=1A€A,
109. 253. 139. 34 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
2.54.142.197 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 86. 16 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
93.173.48.151 |l srael 147.237.72. 166 |aka. i df . i | VL;;Vu;E;rii dzfe'?l /LF:‘m ﬁfﬁﬁsj o pai |/ general . asp Bock |1
79.178.191. 121 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
128. 232. 110. 29 LK!iﬂr:gegom 147.237.76.200|ei tan. aka. i df . i| [Unauthorized URL Access to 147.237.76. 200/ B ock 1
37.142.184. 152 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
88.81.181.174 |[italy 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None
212.179. 231. 229]1 srael 147.237.77. 216 |dover.i df.i |l O stributed Unauthorized URL Access on vwwvidf.il/https: /v idf.il/ Bl ock
77.92.72. 214 zi;gegom 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
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