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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 4193
188. 50. 12. 155 Saudi Arabia 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 251
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |SYN H ood unverified cooki e drop 19
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |F Dover Uhder Attack Con Htp drop 8
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 6
173.237.172. 93 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 4
79.177.226. 225 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
41.33.231. 90 Egypt 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
181.120. 73. 141 Par aguay 147.237.77.216 dover.idf.il |SYN Hood out of context drop 1
146. 185. 239. 100 Russi an Federation 147.237.72. 156 anan.idf.il |bl ock-sp-trafl drop 1
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Oount
41.105. 232. 28 Ageria 147.237.77. 216 dover.idf.il |3886: HITP. Qoss Ste Scripting in POST Request B ock 2
197. 19. 119. 165 Tuni si a 147.237.77. 216 dover.idf.il (3886 HITP. Qoss Ste Scripting in PCST Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Signature

at t enpt

197.19. 119. 165 [147.237.77. 216 |Tunisia dover.idf.il [SQL Injection - Select From 5
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il [Tehila - Perl LW with fake user agent 3
41.105.232.28 |147.237.77.216 A geria dover.idf.il [SQL I njection - Select Fom 2
41.105.232.28 [147.237.77.216|Ageria dover.idf.il [GPL WEB SERVER / et ¢/ passwd 2
46.121.254.70 |147.237.77.216 |l srael dover.idf.il [portscan: TGP D stributed Portscan 1
197.19.119. 165 [147.237.77.216|Tunisia dover.idf.il [ET WEB SERVER cnmd. exe In UR - Possi bl e Coomand Execution Attenpt |1
197.19. 119. 165 |147.237.77.216|Tunisia dover.idf.il [ET WEB SERVER Possi bl e SQL Injection Attenpt SHLECT FROM 1
5.39.222. 253 147. 237. 76. 202 |Net her | ands e.halag.idf.i|ET SCAN NVAP -sS w ndow 1024 1
197 10, 119. 165 |147. 237 77. 216 |Turi si & dover i df il ET VBB SERVER /bin/sh In UR Possi bl e Shel | Gormand Executi on 1
At t enpt
176.13.13. 255 |147.237.72. 166 |I srael akaidf.il |portscan: TGP D stributed Portscan 1
112, 101, 149. 174l147. 237 77 61 |ni na . coget.i . ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnections, Potential 1
Scan or Brute Force
197.19. 119. 165 [147.237.77. 216 |Tunisia dover.idf.il [SQL url ending in conment characters - possible sgl injection attenpt |1
89.139. 60. 164  [147.237.77. 216 |l srael dover.idf.il [portscan: TGP D stributed Portscan 1
197.19. 119. 165 |147.237.77.216|Tunisia dover.idf.il [SERVER WEBAPP /etc/ passwd fil e access attenpt 1
84.109. 162. 230 |147.237.77.216|Israel dover.idf.il [portscan: TGP D stributed Portscan 1
197.19. 119. 165 [147.237.77. 216 |Tunisia dover.idf.il [PQLICY-OMHER script tag in LR - likely cross-site scripting attenpt 1
66.249. 66. 127 |147.237.77.74 |Wited Sates |lawidf.il |ET SCAN NVAP -sA (2) 1
197.19. 119. 165 |147.237.77.216|Tunisia dover.idf.il [GPL WEB SERVER / et c/ passwd 1
46.19. 85. 141 147.237.77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1
197.19.119. 165 [147.237.77.216|Tunisia dover.idf.il [ET VBB SEHRVER Script tag in UR, Possible GQoss Ste Sripting Attenpt |1
197.19. 119. 165 [147.237.77. 216 |Tuni si a dover.idf.il ET VEB SRER /systen®2/ in Ui - Possible Protected Directory Access 1
At t enpt
149.78.143.51 |147.237.72. 166 |I srael aka.idf.il |portscan: TGP D stributed Portscan 1
212.199. 182. 150(147. 237. 77. 216 || srael dover.idf.il |portscan: TCP Distributed Portscan 1
109. 64. 122. 179 |147.237.77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1
89. 138. 190. 175 |[147.237.77. 216 |l srael dover.idf.il [portscan: TGP D stributed Portscan 1
197.19. 119. 165 [147.237.77. 216 |Tunisi a dover.idf.il [SERVER || S cnmi. exe access 1
66.249.93.184 |147.237.72.166 |Whited Sates [akaidf.il |ET SCAN NVAP -sA (2) 1
197 10, 119. 165 |147. 237 77. 216 |Turi si & dover i df il C5- WNDOM M crosoft Forefront UAGjavascript handler in LR XSS 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

46.19.85.213  [Israel 147.237.76. 200 |eitan. aka.i df .il Ret 18NS SSi o Packet. dr opped, drop 45
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
37.26.148.171 |Israel 147, 237.76. 200 |ei tan. aka i of. i1 | €M NG Engi ne: TP Invalid  Jinvalid segnent retransnissi on drop 24
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 54 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 22
188.50.12. 155 |Saudi Arabia [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout alert 18
188.50.12. 155 |Saudi Arabia [147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 18
212.143.186. 38 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
154.121.4.229 |Ageria 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
31.168. 218. 168 I srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mdﬁr:cr;rit Wth different moni tor |13
84.94.73. 84 I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 12
2.52.10.35 I'srael 147, 237.77. 243 |noti 1 e, i1 |27 €M NG Engine: TQP Invalid  linvalid segnent retransnissi on drop 12
Ret r ansni ssi on Packet dr opped.
84.94.73.84 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
79.176.43.124 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransnission drop 12
Ret ransni ssi on Packet dropped.
109. 253. 206. 1151 srael 147.237.77. 233 |atal i of .i Bad TCP sequence Vﬂdzirsac':rit Wth different moni tor |11
2.54.31.35 I sr ael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
80. 250. 153. 149 [l srael 147. 237. 72. 166 |aka. i df . | drop First packet isn't SWN drop 11
80. 250. 153. 149 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Smwaae el reansm wehdifferent | oonitor |12
79.178.58.248 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
2.52.161.99 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
54.151.42.39 Lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 10
213.57.131.2  |Israel 147.237.77. 170 |naarachot . i of .i| |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
80. 250. 153. 149 |l srael 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
173.237.172.93 |Uhited Sates [147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 10
79.182.135.87 | srael 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 9
Ret ransni ssi on Packet dr opped.
80. 250. 153. 149 |[Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN - > SYN ACK -> Ti neout aert 9
2.54.182. 53 I'srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid |invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
2.52.128.97 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
2.54.31. 186 I st ael 147.237. 77. 243 |nobi l e.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
109. 64.60. 191  |Israel 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
37.26.147.249 |israel 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence alert 8
37.26.148.199 |israel 147.237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
195. 160. 240. 11 |l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d sequence nunier noni t or 7
212.143.142.56 |Israel 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 7
104. 232. 3. 33 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
2.52.161.99 I srael 147. 237.72. 166 |aka. i df . i SYN Attack rej ect 7
37.26.147.170 |israel 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nvalid ACK nunber alert 7
46.19. 85. 128 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
94.230.86.182 |[Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 7
2.54.1.199 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
37.26.147.249 [Israel 147.237. 72. 156 |aman. i df .| Bad TCP sequence noni t or 6
77.127.227.236 |israel 147. 237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
93.173.63.13 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 6
5.22.131. 92 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 138 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 6
46.116.224.54  |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
58. 186. 18.0 Vi et nam 147. 237, 76. 200 |ei tan aka i i1 | SN NG Engine: TP Invalid —imvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 81 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
109. 67. 122. 173 |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
192. 116. 175. 2521 srael 147. 237. 72. 166 |aka. i df . | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
213.57.139. 222 |Israel 147.237.72. 167 |i shurimaka. i df . i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
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A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
46. 19. 85. 241 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Mainy of the Same Response Code (404) B ock 155
46.19. 85. 241 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 64
109. 253. 132. 222|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 27
77.125.145.26 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 20
176.12.149.35 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 18
46.19. 85. 243 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 14
109. 253. 139. 204l sr ael 147.237.77. 243 |nobi | €. i df . i | Eb?rz?&T???s\;cﬂa%ic?\r;ngg;;?m?}sjmd in B ock 10
41.105.232.28 |Ageria 147.237.77. 216 |dover.idf .il Mil tipl e Unhaut hori zed URL Access from 41, 105. 232, 28 B ock 9
213.140.59.158 |Ageria 147.237.77. 216 |dover.idf . il Mil tipl e Unaut hori zed LRL Access from 213. 140. 59. 158 B ock 8
77.127.201.70 |lIsrael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 77.127.201.70 |B ock 8
2.54.134. 157 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
157.55.39.178 |lnited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 6
207.46.13.6 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 5
37.142.68.100 |[Israel 147.237.76.31 |nakchal .idf.il Distributed PHP Attenpt B ock 4
207.46.13.164 |Lnited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenpor ary B ock 4
37.142.68.100 |[Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/xnrpc. php Bl ock 4
197.19. 119. 165 |Tunisia 147.237.77. 216 |dover.idf.il Mil ti pl e Unhaut hori zed LRL Access from 197.19. 119. 165 B ock 3
2.52.10.35 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | muégggt'.zi?.ﬂsﬁfssjggz/fi s/ 0 s 7622040/ 3410, g, s1 B ock 3
46.19.85.219  |israel 147.237.76.42 |refuah.idf il pramer e I\'Lfo' & /ifglg_tr'g’r?l:‘;h?”atsixacem deriStxtlasthane in g o\ 3
37.142.184.152 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs oS Atack None 2
37.26.148.254 |israel 147.237.72. 166 |aka. i df . i | ﬁwa'a%e: df???/?a'jﬁ/\ga‘;'hztr'/?lgi's':ranom Jardl regi ster. aspe None 2
109. 253. 139. 204/l srael 147.237.77.243|nobi l e.i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf.il/sachar/index |B ock
185.32.179. 251 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock
37.26.148.254 | srael 147.237.72.166 |aka. i df . i | ﬁwa':;;e: d?"’ﬁ' /?;Ljy n/\';i?a'r??eg'i et o zar dl st 03, aspx None 2
37.142.64.27 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS A tack None 2
185. 32. 179. 254 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
176. 13. 7. 189 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
84.111.38.125 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Cust om Tenporary B ock 2
157. 55. 39. 39 Lhited Sates |147.237.0. 16 lny_ kosher -kravi. i df .| Untraceabl e SSL Sessi ons: Lhknown Server Certificate None 2
109. 65.22. 170  |Israel 147.237.0. 16 ery kosher-kravi i df. T, cabie sa Sessions: Uknom Server Grtificate None 2
79.177.49.193 |israel 147.237.77. 216 |dover . i df . i | ma?";fri Dyg’ge\;_?:jégcef’fj;pfe’“ in B ock 2
77.125.112.10 |Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 77.125.112.10 |B ock 1
84.229. 164. 247 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
217. 226. 104. 100|Ger many 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
81.218.140. 112 |l srael 147.237.77.233|atal .idf.il Enail collector robots 14 Bl ock 1
208.184.112. 74 [United Sates |147.237.77. 216 |dover. i df . i | D stri butec 1?;;}2;’;2;?&%&?22;” Bock |1
62.219. 140. 154 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessions: sigal gs oS Attack None
132. 66. 62. 239 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessi ons: Lhknown SSL Sessi on None
79.183.165.38 |[Israel 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
40.77.167.41  |Wited Sates |147.237.0. 16 ery kosher-kravi i df. T, eabie sa Sessions: Uknom Server Qrtificate None 1
107.178.194.83 |Uiited Sates |147. 237.77. 216 |dover. i df . i | D stri butec 1?;;}2;’2;?&%&?22;” Bock |1
77.127.201.70  |[israel 147.237.72.166 |aka. i df . i | m”;kgorl ! df?idl /'\f;':/’:i ;Eg%én(gr o aspx B ock 1
Unhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df . il www. i df . i 1/t enpl at es/ navrenu/ kkkkkkk=cd07baa9kkkkkkk_cd07ba |B ock 1
a9
157. 55. 39. 39 Lhited Sates |147.237.0. 17 gf] niyl- kosher -kravi . i Untraceabl e SSL Sessi ons: Lhknown Server Certificate None 1
37.26.149.193 |[lIsrael 147.237.72. 166 |[aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Atack None 1
84.108.37.217 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/val tam B ock 1
77.40.129.123  |Norway 147. 237.77. 176 |nat pash. i df . i | V%\f; ;;;;t_?%wffl?gigfgfwﬁiﬁ‘;’f;f 4229_1. o B ock 1
46.116.224.54 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs oS A tack None 1
109. 253. 223. 215]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
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