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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 5607
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3371
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 24
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack forward 20
66. 220. 156. 98 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
69.171. 231. 224 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

66. 249. 66. 46 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e dr op 3
66.220. 156. 114 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

8. 37. 230. 207 Anonynous Pr oxy 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 2
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
78.186. 15. 233 Tur key 147.237.76. 44 e.refuah.idf.il ock Wp Al _Nets drop 1

69. 171. 231. 227 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
104. 232. 3. 33 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

66. 220. 156. 114 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood unverified cooki e dr op 1
77.247.178.132 Net her | ands 147.237.76. 148 gogcenter.aka. idf.il |Bock Np Al Net drop 1
66.102. 9. 101 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
183. 30. 112. 86 Chi na 147.237. 76. 202 e.halag.idf.il Bl ock_Udp All _Nets dr op 1
77.247.178. 132 Net her | ands 147.237.76. 199 e. nakchal .idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Addr ess

\Site

|Sgna1ure |Devi ce Action |Oount |
51. 254, 32. 63 United Kingdom [147.237.72.166 |aka.idf.il [Cl000106: HITP: njestic bot B ock 1
109. 64. 219. 119 [l srael 147.237.77.216 |dover.i df.il]|14170: HITP. B ank User-Agent (descriptor but no string) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess ‘Attacker GQountry |Ste |Signature

2.54.27.65 147.237.72.167 |[lIsrael i shuri maka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 5
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
89. 139. 146. 237  [147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
84. 95. 85. 112 147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
222.186. 21. 92 147.237.77.216 |China dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
81.218.226.208 |[147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
213. 8. 204. 43 147.237.77.216 |[lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
80. 246. 130. 8 147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
199.191.56. 187 [147.237.8.24 Lhited Sates elifestyle.idf.il ET SCAN NVAP -sS wi ndow 3072 1
79.180.57. 11 147.237.77.216 |[lIsrael dover . idf.il portscan: TCP D stributed Portscan 1
199. 191. 56. 187  |147.237.8. 24 Lhited Sates elifestyleidf.il ET SCAN NVAP -f -sS 1
46. 151. 52. 195 147.237.76.176 |Wkraine test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
5.29.143. 45 147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
185. 3. 146. 243 147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 163. 161  |147.237.77.216 |Israel dover . idf il portscan: TCP D stributed Portscan 1
84.109.152. 101  [147.237.77.216 |Israel dover . idf.il portscan: TCP D stributed Portscan 1
82.81.41. 70 147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
213.57.195. 47 147.237.72.166 |lsrael aka.idf.il portscan: TCP D stributed Portscan 1
80.246.137.198  [147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
212.150. 174. 186 |[147.237.72.166 |lsrael aka idf.il portscan: TCP D stributed Portscan 1
79. 183. 60. 43 147.237.77.216 |[lsrael dover . idf il portscan: TCP D stributed Portscan 1
199.191.56. 187 [147.237.8.24 Lhited Sates elifestyleidf.il ET SCAN NMVAP -sS w ndow 2048 1
79.179. 36. 156 147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
196. 47.173. 21 147.237.76.196 |Qte Dlvoire e.sviva.idf.il ET SCAN NVAP -sS w ndow 3072 1
46.117.7.235 147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
192.117.127.193 |147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
151.217.178.88  [147.237.0.17 mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

SWNretransmt wth different

Action

Ret r ansm ssi on

Packet dropped.

213.57.21. 82 I sr ael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e nonitor  [120
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
79. 180. 15. 9 I'srael 147.237.0.34 |tikshov.ior. 1 |7 €AMNg Engine: TP Invalid invalid segnent retransnission drop 18
Ret ransni ssi on Packet dr opped.
213.57.129.223 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 18
213.57.129.223 |israel 147. 237.77. 216 |dover. i df .i | Bad TCP sequence ﬂ;‘gﬁtrms&'ﬁl&gth monitor (18
213.8.204.9  [Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdifvtvrsa:ﬂt wWthdifferent — oonitor |17
46. 19. 86. 155 I 'srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 15
87. 68. 23. 80 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
46.19.85.71 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 12
46. 19. 85. 222 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 12
46.19.86.102  |Israel 147.237.77. 243 |moti e ich. i1 | €M NG Engine: TCP Invalid finvalid segnent retransmssion |y 12
Ret r ansni ssi on Packet dr opped.
84.228.213. 194 |israel 147.237.72. 166 |aka.i df . Streaming Engine: TCP Inval id finvalid segnent retransnissi on drop 11
Ret ransni ssi on Packet dr opped.
109. 253. 136. 34 |l srael 147.237.76.30 |himush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
176.13.0.117  [israel 147.237.77. 243 |rwvi e i i1 |/ ©AM NG Engine: TCP Invalid imvalid segnent retransmssion drop 10
Ret ransni ssi on Packet dropped.
109. 253. 136. 34 |l srael 147.237.76.30 |hi nush.idf.il Bad TCP sequence I'nval i d ACK nunber aert 9
80.246.130.65 |[lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
195. 160. 240. 11 |l srael 147.237.72. 166 |aka.idf . il Bad TCP sequence I'nval i d sequence nunber noni t or 9
148. 177. 129. 213 |Eur ope 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SWN drop 9
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
130.203.136.75 |Wited Sates 147.237.77.74 |lawidf.il Veéb Server Enf or cement Véb Servers S ow HITP Denial of | o 8
Mol ation Service
81.218.66.107 |lsrael 147.237. 72. 167 |i shuri maka.i of . i [dr op Frst packet isn't SN drop 8
2.52.4.23 I sr ael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
95. 86. 119. 232 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
46. 19. 85. 80 I srael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence Invalid ACK nunber monitor |8
104. 232. 3. 33 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 7
81.218. 48. 37 I srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber alert 7
81.218. 48. 37 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber mnitor |7
46. 19. 85. 251 I 'srael 147.237.77. 216 [dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 7
37.8.97.184 gjcis;ii:(ijm Territonyi 47 237.77. 216 |dover. i . i1 drop First packet isn't SWN drop 7
2.52.161. 2 I sr ael 147.237.72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
213.57.137.119 |israel 147. 237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 7
2.52.4.23 I sr ael 147.237.77. 216 |dover.i df .i 1 Bad TCP sequence I'nval i d ACK nunber aert 6
46. 19. 85. 225 I srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.86.200  |lsrael 147. 237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
46.19. 85. 131 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber mnitor |6
46. 19. 85. 59 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 237 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |6
109. 67.98.250 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber mnitor |6
46. 19. 85. 251 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
2.52.4.23 I sr ael 147.237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
79.181. 163. 140 |Israel 147.237.72. 166 |aka. i of . | Streamng Engi ne: TCP Inval id finvalid segnent retramsmission | 6
Ret r ansmi ssi on Packet dr opped.
2.52.4.23 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 6
37.26.147.240 | srael 147.237.77. 203 |rwbi e i i1 | €AM NG Engine: TCP Invalid finvalid segnent retransmssion. |y 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 51 I 'srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46.19.86.155  |Israel 147.237.72. 167 |i shurimaka i i | | SAM NG Engine: TCP I nval i inval i d segnent retransnissi on drop 6
Ret r ansmi ssi on Packet dr opped.
37.26.149.245 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransmssion drop 6
Ret r ansmi ssi on Packet dr opped.
50. 87. 144. 71 Lhited Sates 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
46.19. 85.51 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber noni t or
176.12.140.9 [ srael 147.237. 77, 243 |oti 1 e i o i1 | €M NG Engine: QP Inval id finvalid segnent retransnission drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site Sgnature Action ‘Count
185. 32. 179. 254 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 90
79. 182. 165. 219 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 38
5.28.131.167 |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 5. 28. 131. 167 Bl ock 26
213.8.204.58 |lsrael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 16
46.19.86.163 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 15
79.182. 193. 224 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 14
79.177. 128. 250 |I srael 147.237.72. 167 i shuri m aka. i df . j|10° M Of the Same Response Cbde (404) in Session from Bl ock 11
79.177. 128. 250

85.65.127.79  |Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 85. 65. 127. 79 Bl ock 10
185. 32. 179. 254 |l srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) Bl ock 6
176.13.12.38  |Israel 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 5
176.13.0.117 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code Bl ock 4
80. 246. 139. 99 [l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.12.140.9 |[Israel 147.237.77.243|mobi l e. i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 3
109. 253. 194. 29 | srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
77.125.145. 26 |lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13. 12. 208 |l srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
46.19.86.102 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code Bl ock 2
213.8.204.9  |Israel 147.237.76.42 [refuah.idf. il [Taame e Bhe I\'Lfo' & /' fglg_tég’rﬁj‘;f”;;xacem' der 13 xt Last Rane i n Bl ock 2
208.184.112. 74 |United Sates |147.237.77. 216 |dover. i df . | D stri utec ll‘f;;_t;;’é;g_eﬂeﬁvﬁfisp;” B ock 2
85. 65. 130. 236 [l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
213.57.195. 47 |Israel 147. 237. 76. 147 [chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
84.111.188. 101 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
213.8.204.35 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
2.54.171.76  |Israel 147.237.72. 166 |aka. i df . i | m;l'(:”f jfd. i?}a#;ihsr;;ciir?b&?isg Known LRL on B ock 2
212.150.214. 90 | st ael 147.237.72.166 [aka. i df . i | \/\ux?\zu;?:ri Id?.eidl /'\'r"raataihn(;(;i 3::} eCuTJ\tShérgri cati onser vi ce. asnx/ get aut huser Bl ock 2
176.97. 116. 171 |Wkr ai ne 147.237.77.216|dover. i df .il Dstributed PHP At enpt B ock
176.12.140.9 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code Bl ock
213.8.173.98 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/valtam B ock
107.178.194. 83 |United Sates [147. 237. 77. 216 |dover . i df .i | D stri ot ec 1?;;}2;;;?&%&??;&” B ock 2
46.19. 85. 36 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 2
208.184.112. 74 |United Sates |147.237. 7. 216|dover . i df . i | b stri bt oc gggfggggfgeﬁvi‘fzs:p;” Bl ock 2
107.178.194. 87 |ited Sates |147.237.77. 216|dover. i df .i | D stri buted lT;‘;f;gégg?ﬂe%gffsp;” Bl ock 2
66.249.66.52 |Israel 147.237.77.216|dover.i df.i |l Lhaut hori zed URL Access to waw i df.il/1283-16782-en/ dover. aspx"lt. B ock 1
149. 88. 132. 141 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
2.54.189.240 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
80. 246. 139. 150 |I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
212.179. 245. 11 |l sr ael 147. 237. 72. 166 |aka. i df . i | ma’;'ﬁ:ri ('j?_a?l ?‘gﬁ;’g};’?pgp”ups/ var ki veachar . asp None 1
185. 120. 125. 5 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
109. 67. 98. 250 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
2.54.29.19 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
79.181. 165. 210 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.177.97.111 |Israel 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
180.76.15.11 |China 147.237. 76. 147 [chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
40.77.167.5 Lhited Sates |147.237.72.166|aka.idf.il D stributed Wauthorized URL Access on 147. 237. 72. 166/ r obot s. t xt B ock 1
87.69.56. 8 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessions: sigal gs oS Attack None 1
5.102.233. 108 |l srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df . i |/ hi mush/ sit e/ he/ hi nush. asp Bl ock 1
84.109.28.89 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66. 249. 78. 240 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
2.54.163. 36 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
80. 246. 136. 103 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
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