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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3935
62.219. 229. 230 | srael 147.237.77. 233 atal.idf.il L4 Source or Dest Port Zero dr op 14

88. 96. 19. 246 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 10

185. 93. 35. 107 147.237.77.216 dover.idf.il SYN H ood out of context drop 9

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 6

88. 96. 19. 246 Uni ted Ki ngdom 147.237.72. 166 aka.idf.il L4 Source or Dest Port Zero drop 2

146. 185. 239. 100 Russi an Federation 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl drop 1
77.247.178. 132 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il B ock Np Al Net dr op 1
41.33.231. 90 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

109. 65. 19. 179 I srael 147. 237. 72. 156 aman. i df.il 13840: TLS. QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nil | er2 DDos

80.246. 130. 34  [147.237.77. 233 |l srael atal .idf.il 3
attack
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 2
185. 110. 111. 130|147. 237. 72. 166 akaidf.il ET SCAN NVAP -sA (2) 2
93. 34. 90. 109 147.237.72. 217 |Itay eid.il ET SCAN Potential SSH Scan 1
93. 34. 90. 109 147.237.72. 166 [Italy aka.idf.il ET SCAN Potential SSH Scan 1
88.249.106.23 |147.237.77. 170 |Turkey naarachot.idf.il [ET SCAN NMAP -sS w ndow 1024 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
46.117.145.66 [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
192.115. 67. 2 147.237.77. 216 |I srael dover.idf.il SER.\/ER-APAO—E.Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
46. 19. 85. 23 147.237.77. 216 |I srael dover.idf.il portscan: TP D stributed Portscan 1
31.168.232. 154 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 67.210. 38 [147.237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
95.156.251. 10  |147.237. 77. 121 |Ger many e navy.idf.il ET SCAN NMVAP -sS w ndow 1024 1
93. 34. 90. 109 147.237.72. 167 |Italy ishurimaka.idf.i|ET SCAN Potential SSH Scan 1
93. 34. 90. 109 147.237.0.200 |italy rdu. i df . i | ET SCAN Potential SSH Scan 1
84.111.140.39 |[147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
199. 191. 56. 188 [147.237.76. 197 |Lhited Sates e himush.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
79.182.53.101 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
193.17.42.129 |147.237.77.216|Israel dover.idf.il portscan: TP D stributed Portscan 1
46.117.130. 60 [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
37.26.146.179 |147.237.77. 216 |Israel dover.idf.il portscan: TQP D stributed Portscan 1
151.217.178. 88 |147.237.76.198 e.yonalan.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
108. 61. 164. 250 [147.237.77.243|Wited Sates [nobile.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature Action ‘Count
Sreanming Engine: TCP Invalid i i ssi
46.19.85.152 [ srael 147.237.77. 243 |nobi l e.i df .| 9 =g Invalid segnent retransmssion. drop 42
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109.65.96.31  |Israel 147.237.0.34 |tikshuv.idf.il 9 =g Invalid segnent retransnission. drop 42
Ret r ansm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
128.127.107. 80 [Net herl ands 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop 26
88. 96. 19. 246 Uni ted Kingdom|147.237.77.216|dover.idf.il |Bad TCP sequence Invalid sequence nunber nmoni t or 25
Sreanming Engine: TCP Invalid i i ssi
176.13.16.175 |Israel 147.237.77. 243 |nobi l e.i df .| 9 =g Invalid segnent retransmssion. drop 24
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19.86.235  |Israel 147.237.76.31 |nakchal .idf. il 9 =g Invalid segnent retransnission. drop 24
Ret r ansn ssi on Packet dr opped.
62.219.229. 230 |l srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nvalid sequence nunier noni t or 21
62.219. 229. 230 |l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 20
195. 60. 232. 57 |l srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 18
80. 246. 130. 34 |Israel 147.237.77.233|atal .idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 15
Sreamng Engine: TP Invalid i i ssi
79.179. 138. 143 | srael 147.237.72. 166 |aka i f .1 9 =g Inval i d segnent retransnission drop 15
Ret r ansn ssi on Packet dropped.
80.246.130.34 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval id ACK nunber alert 15
62.219.229. 230 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid sequence nunber noni t or 14
62. 0. 200. 160 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
Sreaning Engine: TCP Invalid i i ssi
109. 253. 206. 106|I srael 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. drop 12
Ret ransnm ssi on Packet dropped.
Russi an s .
95.108. 132. 178 Feder at i on 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 12
Sreaning Engine: TCP Invalid i i ssi
46.19.85.248  |Israel 147.237.76. 200 |ei tan. aka. i f . 9 =g Invalid segnent retransmssion. drop 12
Ret ransnm ssi on Packet dropped.
62.90. 147. 208 |lsrael 147.237.77.234|hal ag.idf.il |drop Frst packet isn't SYN drop 11
Sreanming Engine: TGP Invalid i i ssi
212.29. 194. 254 |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segment retransmssion. drop 10
Ret ransnm ssi on Packet dropped.
Russi an s .
130. 193. 51. 104 ration 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 10
Sreanming Engine: TGP Invalid i i ssi
31.168.18.169 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 9
Ret ransnm ssi on Packet dropped.
185. 93. 35. 107 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
148. 177. 129. 213 |Eur ope 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 9
2. 54. 160. 103 I srael 147.237. 72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
37.201.168. 231 |Cer many 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
Veb Server Enforcenent HTTP Ceni
130.203.136.75 |Wited Sates  |147.237.77.74 |lawidf.il _ Véb Servers S ow Denial of 1 oot 8
Vol ation Servi ce
79.182.116. 127 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence noni t or 7
46.19.85.5 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 86. 219 I srael 147.237.72.156 |anan.idf.il  |Bad TCP sequence Inval i d ACK nunber noni t or 7
95. 27. 36. 183 R‘SIS::I”im 147.237.77.74 |lawidf.il  |drop Frst packet isn't SWN drop 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
Sreaning Engine: TCP Invalid i i ssi
84.228.224.66 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransnssion. drop 6
Ret ransnm ssi on Packet dropped.
46. 19. 85. 147 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACGK nunber aert
212.150.189.2 |Israel 147.237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
77.126.175. 208 |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 59 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
80.178.200.3  |israel 147.237.72. 166 |aka i f .1 9 =g Invalid segnent retransnssion. drop 6
Ret ransnm ssi on Packet dropped.
46. 19. 85. 147 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreanming Engine: TGP Invalid i i ssi
79.178.21.251 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 6
Ret ransn ssi on Packet dropped.
85. 130. 233. 112 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber alert 6
Sreaming Engine: TCP Invalid i i ssi
109. 66. 185. 63 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 6
Ret r ansm ssi on Packet dr opped.
Russi an . . .
141. 8.142. 43 eration 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 6
46. 19. 85. 65 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
37.26.146.143 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
81.218. 149. 111 |Israel 147.237.72. 166 |aka i f . i 9 =g Inval i d segnent retransnission drop 6
Ret r ansnm ssi on Packet dr opped.
85. 130. 233. 112 [l srael 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 6
. . SWNretransmt wth different .
62.90. 147.208 |lsrael 147.237.77.234|hd ag.idf.il |Bad TCP sequence Vi ndow scal e noni t or 6
Sreanming Engine: TGP Invalid i i ssi
176.12. 146. 178 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segment retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
46. 19. 85. 65 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
176.13.12.38  [Israel 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Code (404) in Session from B ock 293
176.13. 12. 38
176.13.12. 38 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 226
109. 253. 193. 210|1 sr ael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 60
176. 12. 149. 237 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 49
176. 13. 15. 26 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 45
176.13.12.38  [Israel 147.237.0.19 |madimatal .idf.il |10 MY of the Save Response Qode (403) in Session from Bl ock 41
176.13. 12. 38

79.183.67.181 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) B ock 39
80. 246. 138. 143 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 16
46.19. 85. 212 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 15
176. 228. 67. 153 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 12
46.19. 85. 152 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 11
176. 13. 20. 58 | srael 147.237.77.243|mobi l e. i df . i | Mil tipl e Unaut hori zed URL Access from 176. 13. 20. 58 B ock 9
80. 246.137.56 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 8
176.13.16. 175 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 6
80. 246. 136. 122 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 6
81.218. 251. 250 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 6
79.183. 6. 174 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 5
79.179. 138. 143 |l srael 147.237.72. 166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 5
195, 95. 183. 254 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 5
80.246.137.40 [Israel 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 4
85. 65. 222. 62 | srael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 4
37.26.146.143 |[Israel 147.237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 4
148. 177. 129. 213|Eur ope 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Qharacter in URL B ock 3
2.54.172.25 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
46.118. 140. 182 |kraine 147.237.77.74 |lawidf .il PHP At t enpt B ock 3
95. 35. 87. 17 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 3
46.118. 140. 182 |Wkrai ne 147.237.77.74 |lawidf.il Unaut hori zed LRL Access to www | awidf.il/xnrpc. php B ock 3
109. 253. 206. 106|1 sr ael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response CQode B ock 3
176.13.14. 139 |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 3
2.54.10. 205 I srael 147.237.77.243|nobi l e.idf . i | O stributed Whaut horized URL Access on nobil e.idf.il/sachar/index |B ock 3
37.26.149.204 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response CQode B ock 2
2.54.56. 252 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
204.13.200. 200 [United Sates [147.237.77. 216 |dover . i df . i | D stri bt oc ﬁfﬁ:%;é.eﬁeﬁﬁcffpfn Bl ock 2
107.178.194. 87 |Uited Sates |147.237.77.216|dover. i df il bt :idtf"_“i ?‘; 1?;;};%;;?&%\/’;‘??:&” Bl ock 2
178. 62. 198. 131 E?i;;gom 147.237.76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
176.13.20.58  [Israel 147.237.77. 243 |nobi | e. i df . i | nng‘iult :?r(;fz'f? , tg‘eggrcﬁim;esll st ohi 1 ddocunent s/ 1432 Bl ock 2
212.179.21.194 [israel 147. 237.77. 216 |dover . i df . i | porane ef Lygge;\;_?::}tégc;‘fszgeﬂ 'n Bl ock 2
46.120.142.196 |Israel 147.237.72. 166 |aka. i df . i | m;l'(gult;d ilﬂa:;hrf;rsi ;Ciir'ﬁag(_’isgzr Known LRL on B ock 2
79.181.0. 17 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
2.54.148. 134 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspicious Response CQode B ock 2
89.138.83.184 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46.120. 248. 131 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 2
89.138.167.8  |Israel 147.237.72.166 |aka. i df . i | ma:;:ri (?aidl ﬂa)i’n\fsoaﬁ;f/”f Oirgot N None 2
176.13.23.68  [Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?réfsz , ::J;_egpgrcy?isnptlgtesll <t ehi 1 ddocument </ 1514 B ock 2
107.178.194.83 |Wited Sates |[147.237.77.216 |dover. i df . il D stri but ec lfsgggggi?ﬁe%ﬁf?:pﬁn Bl ock 2
87.69.2. 112 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS At ack None 1
79.177.105. 201 |Israel 147.237.76.42 |refuah.idf.il ?4? ;;?”;gd 4;;“;@;5';;1 dﬁ:ectc_e;ss on Bl ock 1
149. 88. 153. 140 |l srael 147.237.72. 166 [aka. i df . i | I11egal HITP \ersion B ock 1
209.126.117.15 [lLhited Sates [147.237.0.16 inly- kosher-kravi . i df . Untraceabl e S Sessi ons: Uhknown Server Certificate None 1
84.94.73. 174 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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