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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DC5-Tool - Swi t chbl adG dest - r eset 2643

66. 102. 9. 81 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 6
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |F Dover Uhder Attack Con Htp drop 5

37.26. 148. 225 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 4
212.179. 64. 162 I srael 147. 237.72. 166 aka.idf.il [Block Wp Al Nets drop 3

66.102. 9. 101 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
213.57.139. 94 | srael 147.237. 76. 86 navy.idf.il |lnvalid TCP H ags drop 2

66.87. 116. 88 Lhited Sates 147.237.77. 216 dover.idf.il |SYNH ood unverified cooki e drop 1
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Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
80.246. 137.38  [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
213.57.139.94 |147.237.76.86 |[Israel navy. i df.il ET SCAN TCP Traffic (ET SCAN Mal forned Packet SYN FIN 1
79.179.56.225 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
212.143.118.46 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
70. 165. 1. 67 147.237.0.16 |lhited Sates ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
194.228.32.24 |147.237.77. 216 |Czech Republic |dover.idf.il portscan: TCP Distributed Portscan 1
46.19. 86. 108 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
162. 222. 185. 165|147, 237. 76. 147 |Lhited Sates  [chinuch. aka. i df.il ET SCAN Potential SSH Scan 1
46.19. 85. 219 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
154.121.5.250 |147.237.77.216|A geria dover.idf.il GPL VB _SERVER / et ¢/ passwd 1
37.26.149. 133  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
105. 156. 177. 11 [147. 237. 77. 216 |Mor occo dover.idf.il portscan: TCP O stributed Portscan 1
87. 68. 74. 217 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
82.80.133.223  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
213.57.139.94 |147.237.76.86 |lsrael navy.idf.il CGPL SCAN SYN FI'N 1
79.180.24.201 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
212.199. 182. 150(147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
77.125.122.202 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
64.197.159. 186 |147.237.77.216|Wited Sates  |dover.idf.il portscan: TCP O stributed Portscan 1
178. 186. 131, 136|147, 237, 76. 44 |FUSSI@N o refuah idf | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
46. 19. 86. 91 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
154.121.5.250 [147.237.77.216|A geria dover.idf.il SQ Injection - Select From 1
46. 19. 85. 100 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
151.217.30.48 [147.237.77.121 e.navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93.172.42.225 |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
82. 80. 196. 44 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
217.132.53.65 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
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étuiikre; ‘Target Address |Ste Signature ?(;\t”i ((:;
212.199. 169. 20 |I srael 147.237.77. 234 |nal ag. i . i Bad TCP sequence Vﬂdr;f,rsacnaslngt wth dfferent moni tor |90
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
37.26.148.235 [Israel 147.237.76.31 |nokehal ior.i1 || €2MNg Engine: TP Invalid  Jinvalid segnent retransmssion drop 27
Ret r ansni ssi on Packet dropped.
46.19. 85. 22 I srael 147.237.72.167 |ishurimaka. i df .il|Bad TCP sequence Invalid ACK nunber noni t or 22
2.52.15.25 I srael 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
65.125.15.222 |lWhited Sates |[147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 19
62.0.220.129 [Israel 147.237.76.31 |nakchal .idf.il drop First packet isn't SN drop 18
2.52.15.25 I srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
62. 0. 220. 129 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 15
46. 19. 86. 38 I srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 14
46.19.85.74 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
203.133. 171. 81 ggﬁaic o |147-287.76.42 [refuanidi.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 12
66.249. 78.254 |United Sates |147.237.72. 166 |aka.idf.il Streaning Engine: TCP Invalid invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
213.57.134. 121 [I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
80. 246. 137. 213 |I srael 147. 237 72. 167 |t shuri maka i o 1| €2 NG Engine: TP Invalid  Jinvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
46. 19. 85. 187 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
213.57.139.94 |israel 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 11
79.181.109. 8 | srael 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
213.57.143.65 |israel 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 10
213.57.135.68 |lsrael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
213.57.135.68 |Israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsg reansm wthdifferent | onitor o
213.57.139.94 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout aert 9
46.19.85.201 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
2.54.159.72  |Israel 147. 237. 72. 166 |aka. i of . i Streamng Engine: TCP Invalid |invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
46. 19. 85. 163 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
46. 19. 85. 59 I srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 8
182.75.6.126 |India 147.237.8.27 |e.madimatal .idf.i|Geo-| ocation enforcenent Geo-1 ocati on inbound enf or cenent |drop 8
212.199. 224. 24 |l srael 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 8
130. 203. 136. 75 |Lhited Sates |147.237.77.74 |lawidf.il Veb Ser ver Enf or cenent Véb Servers Sow HITP Denial of | .oy 8
Mol ation Service
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
213.57.135.68 |Israel 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert 8
62.0.197. 85 I srael 147.237.72. 166 |aka i df .i | drop First packet isn't SN drop 7
46.19.85.187 [Israel 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 7
80.178.134. 40 |[lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunber noni t or 6
62.90.31.13  [Israel 147. 237. 72. 166 |aka. i of . i Streamng Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
77.127.226. 210 |l srael 147.237.72. 166 |aka.idf.il Bad TCP seqguence Inval id ACK nunber noni t or 6
80. 246. 138. 61 |Israel 147. 237, 72. 167 [i shuri maka o1 [ ST NG ENgine: TP Inval id — inval i d segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
109. 253. 201. 34 || srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber noni t or
213.57.134. 121 |I srael 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout alert
46.19.85.154 | srael 147.237.72. 166 |aka.i df i Bad TCP sequence S e Lansmr wehdifferent Jopnitor |6
85. 158. 139. 228 LK?ir::gom 147.237.77. 170 |nmarachot.idf .il |dr op First packet isn't SN drop 6
46.19.85.36  |Israel 147. 237. 72. 166 |aka. i of . i Streamng Engine: TCP Invalid |invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
81.218. 125. 208 |I srael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
185. 120. 125. 2 147. 237. 72. 166 |aka. i of . i Streamng Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.2 I srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber alert 6
37.26.147.228 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
77.127. 226. 210 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
109. 253. 201. 34 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.2 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
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A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
46.10.86.248  |israel 147.237.0.19 |nadimatal .idf.il 12?1?%.0; 4;he Sane Response (bde (404) in Session from B ock 519
46.19.86.248  |israel 147.237.0.19 |nadimatal .idf.il Igc_’l?%_o; 4;he Sane Response (ode (403) in Session from B ock 190
185.32.179. 190 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 158
46. 19. 86. 248 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 104
185. 32.179. 190 |l srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 43
176.13. 4. 112 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 10
2.54.24.212 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 8
213.8.42.81 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 5
66. 249. 66. 29 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 5
176.228.24.75 |lIsrael 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Byte Gode Character in URL B ock 5
176. 13. 6. 216 I srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unaut hori zed URL Access from 176. 13. 6. 216 B ock 4
154.121.5.250 |Ageria 147.237.77.216|dover. i df . i | Mil ti pl e Uaut horized URL Access from 154. 121. 5. 250 B ock 4
37.26.147.170 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 4
66. 249. 66. 31 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
176. 13. 6. 216 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
109. 253. 201. 147|1 srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
37.26.147.252 |[israel 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code B ock 3
37.26.148.190 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
2.54. 25, 225 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 3
46.19. 85. 212 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code B ock 3
109. 66. 180. 87  |Israel 147.237. 76. 147 |chi nuch. aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 3
204.13.200.200 [Uhited Sates [147.237.77.216|dover. i df .i | D stri but e ;f:;_t;gzgfﬂeﬁ‘wﬁc_f:pz” Bl ock 2
107.178.194.83 |Uhited Sates |147.237.77. 216 |dover . i df . i | e 1) 1155, 25650 el dover. aume B ock 2
46. 19. 85. 221 | sr ael 147.237.77. 216 [dover . i df . i | Distributed Ml formed URL B ock 2
204.13.200.200 |Uited Sates [147.237.77. 216 |dover. i df .| D stri Buted 1?;?2%'3;9%%\/?22;” Bl ock 2
109. 253.211. 60 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
5.29.117. 99 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df . i |/ adguar d-aj ax-api/api  |Bl ock 2
46. 19. 85. 221 I srael 147.237.77. 216 |dover . i df . i | Distributed Unknown HTTP Request Met hod B ock 2
66. 249. 66. 35 | srael 147.237.76. 147 |chi nuch. aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
176.13.6.216  [Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt :?rc'ﬁz‘f? , g‘egpgrcyizm s/ 1 st chi | ddocunent s/ 1465 Bl ock 2
79.179.124.17 |lIsrael 147. 237.76. 147 |chi nuch. aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46. 19. 86. 13 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
37.26.149.193 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 2
80. 246. 137. 2 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 2
109. 253. 147. 185|l sr ael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Qode B ock 2
2.54.10.51 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
176.13.7.189 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 2
192. 115. 130. 253I srael 147.237. 77. 170 |n@ar achot . i df . i | ﬁ:r“;:gti_fzf_ Il‘IR/L pc;"fclcf‘?slsest/g/109536. » Bl ock 2
176. 13. 20. 65 I srael 147.237.77.243|nobi l e. i df . i | Distributed Unauthori zed LRL Access on nobil e.idf.il/sachar/index |B ock 2
107.178.194.79 |Wited Sates [147.237.77. 216 |dover. i df . i | D stri bt oc 1?;;_?;22?&%\/2‘??:&” Bl ock 2
207.46.13.164 |Lnited Sates |147.237.76. 147 |chi nuch. aka. i df .i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
212.235.98.139 |israel 147. 237.72. 166 |aka. i df . i | LL'rigei]/ i?’;;e;ﬁdsngpggg‘:/zgganckﬁ f/ nal v kapat 2/ res B ock 1
46.19. 85. 221 I srael 147.237.77. 216 |dover.idf .il Distributed Il1egal HITP \ersion B ock 1
84.228.253.19 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Uhknown SSL Sessi on None 1
37.142.64.27 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
80. 246. 137. 234 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 102. 9. 52 Lhited Sates |147.237.0.16 inly- kosher - kravi . i df . Untraceabl e SSL Sessions: Uhknown Server Certificate None 1
149.202. 98. 161 |Ger many 147.237.77. 216 |dover . i df . i | D stri but e ;f:;_t;gzgfﬂeﬁ‘wﬁc_f:pz” Bl ock 1
2.54.189. 137 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Qode B ock
79.176.118. 152 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None
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