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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 2626
81.218. 241. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-Qi dest - r eset 63
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp drop 4

204. 42. 253. 130 Lhited Sates 147.237.76. 198 e.yohal an.idf.il Bl ock Udp All Nets drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
77.247.178. 132 Net her | ands 147.237.76. 30 hi nush. i df . i | Block Np Al _Net drop 1

204. 42. 253. 130 Lhited Sates 147.237. 76. 196 e.sviva.idf.il Bl ock_Ulp Al _Nets drop 1

204. 42. 253. 130 Lhited Sates 147.237. 76. 202 e.halag.idf.il Bl ock_Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

2.54.134.233 |147.237.72. 166 |l srael aka.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 39
37.34.85.123 |147.237.77.216 (F;ajcis;iig;an Territory, | over.idf.il |portscan: TCP Distributed Portscan 1
212.179. 21. 194 |147. 237. 77. 216 || srael dover . i df .i| portscan: TCP D stri buted Portscan 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
176.13.10.86  |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
151. 217. 178. 88 [147. 237.72. 14 dover.idf.il (o dET SCAN Potential VNC Scan 5900- 5920 1
128. 139. 23. 174 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP Distributed Portscan 1
93.172.71. 214 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
79.181. 142. 162 |147. 237. 77. 216 || srael dover . i df .i| portscan: TCP D stri buted Portscan 1
31.168. 174. 74 |147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
1.187.134.200 |[147.237.77.216|India dover.idf.il GPL SCAN nmap TCP 1
212.25.105. 125 |147. 237. 77. 216 [I srael dover.idf.il SER\/ER APAO_E_ Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
185. 32, 179. 114 |147. 237. 72. 166 || srael aka.idf.il portscan: TP Dstributed Portscan 1
151. 217. 178. 88 |147. 237. 76. 198 e.yoha an.idf.il|[ET SCAN Potential VNC Scan 5900- 5920 1
151. 217. 178. 88 |147. 237. 8. 46 e.chinuch.idf.il|ET SCAN Potential VNC Scan 5900- 5920 1
94.188.248. 67 |147.237.77.216 |l srael dover.idf.il portscan: TP Dstributed Portscan 1
84.108.232. 78 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
213.57.134.121 |lsrael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 74
50.118.198.21 |lhited Sates 147.237.77. 234 |hal ag.idf.il drop Frst packet isn't SN drop 39
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
185.32.179. 108 |l srael 147. 237.72. 166 |aka i f i Bad TCP sequence SINFACK retransmt wth monitor (32
different w ndow scal e
46.19. 86. 173 I srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 29
213.57.134.121 [Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout aert 27
2.54.134.233 I srael 147.237.72. 166 |aka. i df . i | drop First packet isn't SN drop 27
R SYNretransmt wth different .
5.102.196.150 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e mnitor |25
213. 6. 151. 190 glcisgi':('ja” Territoryl 47 237.77. 176 |natpash.idf.il  |SYN Att ack SYN -> SYN-ACK -> Tineout |alert 17
213. 6. 151. 190 glcisgi'géa” Territonyl 47, 237. 77. 176 [natpash.i df i1~ [SYN At t ack SYN -> SYN-ACK -> Tineout |reject 17
Pal estinian Territory, s SYNPACXK retransmt wth .
213. 6. 151. 190 ecupi ed 147.237.77. 176 [matpash.idf.il  |Bad TCP sequence different vi ndow scal e noni t or 17
46. 19. 85. 101 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |14
185. 32. 179. 108 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout aert 13
185.32.179. 108 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 13
Sreanming Engine: TCP Invalid i i ssi
79.176.10.247 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 12
Ret ransmi ssi on Packet dr opped.
46.19. 85. 31 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 11
46.19. 85. 31 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval id AGK nunber moni tor |11
50.118.198.21 |[wnited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 11
185.32.179. 108 |l srael 147.237.72. 166 [aka.idf .i | Bad TCP sequence Inval i d sequence nunber moni tor |11
46. 19. 86. 202 I srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
Pal estinian Territory, s SYNtACK retransmt with .
213.6.151. 190 Qecup ed 147.237. 77. 216 |dover.i df .il Bad TCP sequence di fferent wi ndow scal e monitor |10
213. 6. 151. 190 g‘ilcisgi':('ja” Territoryi 47 237. 77. 216 |dover.idf . i1 SYN Att ack SYN -> SYN-ACK -> Timeout |l ert 10
213. 6. 151. 190 ga:lcis;i':éa” Territory1 47, 237. 77. 216 |dover. i df .1 SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 10
Sreaming Engine: TCP Invalid i i ssi
46.19.86.249  |israel 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
46.19. 86. 174 I 'srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or
46.19. 85. 31 I srael 147. 237. 77. 216 |dover.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or
2.54.32.217 I srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Vb Server Enf orcenent HITP Deni
130. 203. 136. 75 |Wnited Sates 147.237.77.74 |lawidf.il , Veb Servers S ow Denial of | oot 8
Mol ation Servi ce
185.32.179. 108 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 7
185.32.179. 108 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 85. 31 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber alert
Sreaming Engine: TCP Invalid i i ssi
46.19.85.189  |israel 147. 237.72. 166 |aka i of .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
2.54.16.111 I srael 147.237. 77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 57 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |6
37.26.147.196 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
62.0.197. 25 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SYN drop 6
2.52.188. 149 | srael 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 142 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber aert 6
46. 19. 85. 75 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber alert 6
80. 246. 139. 136 |l srael 147.237.72. 166 |aka.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
212.235.77.37 |israel 147.237.72. 166 |aka. i of . | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
197. 133. 255. 157 |Egypt 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SN drop 6
Sreaming Engine: TCP Invalid i i ssi
109. 253. 140. 1221 sr ael 147. 237.77. 243 |mobi l e. i o i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 202 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |6
46.19. 85. 142 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |6
46. 19. 85. 75 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber monitor |6
46. 19. 85. 179 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreaning BEngine: TQP Invalid i i SSi
46.19. 86. 86 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 6
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 65. 213. 124 [ srael 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
185.21. 122, 111 [P estinian Tervitoryl, 7 o327 77, 176 |natpash. icf.il  |dr op First packet ism't SWN drop 6

Cceupi ed
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
79.178. 169. 157 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 53
109. 253. 201. 54 |l srael 147.237.77. 243 |nobi | e. i df . i | Eafgri:t’“;edngﬁtder Type Mol ation on nobi[e.idh.il/sachar/login fgy o0\ 18
109. 64. 53. 20 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
207.232.27.5 I srael 147.237.0.34 |tikshuv.idf.il D stributed Too Many of the Sane Response Code (404) B ock 6
62.90.234.193 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 62. 90. 234. 193 B ock 4
46.19. 85. 233 I srael 147.237.77.216|dover . i df .i | Mil tiple Malformed URL from 46. 19. 85. 233 B ock 3
157.55.39.178 |[Uhited Sates |147.237.76. 147 |chi nuch. aka. i df . il Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
2.54.41.122 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
87.68.241.154 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code Qust om Tenporary B ock 3
46.19.85.233  [Israel 147. 237.77. 216 |dover . i df . i | Ml tipl e Unknown HTTP Request Method from 46. 19. 85. 233 B ock 3
95. 86.105. 215 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 95. 86. 105. 215 B ock 3
176. 13. 19. 90 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 99 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 3
46.19. 86. 249 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
72.9.148.10  |Wited Sates [147.237.76.86 |navy.idf.i| et ] 90 813 el navy. asp. aspK B ock 2
109. 253. 140. 122/l sr ael 147.237.77.243|nobi | e. i df . i | DO stributed Suspicious Response Code B ock
176.13.21.231 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
107.178.194.83 |Wited Sates  |147.237.77. 216 |dover. i df .i | b stri bt oc ff;su_t;g;gi_egeﬁvﬁcfspsn Bl ock 2
176.13. 3. 36 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock
176.13.22.134 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock
204.13.200.200 [Uhited Sates  |147.237. 77. 216 |dover. i df .i | b stri bt oc lffgfggzgi?ﬂeﬁvﬁff;;” Bl ock 2
176.13. 4. 112 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
37.26.147.146 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.52.13.233 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 2
176.12. 151. 159 |l srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.177.194. 150 |lsrael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 2
2.52.39.117 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
176.13.0. 11 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54.170. 198 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
85. 64.118. 94 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df.il/hinush B ock 1
203. 133. 168. 86 OK?r ea, Republic |y 17 237, 76. 147 chi nuch. aka.idf.il D stributed Suspicious Response Code_Qust om Tenporary B ock 1
2.54.53.221 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None
80. 178. 230. 143 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
188.138.9.49  |Germany 147. 237.77. 216 |dover . i df . i | b stri bt oc 1?;;};;;5?&%\/??;{;” Bl ock 1
46. 19. 85. 233 I srael 147.237.77. 216 |dover . i df . i | Miltiple Il1egal HITP Version froma46. 19. 85. 233 B ock 1
132.72.184.201 |lsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storage/files/6/ |B ock 1
2.52.159. 147 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
176.13.19. 237 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.19. 85. 27 I srael 147.237.77. 216 |dover.idf .i | Dstributed I11egal HITP \ersion B ock 1
way, chamat z. aka. i df i
10.161.70. 10 147.231.77.226| mué:gr;tzzeik?dfﬁc e ;_Ost orage/ il es/ 9/ 2479, pg Bl ock !
91.231.193. 150 |[lsrael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connecti on - Unknown SSL Sessi on None 1
204.85.191.30 |United Sates  [147.237.77. 216 |dover. i df . | 111 1155, 25461 nel dover. s B ock 1
62.90. 215. 237 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
176.13.7.174 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46. 19. 86. 104 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
157.55.39.126 [thited Sates [147.237.72.166|aka. i df.il Uhaut hori zed URL Access to 147.237.72. 166/ r obot s. t xt B ock 1
2.54.135. 109 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
82.166. 140. 117 |l srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
195. 154. 146. 225|France 147.237.72. 166 |aka. i df . i | I11egal HITP Version HITH B ock 1
46.19. 85. 134 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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