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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3124
192.118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegotiation-Qi dest - r eset 196
66. 249. 93. 99 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 20
66. 249. 93. 103 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 11
130. 211. 164. 37 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
37.26.146. 191 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
109. 67. 107. 129 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il F Dover _Under_Attack Con Htp dr op 5
207. 46. 13. 122 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
37.26.149. 217 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
31.168. 133. 226 I srael 147.237.77. 216 dover.idf.il Block Udp Al Nets drop 3
40.77.167. 77 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

37. 26. 149. 210 | srael 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 2

41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il SYN H ood out of context dr op 2
107. 150. 98. 131 Lhited Sates 147.237.76. 34 yohal an.i df. il Bl ock Udp All Nets drop 1
77.247.178. 132 Net her | ands 147. 237.76. 31 nakchal . i df i Block Np Al Net drop 1
162. 213. 153. 152 Lhited Sates 147.237.76. 38 eeneitav.idf.il |Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Site |S gnature

Devi ce Action |Oount
41.37.174.106 Egypt 147.237.77. 216 dover.idf.il |Q091: HITP. Access to - adnin. asp B ock 43
41.37.174. 106 Egypt 147.237.77. 216 dover.idf.il |[@23: HITP. adninistrator in LR Per nit 4
41.37.174. 106 Egypt 147.237.77. 216 dover.idf.il |[C003: HTTP: phpM/Admin access B ock
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry ‘Ste |Signature |Count|
37.26.149.210  |147.237.72.156 |l srael anan. i df . i | PQLI CY- OTHER TCP packet with urgent flag attenpt |6
41.37.174.106 147.237.77. 216 |Egypt dover.idf.il SERVER- WEBAPP admi n. php access 5
41.37.174. 106 147.237.77. 216 |Egypt dover.idf.il SERVER- WEBAPP adni nl ogi n access 5
41.37.174.106  |147.237.77.216 |Egypt dover.idf.il Adnmin | ogi n page scan - Havij 4
41.37.174.106  |147.237.77.216 |Egypt dover.idf.il SERVER- WEBAPP | ogi n. ht m access 3
82. 166. 65. 18 147.237.77. 216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
212.199. 185. 108 [147. 237. 72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
37.142.163.10  [147.237.72.166 |lIsrael aka idf.il portscan: TCP Distributed Portscan 1
195.34.150. 18 |147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
37.26.147.238  |147.237.72.166 |lIsrael aka idf.il portscan: TCP D stributed Portscan 1
176.106. 42. 131 |147.237.77.216 |Palestinian Territory, Qcupied |dover.idf.il portscan: TCP Distributed Portscan 1
2.54.0.228 147.237.77. 216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
151.217.178.88 |147.237.72. 166 aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
131.109.15.15  [147.237.76.200 |Lhited Sates eitan.akaidf.il |[ET SCAN NVAP -sS wi ndow 1024 1
84.94. 23. 53 147.237.77. 216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
66.249.93.249  |147.237.72.166 |Lhited Sates aka idf.il portscan: TCP D stributed Portscan 1
213.57.181.80  [147.237.72.166 |lIsrael aka idf.il portscan: TCP Distributed Portscan 1
195. 95. 183. 254 |147.237.77. 216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
188. 161. 246. 102 [147.237. 77. 216 |Palestinian Territory, Qcupied |dover.idf.il portscan: TCP O stributed Portscan 1
2.54.29.6 147.237.72. 166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
176.13. 2. 210 147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
151.217.178.55 |147.237.0.15 kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
112.16.76.209  |147.237.0.15 |China kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 1024 1




12-29-2015-10:04:07 to 12-29-2015-11:04:07

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
62.219.111.141 |lsrael 147.237.72. 167 |i shuri maka. i of . i [dr op First packet isn't SN drop 34
Sreaming Engine: TGP Invalid i i ssi
46. 19. 85. 66 I'sr ael 147.237.76.31 |nakchal .idf.il 9 =g Invalid segnent retransmssion. | 24
Ret ransmi ssi on Packet dropped.
192. 118. 27. 253 |Israel 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 14
Sreamng Engine: TCP Invalid i i ssi
217.132.97.135 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
212.179. 223. 204|I srael 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g nvalid segnent retransmssi on. drop 12
Ret ransni ssi on Packet dropped.
188. 143. 232. 24 RJSfia” 147. 237. 72. 156 |anan.i df . drop SAMrule drop 11
. 143. 232. ati on . 237.72. i df.
212. 150. 255. 134|I srael 147.237.77. 233 |atal i df i Bad TCP sequence SNretransmt with different moni tor |10
w ndow scal e
109. 160. 240. 190! srael 147.237. 72. 166 |aka. i df . il dr op First packet isn't SYN drop 10
212.179.21.194 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
217.194. 206. 108l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
109. 160. 240. 190| srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 10
46. 19. 85. 90 | srael 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 9
Sreaning Engine: TCP Invalid ' i ssi
66.249.64.119 |Uited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 8
Ret ransni ssi on Packet dropped.
62. 0. 200. 211 | srael 147.237. 72. 166 |aka. i df . i dr op First packet isn't SN drop 8
Vb Server Enforcenent HTTP Deni
130.203.136.75 |Uited Sates |147.237.77.74 |lawidf.il , Véb Servers S ow Denial of | o et 8
Mol ation Service
218.213.70.136 |Hong Kong 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
212.235.43.9 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or
Sreaning Engine: TCP Invalid ' i ssi
176.13.20.132 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. g 8
Ret ransni ssi on Packet dropped.
37.26.146.191 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
S SWNretransmit wth different .
79.177.132.122 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 7
141.0.15.13 Eur ope 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 137 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
149.78.56.175 |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 179 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaming Engine: TP Invalid i i ssi
80.178.200.3  |israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi
46.19.85.140  |Israel 147.237.77. 243 |robi | e. i of . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 82 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert
46. 19. 85. 170 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d AGK nunber alert
Sreamng Engine: TCP Invalid i i SSi
85.65.87.174 |l srael 147. 237.72. 166 |aka i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
176.12.147.98  |israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46.210.157.56 I srael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence SINCAQK retransmt with different Joositor |6
w ndow scal e
46.19. 85. 35 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i Ssi
62.219.225.40 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
2.54.22.65 | srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 82 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 6
2.54.11.171 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 67 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber aert 6
46. 19. 85. 170 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 6
2.52.161.0 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
37.26.146.209 | srael 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. 6
Ret ransni ssi on Packet dropped.
46. 19. 85. 67 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 137 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d AGK nunber aert 6
46. 19. 85. 179 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
109. 160. 240. 190]I srael 147.237. 72. 166 |aka. i df . il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
46.19. 85. 4 I srael 147.237.0.34 |tikshuwv.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 5
31.210.187.34 |Israel 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
109. 160. 240. 190 sr ael 147.237.72. 166 |aka. i df .| Bad TCP sequence SAXK retransmt with different 1opniior s
w ndow scal e
46.19. 85. 131 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
41.37.174.106  |Egypt 147.237.77.216|dover.i df .i | Mil tipl e Unauthorized LRL Access from 41.37.174. 106 Bl ock 496
41.37.174.106 |Egypt 147.237.77. 216 |dover . i df . i | Mil tipl e Adnin Bl ocking from 41. 37.174. 106 B ock 157
41.37.174.106 |Egypt 147.237.77. 216 |dover.idf . il PHP At t enpt B ock 149
80. 246. 130. 147 |l srael 147.237.0.34 |tikshuv.idf.il D stributed Too Many of the Sane Response Code (404) B ock 57
46. 19. 86. 23 I srael 147.237.0.34 |tikshuv.idf.il O stributed Too Miny of the Same Response Code (404) B ock 31
37.26.146.212 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 20
46. 19. 86. 195 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 13
109. 253. 203. 123|l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
80. 246. 139. 154 |l srael 147.237.77.243|nobi l e. i df . i | Dstributed Uhaut horized URL Access on nobil e.idf.il/sachar/index B ock 4
79.180.37.252 | srael 147.237.0.19 |nadimatal .idf.il gn;;u;]h;r;lzl?yﬂ‘/ gﬁacre:dslag‘;x/ updet vkt qeurk £y, e B ock 4
176.13.20. 105 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 35 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 210. 152|I srael 147.237.0.19 |nadimatal .idf.i||Dstributed Suspicious Response Code B ock 3
176. 13.12. 26 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 64. 168. 145 |l srael 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.i|/mai n/ sachar/undefi ned B ock 3
66. 249. 66. 28 | srael 147.237.76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
176.13.5. 21 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 13. 8. 243 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 3
176.13.22.181 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
37.26.147.218 |[israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.182. 2. 162 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 2
176.13.20.132 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
85. 65. 32. 174 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
79.182.101.219 [israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 79.182. 101. 219 B ock 2
109. 253.212. 79 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Whaut horized UR. Access on nobi | e. i df.il/sachar/index Bl ock 2
176.13.20.132 |israel 147.237.77.243|nobi l e. i df . i | Dstributed Uhaut horized URL Access on nobil e.idf.il/sachar/index B ock 2
109. 65. 203. 87 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
2.54.164. 244 I srael 147.237.77.243|nobi | e.i df . i | D stributed Whaut horized UR. Access on nobi | e. i df . il/sachar/index Bl ock 2
37.26.147.146 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80.246.137.59 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
217.132.97.135 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
68.180.228. 112 [lhited Sates |147.237. 77. 216 |dover. i df . i | ﬁgg\tlgfr;;aeg@tﬂ‘ Access o w i df. 11/113€33-19857- ha« Bl ock 1
46.19.85.117  |Israel 147.237.0.34 |tikshuv.idf.il Ig?l'i:rééolfl;he Sane Response (pde (404) in Session from B ock 1
107.178.194.83 |Wited Sates |147.237.77. 216 |dover. i df .i | D stri uted 1?3?;};;:15?2;?;\/2?212” Bl ock 1
40.77. 167. 54 Lhited Sates |[147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
62.219.99.154 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 62.219. 99. 154 B ock 1
176.13.1. 15 I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type M ol ati on Password i n nobil e.idf.il/sachar/login B ock 1
128.127.107.80 |Netherl ands 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
31.168. 10. 92 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/x™x?x! xex B ock 1
80.179.223.31 |l srael 147.237.77. 176 [mat pash. i of i1 [ :;;ti_??_ iLﬁ_siA:_cs?zsrath/ {11 65/ 914629, pg Bl ock 1
212.143. 186. 38 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from212. 143. 186. 38 B ock 1
46.19.85.179  |[Israel 147.237.76.42 |refuah.idf.il [0 57 buted Lhau forized é&aﬁcgispi on Bl ock 1
109. 253. 129. 160 i srael 147.237.77. 243 |nobi | e. i df . i | E;g;ﬁgf%g:;ﬁtder Type Mool ation on nobile.idf.il/sachar/login B ock 1
2. 54. 46. 203 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
79.176.48.184 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 66. 183 | srael 147. 237.72. 166 |aka. i df . i | ﬂ?”tzggr ;;?gesgllmﬁfgfiut;gi yus/ general . aspx B ock 1
176.13.11. 192  |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
41.37.174.106  |Egypt 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to waw i df.il/ar/admn. php Bl ock 1
84.228.171.15 | srael 147.237.72. 156 |aman. i df . i | (SS;_SLLE tcrgflﬁibggpﬁngﬁli g;l_'DETOAtfg’('C;iAﬂgE; on None 1
46.19. 86. 229 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
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