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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3398
79.179. 48. 62 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets dr op 6
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il F Dover Uhder Attack Con Htp drop 5
157. 55. 39. 237 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
119. 138. 128. 207 Chi na 147.237.76. 202 e halag.idf.il B ock Wp Al Nets drop 1
151.217.178. 35 147. 237. 76. 202 ehaag.idf.il [Bock Wp Al Nets drop 1
185. 106. 92. 173 147.237. 76. 86 navy.idf.il B ock_Wp Al _Nets drop 1
119.138. 128. 207 Chi na 147.237.76. 199 e.nakchal .idf.il |B ock Wdp All Nets dr op 1
185. 106. 92. 173 147.237.76. 197 e hinush.idf.il |Bock Udp Al Nets drop 1
119. 138. 128. 207 Chi na 147. 237. 76. 200 eitan.aka.idf.il [Block Wip All Nets drop 1
77.247.178.132 Net her | ands 147.237.76. 198 e.yohalan.idf.il |Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count |
193.104. 41. 54 147.237.76.198  |Ml dova, Republic of e.yohal an.idf.il ET SCAN Potential SSH Scan 1
31.168. 170. 190 147.237.77.216  [Israel dover.idf.il portscan: TGP DO stributed Portscan 1
183. 60. 48. 25 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
5. 39. 222. 253 147.237.0. 17 Net her | ands mny- kosher -kravi . i df.il ET SCAN NVAP -sS wi ndow 1024 1
182. 74.68. 35 147.237.77.226  [India win chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
182. 74. 68. 35 147.237.77.176 |India nat pash. i df .i ET SCAN Potential SSH Scan 1
132. 65. 125. 39 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
82. 166. 233. 3 147.237.72.166  [Israel aka.idf.il portscan: TCQP O stributed Portscan 1
63. 141. 217. 229 147.237.77.216  [Uited Sates dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 209 147.237.77.216  |Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
196. 47.173. 21 147.237.8.27 Qte Dlvoire e.nadimatal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
37.26. 147. 225 147.237.72.166  [Israel akaidf.il portscan: TCP D stributed Portscan 1
193.104. 41. 54 147. 237. 76. 86 Mol dova, Republic of navy.idf.il ET SCAN Potential SSH Scan 1
31.168. 24. 33 147.237.72.166  [Israel aka.idf.il portscan: TCQP O stributed Portscan 1
182. 74. 68. 35 147.237.77.234 |India hal ag.idf.il ET SCAN Potential SSH Scan 1
2.54.27.101 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
182. 74.68. 35 147.237.77.205 [india prisha.idf.il ET SCAN Potential SSH Scan 1
151.217.178. 88 147.237.8. 14 e.orchot.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91.201. 236. 114 147.237.77.235  |lkraine svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
80. 179. 40. 30 147.237.77.216  [Israel dover.idf.il portscan: TCQP DO stributed Portscan 1
46.117. 120. 29 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 55 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
2.54.158. 18 I sr ael 147. 237. 72. 166 |aka.i of .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 42
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 27
79.177.132.122 | srael 147.237.76.42 |refuah.icf.il  |Bad TOP sequence mdﬁrsacr‘;"lt wth dfferent monitor |27
185.38.14.215 |Netherlands  |147.237. 77. 216 |dover.idf il Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. drop 26
Ret ransni ssi on Packet dr opped.
2.54. 159. 206 I sr ael 147. 237. 72. 166 |aka.i of .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
212.143.234.61 |lsrael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 19
185. 89. 217. 234 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 18
46.19.86.109  |Israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid  invalid segnent retransnissi on drop 18
Ret ransm ssi on Packet dropped.
109. 253. 199. 158|i srael 147,237, 77. 243 |mobi e i 11 | S NG Engine: TCP Invalid  finvalid segnent retransnissi on. drop 17
Ret ransni ssi on Packet dr opped.
2.54. 159. 206 I sr ael 147. 237. 72. 166 |aka.i of .il SYN At t ack rej ect 17
2.54.158. 18 | srael 147.237.72. 166 |aka.i df . il SYN Attack rej ect 16
46.120. 5. 59 I srael 147.237. 72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 15
115.79.46.50 |V etnam 147, 237.76. 200 [ei tan aka i of. i1 | SAM NG Engine: TP Invalid invalid segnent retransnissi on. dr op 15
Ret ransm ssi on Packet dropped.
185. 89. 217. 231 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 15
185. 89. 217. 227 147.237.76. 42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 14
2.54.158. 18 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 14
2.54.158.18 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 14
185. 89. 217. 233 147.237.76. 42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 13
2.54.158. 18 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 13
2.54. 159. 206 I srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 12
46.120.123. 149 |Israel 147, 237, 76. 200 |ei tan. aka.icf. i1 || S2M NG Engi ne: TCP Ivalid invalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dropped.
2.54.159. 206 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 12
2. 54. 159. 206 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber alert 12
46.120.74.230 |Israel 147.237. 77. 216 |dover.idf .i | drop First packet isn't SN drop 12
46.120.5.59 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 11
2.52.13. 167 I srael 147.237. 72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
212.143.234.61 | srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg reansmt wthdifferent | oonitor |11
185. 89. 217. 226 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 10
2.52.36.208 I srael 147.237.72. 166 |aka.idf .il SYN At tack rej ect 10
2.54.158. 18 I srael 147.237.72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 10
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
109.67.51.57  [Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence Vﬂd:/tvrsa:;”lt wth different monitor |10
46. 19. 86. 45 I srael 147.237.72. 167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 247 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or
2.52. 36. 208 I sr ael 147. 237. 72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
147.236.238. 41 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence md:)‘f’tvrsaé:”lt wth different moni tor |8
2.52.13. 167 I srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 8
176.13.23.194 |Israel 147,237, 77. 243 |mbil e i i1 | €M NG Bngine: TCP Invalid - finvalid seqnent retransnissi on. dr op 8
Ret ransm ssi on Packet dropped.
2.52.13. 167 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid sequence nunber noni t or 8
46. 120. 74. 230 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 8
149. 78. 231. 119 |(Israel 147.237.77. 243 |nobi l e.i df . il drop First packet isn't SN drop 8
185. 89. 217. 235 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 8
2.52.13. 167 I sr ael 147. 237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber alert 8
62. 0. 200. 211 | srael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 7
46. 19. 86. 126 I 'srael 147.237. 72. 156 |anan.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 7
2.52. 36. 208 I sr ael 147. 237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber alert 7
37.26.147. 174 |lsrael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 7
2.52.36. 208 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 7
185. 89. 217. 224 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  |nonitor 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19.85.114 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 187
46. 19. 85. 210 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 179
46.19. 85. 114 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 160
46. 19. 85. 210 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 107
46. 19. 85. 210 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 94
46.19. 86. 54 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 41
185. 32.179. 251 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 18
46.19.85.114  |israel 147.237.0.19 |nadimatal .idf.il Zg?l'\;%ys_oilihe Sane Response (bde (403) in Session from Bl ock 13
66. 249. 66. 28 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 9
46.19. 86. 195 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 8
109. 253. 199. 158]I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 5
80.179.115. 198 [Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 80.179. 115. 198 B ock 4
46. 19. 85. 204 I 'srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri but ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
46.19. 86. 109 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 3
85.93.91. 84 Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 2
217.194. 203.52 |lsrael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessions: pen Mvde None 2
118. 173. 208. 149|Thai | and 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
109. 64. 119. 181 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
2.54.131.72 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
37.142.189. 251 |Israel 147.237.77. 234|hal ag. i df . i | mﬂt:g?rs'nzgg aﬁ‘_fcd‘lf_eflsl Sti‘:)_st oragel {11 s/ 4/ s 263360/ 1564 pg Bl ock 2
176.13.11. 125 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
204.13.200.200 |United Sates |147.237.77.216|dover. i df i D stri utec ll‘f;;_t;;’;gfﬂeﬁvi‘fzsp;” Bl ock 2
46. 19. 86. 130 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock

109. 253.131. 29 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
204.13.200. 200 [Uhited Sates [147.237.77.216|dover. i df .i | D stri uted ﬁ‘;;_tggégg?ﬂe%g‘ffsp;” Bl ock 2
72.47.228.27 Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/ wp-admn/ B ock 1
180. 30.222.11  |Japan 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for vy aka. i df . il/giyus/ general / B ock
107.178.194.87 |Uhited Sates |147.237.77. 216 |dover . i df . i | D stri buted 1?;;};;25?&%&??:&” Bl ock 1
66.249. 65. 118 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76.42/robots. txt B ock 1
149.50.92. 9 Lhited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
37.26.149.221 |[Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - CQpen Mde None 1
2.54.129. 41 | srael 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/mai n/ sachar/tfasi maspx. B ock 1
46.19. 86. 130 I srael 147.237.77.243|nobi l e.i df . i | O stributed Unaut hori zed LR Access on nobi | e. i df . il /sachar/i ndex B ock 1
109. 253. 132. 201l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
109. 66. 185. 124 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mode None 1
79.176.204.65 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
185. 89, 217. 235 147.237.76.42 |refuah.idf.il vL\:_;/\zierﬁgf)YateaI@io;fﬁIr/e.c.t/oirzages/shared/ —— B ock 1
46. 19. 85. 30 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
89. 139. 159. 208 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
66. 249. 66. 46 I srael 147.237.77. 216 |dover.idf .l Uhaut hori zed URL Access to v i df .il/anman/ Bl ock 1
176.13. 8. 253 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
62.0.111.1 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.54.156. 132 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
80. 246.137.54  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
109. 67. 181.54 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl ef shar ed/ reset . css B ock 1
2.52.41.170  [israel 147.237.76.42 [refuah.idf.il  |J5 020 hauforized eLfHJaﬁCZ(;Zi on Bl ock 1
79.181. 32. 48 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
213.8.204. 35 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
77.125.112.10 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 77.125.112. 10 Bl ock 1
180. 76. 15. 15 Chi na 147.237. 76. 147 [chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
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